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I. INTRODUCTION 
 
 


Thank you for the opportunity to comment on the Notice of Proposed Rulemaking 
(NPRM) In the Matter of Protecting Against National Security Threats to the Communications 
Supply Chain Through FCC Programs, WC Docket No. 18-89, 83 Fed. Reg. 19,196 (May 2, 
2018). I am the Glen Earl Weston Research Professor of Law at the George Washington 
University Law School, where I teach and write in the field of administrative law. My research 
has been published in numerous books and journals, including the Columbia Law Review, Duke 
Law Journal, and Michigan Law Review. In particular, I specialize in the role of agency 
procedures in promoting transparency, participation, and deliberation, and guarding against 
arbitrariness. I have testified before Congress on such matters, and regularly speak before federal 
and state agencies, professional organizations, public interest groups, and the press. I have 
prepared this report at the request of Jones Day; however, this report represents my independent 
judgment as an expert in administrative law.1  


 
Indeed, I agreed to prepare this report because the NPRM raises grave concerns about the 


rule of law and procedural due process. Specifically, I respond to the FCC’s request for comment 
on approaches to identifying “companies that pose a national security threat to the integrity of 
communications networks or the communications supply chain.” The FCC has proposed to draw 
from the Spectrum Act of 2012, the National Defense Authorization Act for Fiscal Year 2018 
(NDAA), and pending legislation to ban companies from participating in the Universal Service 


                                                
1 Moreover, I do not necessarily represent the views of my university, and provide my 
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Fund (USF) that: (1) are prohibited from bidding on contracts by any other federal agency for 
reasons of national security; or (2) have been banned by Congress from involvement in 
telecommunications equipment in other contexts.2  


 
As detailed below in Part II(A), this approach—which concerns individualized 


decisionmaking and protected interests—would violate the Constitution by failing to afford 
procedural due process. Part II(B) explains why the FCC would need to use significant 
adjudicatory procedures to undertake such a determination. This result flows from a balancing of 
the interests at stake, but it also bears emphasis that when other agencies must undertake such 
nuanced, high-stakes determinations, they do so pursuant to explicit authorizing statutes in which 
Congress has specified rigorous adjudicatory procedures. The absence of a similar authorizing 
statute here—complete with specific adjudicatory procedures—strongly suggests that the 
Communications Act does not provide the FCC with statutory authority to make such national 
security judgments.  Were the FCC nevertheless to proceed with its proposal, the lack of explicit 
statutory authorization and procedures advises that any such determinations would need to be 
made using stringent adjudicatory procedures. Part III canvases a number of examples that both 
illustrate the contemporary norms of procedure and demonstrate the unusual nature of the FCC’s 
proposed rulemaking approach. Part IV cautions that the FCC’s proposed approach would 
additionally violate the APA; specifically, relying on other entities’ determinations is likely 
arbitrary and capricious, unsupported by substantial evidence, and not in accordance with law. 
Nor may the agency take administrative notice of such materials in the adjudicatory context 
without providing an opportunity to refute them. As Part V concludes, substantial procedural 
flaws undergird the NPRM, and I urge the FCC not to take the path proposed. 


 
In preparing this report, I have not separately analyzed whether the FCC has statutory 


authority to determine whether companies pose national security threats in the context of 
administering the USF program. However, as the following discussion makes clear, the lack of 
express statutory authority suggests that the agency indeed lacks jurisdiction to adopt the 
proposed rule. Thus, none of the discussion in this report should be read as endorsing the FCC’s 
statutory authority, which, if lacking, would render moot the FCC’s request for input on 
procedures. 


 
II. PROCEDURAL DUE PROCESS IS REQUIRED FOR DETERMINATIONS ABOUT 


WHETHER AN COMPANY POSES A THREAT TO NATIONAL SECURITY 
 
 If the FCC is to make determinations about whether a company poses a threat to national 
security, it must do so consistently with procedural due process. The Fifth Amendment to the 
Constitution provides that no person “shall be deprived of life, liberty, or property, without due 
process of law.”3 This guard against arbitrary government action extends not only to citizens and 
domestic entities of the United States, but also to foreign citizens and entities that have a 


                                                
2 NPRM ¶ 20. This second option appears to reference the NDAA. As discussed in more detail in 
Part IV, drawing solely from the NDAA would be both arbitrary and capricious and inconsistent 
with the provisions of that statute. 
3 U.S. Const. amend. V.  
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substantial connection to the United States.4 As this Part demonstrates, the determination that a 
company poses a national security threat is classic individualized decisionmaking involving a 
protected interest and requires procedural due process.   
  


A. Applicability of Procedural Due Process 
 


1. The constitutional touchstone for procedural due process is 
individualized decisionmaking.  


 
 The Constitution requires that individualized decisionmaking must be conducted in 
accordance with procedural due process protections. The Supreme Court established this 
fundamental attribute of adjudication in its opinions Bi-Metallic Investment Co. v. State Board of 
Equalization and Londoner v. Denver. 5 Whereas individualized decisionmaking triggers 
procedural due process, government actions that are generally applicable and impact broad 
classes of entities are better suited to legislative-type processes like rulemaking.6 The Court has 
continuously adhered to this basic distinction.7  
 
 The difference between rulemaking and adjudication—critical to understanding a federal 
agency’s procedural obligations—rests on this constitutional pedigree.8 The Administrative 
Procedure Act’s (APA) drafters were acutely aware of these principles when they established the 
distinction between the two forms of agency action as a key organizing feature of the APA.9 
Whereas rulemaking procedures like those in Section 553 of the statute did not impose due 
process protections, the adjudicatory procedures in Sections 556 and 557 were clearly intended 
to address widespread constitutional flaws in agency adjudication at the time.10  


                                                
4 United States v. Verdugo-Urquidez, 494, U.S. 259, 271 (1990); see Nat’l Council of Resistance 
of Iran v. Sec’y of State, 251 F.3d 192, 200-03 (D.C. Cir. 2001) (holding foreign organizations 
met substantial connection requirement, triggering procedural due process). 
5 Bi-Metallic Investment Co. v. State Bd. of Equalization of Colo., 239 U.S. 441, 446 (1915) 
(procedural due process applies for “a relatively small number of persons ..., exceptionally 
affected, ... on individual grounds”); Londoner v. Denver, 210 U.S. 373 (1908) (holding 
procedural due process requirements applied). 
6 239 U.S. at 446.  
7 United States v. Fla. E. Coast Ry., 410 U.S. 224, 245 (1973) (observing the Court has 
“continued to observe the distinction adverted to in Bi-Metallic Investment Co.”); see also Ohio 
Bell Tele. Cos. v. Pub. Utils. Comm’n, 301 U.S. 292, 304 (1937) (reasoning that due process 
required an opportunity for a utility to know the facts on which a commission order was based, 
and have an opportunity to respond). 
8 See 410 U.S. at 245 (explaining the Londoner and Bi-Metallic distinction as “between 
proceedings for the purpose of promulgating policy-type rules or standards, on the one hand, and 
proceedings designed to adjudicate disputed facts in particular cases on the other.”). 
9 Martin Shapiro, APA: Past, Present, Future, 72 Va. L. Rev. 447, 453 (1986). 
10 See 5 U.S.C. § 554(d) (providing for separation of prosecutory and adjudicatory functions); 
Wong Yang Sung v. McGrath, 339 U.S. 37-39 (1950) (describing APA’s response to concerns 
regarding basic fairness of adjudications). 
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 Furthermore, procedural due process adheres to individualized decisionmaking regardless 
of APA definitions or an agency’s label of “rule” or “order” because the requirement is 
constitutional.11 Even under the APA’s and other contemporary definitions, however, the 
determination that an individual company poses a national security threat is adjudicatory. Under 
the APA, an “order” is an agency disposition “other than rule making,”12 and a “rule” is a 
“statement of general . . . applicability and future effect.”13 Thus the general nature of 
rulemaking, and its prospective reach, distinguish it from individualized adjudication that finds 
facts already in effect.  
  
 The act of identifying “companies that pose a national security threat,” is a textbook 
example of individualized decisionmaking. It impacts specific, named entities. Unlike a 
rulemaking that would account for legislative facts and rely primarily on democratic processes 
for oversight and legitimacy,14 a national security threat determination would single out an 
individual company, rest on facts specific to that company, and necessitate evaluating whether 
the facts meet the requirements of a legal standard. In such circumstances, procedural due 
process, rather than democratic oversight, is the key mechanism for ensuring the legitimacy of 
government action. 
 
 It is helpful to consider more precisely how procedural due process promotes agencies’ 
constitutional, democratic, and procedural legitimacy, and why it is crucial that national security 
determinations be made by adjudication, not rulemaking. A fundamental concern of the 
constitutional framers was the tyranny of unchecked legislative power directed against 
individuals.15 Thus, for example, the Bill of Attainder Clause16 prohibits Congress from 


                                                
11 Vt. Yankee Nuclear Power Corp. v. Natural Resources Def. Council, Inc., 435 U.S. 519, 542 
(1978) (noting that even in a rulemaking, if “a very small number of persons are exceptionally 
affected, in each case upon individual grounds,” due process may require additional procedures) 
(internal quotations omitted). Note that this is true of FCC practice. Like many other independent 
agencies, the Commission uses the label “Order” even for rulemaking.  
12 5 U.S.C. § 551(6). 
13 The definition also includes “particular” applicability, which was intended to account for the 
APA’s treatment of ratemakings differently from traditional adjudicatory proceedings. See 
Ronald M. Levin, The Case for (Finally) Fixing the APA’s Definition of “Rule,” 56 Admin. L. 
Rev. 1077, 1081 (2004). That language is universally ignored. Antonin Scalia, Vermont Yankee: 
The APA, The D.C. Circuit, and the Supreme Court, 1978 Sup. Ct. Rev. 345, 383; see also Small 
Business Regulatory Enforcement Fairness Act, 5 U.S.C. § 804(3) (“The term ‘rule’ [has the 
APA meaning, except that it “does not include . . . particular applicability”); E.O. 12,866 § 3(d) 
(defining rule as agency statement of “general applicability and future effect”). 
14 E.g., Bi-Metallic, 239 U.S. at 445 (emphasizing role of democratic oversight for legislative 
determinations). 
15 See Edward Levi, Some Aspects of Separation of Powers, 76 Colum. L. Rev. 371, 374-76 
(1976) (describing framers’ concerns about the “tyranny of shifting majorities” being wielded 
against individuals); see also INS v. Chadha, 462 U.S. 919, 960-62 (1983) (Powell, J., conc.) 
(citing The Federalist No. 47 (James Madison) (J. Cooke ed. 1961)). 
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“legislative punishment, of any form or severity, of specifically designated persons or groups.”17 
More broadly, this clause was intended as “an implementation of the separation of powers, a 
general safeguard against legislative exercise of the judicial function, or more simply—trial by 
legislature.”18 Legislative judgments are especially unsuited to individual determinations because 
doing so concentrates power so deeply as to offend the Constitution. Adjudications, by contrast, 
include a built-in constitutional safeguard on the aggrandizement of power: procedural due 
process.19  
 


The procedural due process protections that must accompany individualized 
decisionmaking also promote agencies’ democratic and procedural legitimacy.20 With respect to 
democratic legitimacy, unelected agencies occupy a difficult place in the constitutional scheme.21 
Procedural due process protections promote external oversight by elected officials, for example, 
by ensuring the availability of a record and justification for agencies’ adjudicatory 
determinations. These protections additionally foster the rationality of government authority—
and guard against arbitrariness—because they require the agency to justify its actions and 
consider the factual and legal arguments of the individuals whose rights are at stake.22 As Justice 
Jackson emphasized, “Let it not be overlooked that due process of law is not for the sole benefit 
of an accused. It is the best insurance for the Government itself against those blunders which 
leave lasting stains on a system of justice but which are bound to occur on ex parte 
consideration.”23 
 
 
 


2. The proposed rule implicates protected interests. 
 


The FCC proposes to undertake individualized decisionmaking that implicates two 
protected interests: (1) a property interest of participating in USF programs; and (2) a liberty 
interest springing from stigma plus the loss of a statutory entitlement. 


 


                                                                                                                                                       
16U.S. Const. art. 1, § 9, cl. 3 (“No Bill of Attainder or ex post facto Law shall be passed.”). 
17 United States v. Brown, 381 U.S. 437, 447 (1965). 
18 Id. at 442. 
19 Chadha, 462 U.S. at 966 (Powell, J., conc.) (Noting, with respect to legislature “[n]or is it 
subject to the procedural safeguards, such as the right to counsel and a hearing before an 
impartial tribunal, that are present when a court or an agency adjudicates individual rights”). 
20 Democratic legitimacy refers to the power of individuals over those who hold office; 
procedural legitimacy refers to the attributes of individualized decisionmaking that render the 
outcomes acceptable even to those who disagree. On procedural legitimacy in particular, see 
Tom R. Tyler, Social Justice, Outcome, and Procedure, 35 Int’l J. of Psychol. 117 (2000). 
21 See Emily Hammond & David L. Markell, Administrative Proxies for Judicial Review: 
Building Legitimacy From the Inside-Out, 37 Harv. Envtl. L. Rev. 313, 314 (2013) (“agencies 
are uncomfortably positioned in the tri-partite constitutional structure”). 
22 See id. at 322-326 (describing role of procedures in fostering agency legitimacy).  
23 Shaughnessy v. United States, 345 U.S. 206, 224-25 (1953) (Jackson, J., diss.). 
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a. Participation in the USF constitutes a property interest. 
 


Statutory entitlements constitute property interests for purposes of triggering procedural 
due process protections under two circumstances. First, a property interest arises where there are 
eligibility standards to create a substantive predicate.24 Thus, an attorney who arguably meets the 
published requirements to appear before the Board of Tax Appeals but is rejected,25 an applicant 
for a liquor license who arguably meets the applicable requirements but is rejected,26 and a 
vocational school that arguably meets the requirements to participate in a federal student 
financial aid program but is rejected,27 all show sufficiently protected property interests to trigger 
procedural due process protections. Here, the USF program provides eligibility standards that 
supply the necessary predicate to create property interests for those companies that arguably 
meet them. Simply listing individual companies that may not participate by contributing 
equipment for reasons outside the eligibility requirements gives rise to a property interest that 
necessitates adjudicatory procedures.  


 
Second, even stronger is the property interest that attaches to a government action to 


terminate an entity’s participation in a regulatory program. The Supreme Court made this point 
clear in Bell v. Burson, where it considered whether suspending an already-issued driver’s 
license triggered procedural due process protections.28 As it explained, once a license is issued, 
its continued possession becomes a protected interest.29 In fact, the Court considered the matter a 
“general proposition that relevant constitutional restraints limit state power to terminate an 
entitlement,” citing a host of decisions concluding that termination of program participation 
required due process protections.30 Here, companies that are already participants in providing 
equipment for USF-supported projects have a property interest in continued participation. If the 
FCC wishes to consider terminating their participation, it must do so according to adjudication 
and in compliance with procedural due process.  


 
 


b. Prohibition from USF participation implicates a liberty interest. 
 


Determining that a company poses a national security threat implicates a liberty interest 
protected by the Due Process Clause because it cuts off that company’s right to participate in the 
USF while imposing a significant stigma. The Supreme Court has recognized that there is a 
distinct liberty interest in “a person’s good name, reputation, honor, or integrity.”31 Under the so-


                                                
24 Goldberg v. Kelly, 397 U.S. 254, 261-62 (1970). 
25 Goldsmith v. U.S. Bd. of Tax Appeals, 270 U.S. 117, 123 (1926). 
26 Hornsby v. Allen, 326 F.2d 605, 608-09 (9th Cir. 1964). 
27 Cont’l Training Servs., Inc. v. Cavazos, 893 F.2d 877, 893 (7th Cir. 1990). 
28 402 U.S. 535 (1971). 
29 Id. at 539. 
30 Id. (citing among others Goldberg v. Kelly, 397 U.S. 254 (1970) (termination of welfare 
benefits); Sherbert v. Verner, 374 U.S. 398 (1963) (disqualification for employment 
termination)).  
31 Wisconsin v. Constantineau, 400 U.S. 433, 437 (1971). 
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called “stigma-plus” test, a liberty interest triggering procedural due process arises where the 
government publicly discloses a stigmatizing statement and impacts some more tangible interest 
like a change of legal status.32 


 
The proposition that a company poses a national security threat falls easily within a long-


established understanding of stigma; accusations of disloyalty to the United States, membership 
in terrorist organizations, or posing a national security risk33 are highly stigmatizing statements 
that impose serious hardships on those so labeled. Coupled with removing eligibility to 
participate in the USF program, the FCC’s proposed rule to designate companies that pose a 
national security risk easily amounts to a constitutionally protected liberty interest. Further 
explanation of the importance of this interest is set forth in Part B. 


 
B. Significant Hearing Procedures are Due 


 
The nature of interests at stake in a determination whether a company poses a national 


security threat is extraordinarily high, justifying correspondingly significant procedural 
protections. As this section explains, to the extent that the FCC can make such determinations, it 
should do so only in accordance with the formal adjudicatory procedures set forth in Sections 
556 and 557 of the APA.34  


 
At the outset, it is notable that the FCC proposes to undertake individualized 


decisionmaking on a matter of utmost sensitivity, using rulemaking, without express statutory 
authorization. Typically, when Congress authorizes agencies to undertake this kind of 
decisionmaking, it does so expressly and with precision about the adjudicatory procedures the 
agency must use.35 In the absence of such a congressional directive, caution is counseled and the 
default approach should be to rely on the formal hearing procedures set forth in sections 556 and 


                                                
32 Bd. of Regents of State Colleges v. Roth, 408 U.S. 564 (1972) (establishing “stigma-plus” 
requirement for liberty claims); Latif v. Holder, 28 F. Supp. 2d 1134, 1150 (D. Or. 2014) 
(stigma-plus met for placement on No-Fly list); see also Paul v. Davis, 424 U.S. 693, 711-12 
(1976) (elaborating the “plus” required). 
33 See, e.g., Elhady v. Piehota, -- F. Sup. 3d --, 2017 WL 8784456, No. 1:1T6-cv-375 (E.D. Va. 
Sept. 15, 2017) (inclusion in Terrorism Screening Database); Latif v. Holder, 28 F. Supp. 3d 
1134, 1140 (D. Or. 2014) (No-Fly List); see also Mohamed v. Holder, 995 F. Supp. 2d 520 (E.D. 
Va. 2014) (No-Fly List); Green v. Transp. Sec. Admin., 351 F. Supp. 2d 1119 (W.D. Wash. 
2005) (No-Fly List). The “No-Fly List” is a government terrorist watchlist of individuals who are 
prohibited from boarding commercial flights over U.S. airspace; the list is maintained by the 
U.S. Government. Latif, 28 F. Supp. 3d at 1140. 
34 5 U.S.C. §§556, 557. 
35 Examples are detailed in Part III below. 
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557 of the APA. The FCC already has ample experience with these procedures,36 which are 
capable of being tailored to account for sensitive matters.37  


 
Further, the APA’s formal hearing procedures were designed to reverse widespread 


shortcomings of procedural due process within federal agencies at the time leading up to the 
Act’s passage. As explained by the Supreme Court in Wong Yang Sung v. McGrath,38 these 
included the concerns that agencies’ adjudicatory powers were too great, exercised arbitrarily, 
and steeped in bias.39 By bringing procedural regularity and separations-of-functions to agency 
adjudications, the APA’s drafters developed adjudicatory procedures that typically satisfy even 
the strictest of procedural due process evaluations.40 


 
An analysis pursuant to Mathews v. Eldridge41—in which the Supreme Court set forth a 


three-factor test to determine what procedures are due—yields a similar result. Under Mathews, 
the relevant factors are: (1) the private interest at stake; (2) the risk of error from current 
procedures and the value of further procedural safeguards; and (3) the burden to the government 
in adopting the additional procedures. As here, where the private interest involves an 
exceedingly strong reputational injury—coupled with the business injury of termination from 
participation in a government program—courts are especially cautious. This is true even when 
the government’s interest involves national security. 


 
In Mohamed v. Holder, for example, the court held that the plaintiff had stated a claim for 


relief where the U.S. government had allegedly placed the plaintiff on the so-called “No-Fly” 
list.42 Despite the government’s “significant and even compelling” national security interest, the 
court reasoned that the plaintiff’s liberty interests, which included the stigma of being labeled a 
national security threat, were extraordinarily strong.43 Indeed, the government’s claim that it had 
conducted a “robust internal review of highly sensitive information by experts tasked with 
protecting national security” was insufficient to overcome the plaintiff’s claim for meaningful 
notice and opportunity to refute the government’s determination.44  


 
Similarly to the strength of the liberty interests in Mohamed, the strong private interests 


at stake in the NPRM necessitate more than the FCC’s invocation of a countervailing national 
security interest. This is particularly true because there is another government interest at play: 


                                                
36 See, e.g., Kay v. FCC, 396 F.3d 1184 (D.C. Cir. 2005) (reviewing FCC’s use of formal 
adjudicatory procedures).  
37 See, e.g., 49 C.F.R. § 46111 (providing procedure for use of classified information in the 
context of FAA formal hearings for suspending pilots’ licenses on national security grounds).   
38 339 U.S. 33 (1950). 
39 Id. at 37. 
40 Id. at 50-51; see In re NuVasive, 841 F.3d 966, 971 (Fed. Cir. 2016) (describing procedural 
requirements under “due-process and APA guarantees”). 
41 424 U.S. 319 (1976). 
42 995 F. Supp. 2d 520 (E.D. Va. 2014). 
43 Id. at 537-38. 
44 Id. at 538; see also Latif v. Holder, 28 F. Supp. 3d 1134 (D. Or. 2014) (similar). 
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ensuring universal service for all Americans. The risk of error in using a rulemaking—that is, in 
using no individualized mechanisms for notice and an opportunity to be heard—is stark both for 
companies participating in the USF program and for the FCC’s statutorily mandated mission to 
promote universal access. To reduce the risk of error and sufficiently balance the competing 
interests, a neutral arbiter, closed record, oral hearing with the ability to call and cross-examine 
witnesses, and written record of findings and conclusions are constitutional minima. 


 
 


III. OTHER FEDERAL AGENCIES USE IN-DEPTH ADJUDICATORY PROCEDURES IN 
ANALOGOUS DETERMINATIONS 
 


As is evident from the preceding discussion, the FCC’s proposed national security 
determinations are fundamentally individualized, involving high stakes and necessitating 
procedural due process. But it is also notable that Congress typically speaks very clearly on such 
matters—both in authorizing these types of determinations in the first place and in specifying the 
procedures that apply. Especially in matters of national security, it would be suspect indeed to 
find an agency relying only on a broad authorizing statute45 to undertake a rulemaking that 
would ban particular entities from participation in a statutory program.46 As described in this 
Part, when Congress does expressly authorize such adjudicatory determinations, it also specifies 
the appropriate procedures and builds in structural checks such as ensuring the participation of 
agencies with national security expertise.  


 
A point of distinction is appropriate before providing examples. The law makes clear that 


the President enjoys certain powers with respect to foreign countries and national security. Some 
statutes expressly authorize presidential determinations that fall within these powers and to 
which procedural due process does not apply.47 Notably, even in these limited and unusual 
contexts, Congress has required a number of procedural and structural checks designed to guard 
against arbitrary and unlimited executive authority. For example, designating foreign drug 
kingpins under the Foreign Narcotics Kingpin Designation Act (FNKDA)48 requires prior 
consultation among certain agencies with relevant expertise49 and includes reporting 


                                                
45 For example, the FCC’s enabling provision at 47 U.S.C. § 151. 
46 The Courts are especially skeptical of agency actions that vastly expand the scope of their 
jurisdiction. See, e.g., Util. Air Reg. Grp. v. EPA, 134 S. Ct. 2427, 2444 (2014) (rejecting 
agency’s “enormous and transformative expansion [of] regulatory authority without clear 
congressional authorization”); FDA v. Brown & Williamson Tobacco Corp., 529 U.S. 120 
(2000) (rejecting FDA’s assertion of jurisdiction over tobacco products in absence of express 
statutory authority). 
47 See Nat’l Council of Resistance of Iran v. Sec’y of State, 251 F.3d 192, 202 (D.C. Cir. 2001) 
(“sovereign states interact with each other through diplomacy and even coercion in ways not 
affected by constitutional protections such as the Due Process Clause”). 
48 21 U.S.C. § 1904(b); 31 C.F.R. § 501.807(a).  
49 These include the Secretary of Treasury, Attorney General, Secretary of Defense, and Director 
of Central Intelligence. 21 U.S.C. § 1903(a). 
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obligations50 that enhance agency accountability and promote oversight. Further, persons 
wishing to refute their inclusion on the blocked list may seek reconsideration and obtain a 
written decision.51 Likewise, the International Emergency Economic Powers Act (IEEPA)52 
requires the President to consult with Congress and provide a justification when employing 
national security powers.53 Similar requirements apply under the Anti-Terrorism and Effective 
Death Penalty Act (AEDPA),54 pursuant to which designating a foreign terrorist organization 
requires notice to Congress and in the Federal Register,55 creation of an administrative record,56 
and an opportunity for the designated organization to challenge the designation and seek judicial 
review.57 A further distinction from the FCC’s implementation of the USF program is that each 
of these statutes delegates authority to agencies with special expertise and deep experience on 
matters of national security.58 


 
It bears repeating that when these types of determinations involve foreign governments or 


individuals who lack substantial connections with the United States, such determinations do not 
trigger procedural due process requirements. When a designated entity does in fact have 
substantial connections to the United States, the statutory procedures may be inadequate for 
constitutional due process requirements; additional procedures may therefore be required.59 Still, 
even the minimal approaches outlined above for foreign countries or individuals who lack 
substantial connections with the United States reinforce the points in Part II above regarding the 
adjudicatory nature of the FCC’s proposed national security determination. They also illustrate 
that when Congress expressly authorizes national security determinations specific to individuals, 
it buttresses less formal procedures with structural oversight protections like expert agency 
decisionmaking and reporting requirements to Congress. These attributes are important to 
guarding against arbitrariness and unfounded exercises of power. 


 


                                                
50 Id. § 1903(b). 
51 31 C.F.R. § 501.807. 
52 50 U.S.C. § 1701.   
53 Id. § 1703. 
54 8 U.S.C. § 1189. 
55 Id. § (a)(2)(A). 
56 Id. § (a)(3)(A). 
57 Id. §§ (a)(4)(B), (c).  
58 The Secretary of State designates foreign terrorist organizations under AEDPA, 8 U.S.C. § 
1189; the Secretary of Treasury, Attorney General, Secretary of Defense, and Director of Central 
Intelligence must consult under the FNKDA, 21 U.S.C. § 1903(a); the President typically 
designates the Secretary of Treasury, Attorney General, and Secretary of State to carry out 
specified functions under the IEEPA, e.g., E.O. 13,694 §§ 8-9; and export control designations 
are made by the Secretary of Commerce in consultation with the Secretary of Defense, 50 U.S.C. 
§ 4604(a); further delegations by executive order are to the Secretary of Defense, Department of 
Commerce, Department of State, Department of Treasury, and Central Intelligence Agency, 
Determination of President No. 97-39, 62 Fed. Reg. 52,477 (Sept. 30, 1997).  
59 Nat’l Council of Resistance of Iran, 251 F.3d at 200-09. 
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 Set forth below are concrete examples of the procedures agencies use, pursuant to express 
Congressional direction, when they make sensitive determinations involving interests similar to 
those at stake in the NPRM. Each involves significant procedural protections in the context of 
adjudications. In addition to underscoring the unusual nature of the FCC’s proposed approach, 
the discussion below augments Part II’s elaboration of what procedures are due because 
“currently prevailing standards of impartiality” are the touchstones of a fair hearing.60 
 


A. Department of Commerce: Revocation of Export Privileges 
 


The Department of Commerce is responsible for administering the Export Administration 
Act. Although its activities are generally exempt from the APA,61 Congress has specified that 
procedures for imposing civil penalties or sanctions are to be conducted in accordance with 
formal APA adjudicatory procedures.62 This includes revoking the authority to export.63 Thus, if 
the Department of Commerce pursues an enforcement action against an entity or individual for 
violating export regulations, full formal hearing procedures apply.64 These include, among other 
things: a formal charging letter,65 the opportunity for the respondent to be represented by 
counsel,66 a discovery period67 including the taking of depositions68 and the issuance of 
subpoenas,69 a hearing on the record before an ALJ,70 and an opportunity for review of the ALJ’s 
recommended decision.71 There is a separate procedure for denying export privileges to a person 
because of conviction for certain specified crimes, but even those procedures include notice and 
an opportunity to be heard.72 Furthermore, such circumstances involve a predicate conviction of 
a crime, which means the respondent was already afforded full criminal procedure in a federal 
court.  
 


                                                
60 Wang Yang Sung v. McGrath, 339 U.S. 33, 50-51 (1950) (“When the Constitution requires a 
hearing, it requires a fair one, one before a tribunal which meets at least currently prevailing 
standards of impartiality. . . . It might be difficult to justify as measuring up to constitutional 
standards of impartiality a hearing tribunal . . .  the like of which has been condemned by 
Congress as unfair even where less vital matters of property rights are at stake.”). 
61 50 U.S.C. § 4615(a). 
62 Id. § 4615(c)(1). 
63 Id. § 4610(c)(2)(B). 
64 Id.; see also 15 C.F.R. pt. 766 (setting forth adjudicatory procedures). 
65 15 C.F.R. § 766.3. 
66 Id. § 766.4. 
67 The presiding official may take protective measures to guard against disclosure of sensitive 
information related to national security or business confidentiality. Id. § 766.11. 
68 Id. § 766.9. 
69 Id. § 766.10. 
70 Id. § 766.13. 
71 Id. §§ 766.17, .21. For an example order that outlines procedural steps, see Dep’t of Comm., 
Decision and Order, 69 Fed. Reg. 30,610 (May 28, 2004). 
72 Id. § 766.25. 
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B. Federal Energy Regulatory Commission: Cybersecurity and the Electric 
Grid 


 
The national electric grid, similar to the national telecommunications network, is 


increasingly attracting attention for its possible national security vulnerabilities. The regulatory 
framework is complex, but among other things, the Federal Energy Regulatory Commission 
(FERC) is responsible for approving and promulgating reliability standards developed by the 
self-regulatory organization the North American Electric Reliability Corporation (NERC).73 
These standards include those that relate to cyber security for physical grid assets.74 Entities that 
violate the NERC standards are entitled to significant adjudicatory procedural protections akin to 
those provided by Sections 556 and 557 of the APA, both at NERC and on appeal to FERC.75  
 


C. Nuclear Regulatory Commission: Foreign Entities and Nuclear Licensing 
 


Under the Atomic Energy Act, Congress has expressly prohibited NRC from issuing a 
license to a corporation “owned, controlled, or dominated by an alien, a foreign corporation, or a 
foreign government.”76 NRC is expressly authorized by statute to refuse to issue a license if 
doing so would be “inimical to the common defense and security.”77 When NRC makes 
determinations pursuant to this authority, it does so in the context of a highly formal adjudicatory 
proceeding.78 Furthermore, NRC has significant experience and expertise on matters involving 
nuclear materials and foreign entities.79 


 


                                                
73 16 U.S.C. § 824o. The relationship between FERC and NERC shares attributes of that between 
the FCC and the Universal Service Administrative Company. For further information about the 
administrative law (and procedural) implications of these relationships, see Emily Hammond, 
Double Deference in Administrative Law, 116 Colum. L. Rev. 1705 (2016). 
74 See, e.g., NERC, United States Mandatory Standards Subject to Enforcement, Critical 
Infrastructure Protection, CIP-002 through CIP-014, at 
www.nerc.com/pa/stand/Pages/ReliablityStandardsUnitedStates.apx?jurisdiction=United States. 
75 16 U.S.C. § 824o(e); see Compliance and Certification Comm., NERC, Appx. 4E: Compliance 
and Certification Committee Hearing Procedures, Hearing Procedures for Use in Appeals, and 
Mediation Procedures (Oct. 4, 2013) (detailing hearing procedures before NERC). 
76 42 U.S.C. § 2133(d). 
77 Id. 
78 See Citizens Awareness Network v. NRC, 391 F.3d 398 (1st Cir. 2004) (holding new licensing 
procedures issued by NRC meet requirements of APA formality); Siegel v. Atomic Energy 
Comm’n, 400 F.2d 778, 778-83 (D.C. Cir. 1968) (describing formal procedures used in licensing 
determinations); see Final Standard Review Plan on Foreign Ownership, Control, or Domination, 
64 Fed. Reg. 52,355 (Sept. 28, 1999) (documenting procedures used by staff analyzing license 
applications). 
79 See generally Sachin Desai & Kathleen Schroeder, U.S. Nuclear Foreign Ownership Policy 
Ready for a Refreshed Interpretation, 37 Energy L.J. 85, 99-103 (2016) (describing various NRC 
authorities). 
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D. Office of Management and Budget: Debarment from Nonprocurement 
Activities 


 
Federal agencies are authorized to debar individuals from participation in 


nonprocurement programs for convictions, civil judgments, and other transgressions “so serious 
as to affect the integrity of an agency program.”80 OMB has published guidance to federal 
agencies on the appropriate procedural approach.81 Each agency must issue regulations that 
comply with the OMB guidance.82 Among other things, debarment requires agencies to provide 
notice of the reasons for the proposed debarment,83 an opportunity for the respondent to contest 
the proposed debarment,84 and an additional opportunity to challenge disputed facts85 (including 
presentation of witnesses, the right to confront witnesses, and entitlement of written findings of 
fact for the record86). The federal agency bears the burden of proof to show cause for debarment 
by a preponderance of evidence,87 and a debarred person may seek reconsideration from the 
agency.88 Debarment decisions are judicially reviewable under the APA.89 
 


E. General Services Administration: Debarment from Procurement Activities 
 


Similarly to OMB’s debarment regulations for nonprocurement activities, the General 
Services Administration (GSA) has issued the Federal Acquisition Regulation (FAR), which sets 
forth the procedures for agencies to undertake when they seek to debar government contractors.90 
The procedures are similar to those described above and include the right to notice of the reasons 
for the proposed debarment, an opportunity to contest the proposed debarment in person, 
additional opportunities to challenge disputed facts (including the right to counsel, the right to 
present and confront witnesses, and entitlement to written findings of fact for the record).91 
Debarment decisions are judicially reviewable under the APA.92 
 


                                                
80 2 C.F.R. § 180.800. All of the transgressions relate to business integrity, contract performance, 
and drug-free workplace requirements. Id. None relate to national security. Federal agencies are 
responsible for implementing regulations that comply with these provisions; those regulations 
are set forth in Subpart B of Title 2 of the Code of Federal Regulations.   
81 2 C.F.R. pt. 180. 
82 Id. § 180.25(a). 
83 Id. § 180.805. 
84 Id. § 180.810. 
85 Id. § 180.830. 
86 Id. § 180.840. 
87 Id. § 180.850. 
88 Id. § 180.875. 
89 5 U.S.C. § 702. 
90 48 C.F.R. § 9.400. 
91 Id. § 9.406-3. 
92 See, e.g., Friedler v. GSA, 271 F. Supp. 3d 40 (D.D.C. 2017) (outlining procedures in further 
detail and holding GSA failed to afford proper notice and opportunity to respond). 
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F. The Federal Aviation Administration: Suspension of Pilots’ Licenses 
 


 The following example of the Federal Agency Aviation (FAA) is particularly important 
because it highlights the importance of express statutory authority when an agency relies on 
other agencies’ determinations—a point that is further elaborated below. After the September 11, 
2001 terrorist attacks, the FAA and Transportation Security Administration (TSA) established 
procedures whereby the FAA suspended pilots’ licenses following a national security 
determination by the TSA.93 An air pilots’ coalition challenged these regulations, arguing they 
violated procedural due process and lacked statutory authority, among other things.94 Shortly 
after the lawsuit was filed, Congress remedied these flaws by expressly authorizing the FAA to 
automatically suspend airman certificates upon written notice from the TSA that a pilot poses a 
security threat.95 Notably, Congress required that such proceedings against citizens must be 
according to formal APA adjudicatory procedures,96 and the agency committed to extending 
significant procedural protections to resident aliens as well.97 
 


These examples demonstrate a number of points. First, they make clear the adjudicatory 
nature of decisions whether an individual poses a national security threat or should be subject to 
exclusion from a regulatory program. Second, they help establish the contemporary standards for 
what procedures are due in high-stakes proceedings. Third, they show that when the stakes are 
high, Congress is specific about procedure. In the absence of such specificity, the FCC should 
take a cautious approach and implement significant procedural protections.  


 
IV. THE FCC’S PROPOSED APPROACH WOULD VIOLATE THE APA  


 
As described above, the NPRM proposes to draw from the Spectrum Act of 2012, the 


NDAA, and pending legislation to ban companies from supplying telecommunications 
equipment for USF funded projects that: (1) are prohibited from bidding on contracts by any 
other federal agency for reasons of national security; or (2) have been banned by Congress from 
involvement in telecommunications equipment in other contexts.98 Agencies require explicit 
statutory authority to treat other tribunals’ decisions as binding; otherwise, the proposed 
approach would be arbitrary and capricious, unsupported by substantial evidence, and contrary to 
statutory authority.99 Furthermore, the requirement of individualized decisionmaking necessitates 


                                                
93 Coal. of Airline Pilots Ass’n v. FAA, 370 F.3d 1184 (D.C. Cir. 2004). 
94 Id. at 1190-91 (recounting alleged defects). 
95 49 U.S.C. §§ 46111(a), (b).  
96 Id. § 46111(b). 
97 Coal. of Airline Pilots Ass’n, 370 F.3d at 1190. 
98 NPRM ¶ 20. 
99 These flaws track the language of Section 706, subsections (2)(A), (E), and (C) of the APA, 
respectively, and are the basis for the standards discussed in Part IV.A below. As the courts have 
recognized, there is significant overlap among these standards. See Judulang v. Holder, 565 U.S. 
42, 53 n.7 (2011) (noting that the arbitrary and capricious standard under § 706(2)(A) is the same 
as step two of the Chevron test under § (2)(C)); Ass’n of Data Processing Serv. Orgs. v. Bd. of 
Governors of the Fed. Reserve Sys., 745 F.2d 677, 683-86 (D.C. Cir. 1984) (Scalia, J.) 
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that an agency may not take official notice of such matters without providing notice and an 
opportunity to respond. 


 
A. Relying on Statutory or Other Lists Would Be Arbitrary and Capricious, 


Unsupported by Substantial Evidence, and in Excess of the FCC’s Statutory 
Mandate. 


 
Administrative law’s fundamental requirement of reasoned decisionmaking operates 


similarly to the procedural protections described in Parts II and III by ensuring fairness and 
guarding against arbitrariness. Indeed, the reason-giving requirement alleviates constitutional 
concerns about broad delegations of authority like those the FCC enjoys.100 All the familiar 
principles of administrative law work to this effect:  The record must disclose the agency’s 
grounds for making its decision,101 and it must include sufficient findings of fact to support the 
decision made.102 The agency must make a “logical connection between the facts found and the 
decision made.”103 Failure to consider an  “important aspect of the problem”104 is grounds for 
holding the action arbitrary and capricious, as is considering information outside of the agency’s 
statutory mandate.105  


 
Here, the FCC may act only within the scope of its statutory mandate and must 


independently make determinations required by that mandate. If the agency has authority at all to 
make the national security determinations it proposes, it must do so within the confines of the 
precise statutory scheme.  Relying on an outside entity’s determination is not statutorily 
specified, and doing so would arbitrarily ignore the particular factors Congress instructed the 
agency to consider. Thus, the Supreme Court held arbitrary and capricious the Environmental 
Protection Agency’s reliance on presidential foreign powers in its denial of a rulemaking petition 
because the statutory mandate—the Clean Air Act—did not make foreign powers a relevant 
consideration.106 Similarly, the Second Circuit in Levine v. Apker struck down a Bureau of 
Prisons regulation that set prisoners’ eligibility for community corrections centers based on the 


                                                                                                                                                       
(describing similarity of arbitrary and capricious and substantial evidence standards, and 
attributing no special meaning to Congress’s specification of the latter). 
100 Emily Hammond, Deference and Dialogue in Administrative Law, 111 Colum. L. Rev. 1722, 
1735-37 (2011) (describing how modern standards of review respond to nondelegation 
concerns); Gillian E. Metzger, Ordinary Administrative Law as Constitutional Common Law, 
110 Colum. L. Rev. 479, 492 (2010) (reasoned decisionmaking is crucial to “alleviating core 
separation of powers concerns associated with the administrative state”). 
101 SEC v. Chenery Corp., 318 U.S. 80, 87 (1943). 
102 Citizens to Preserve Overton Park v. Volpe, 401 U.S. 402, 419-20 (1971); see Morehead 
Marine Servs., Inc. v. Washnock, 135 F.3d 366 (6th Cir. 1998) (ALJ’s stated reliance on 
physician’s statement inadequate where there was no record evidence that physician had made 
the statement). 
103 Motor Vehicle Mfrs. Ass’n v. State Farm Mut. Auto Ins. Co., 463 U.S. 29, 43 (1983). 
104 Id. 
105 Massachusetts v. EPA, 549 U.S. 497, 533-35 (2007). 
106 Id. at 533-34. 
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time remaining in their sentences.107 The fundamental flaw in the agency’s approach was its 
failure to consider the factors elaborated in its statutory mandate; indeed, the statute did not even 
contemplate that remaining time would be a factor in prisoners’ placements.108 Congress has 
demonstrated that it knows how to explicitly authorize the FCC to bar entities for participation in 
specified regulatory programs. It has not done so with respect to the USF. 


 
Further, the FCC must do more than superficially invoke broad statutory text like 


“national defense” in support of its actions.109 Instead, it must form a “reasoned judgment” why 
the facts found support the conclusions reached, all within the boundaries of the statute.110 Were 
the FCC to merely cite a congressional determination for a statute unrelated to the USF, it would 
suffer an irremediable flaw. The Spectrum Act of 2012, for example, reflects Congress’s 
judgment about the factors relevant to participating in auctions under the Spectrum Act—not 
participation in the USF.111 The Submarine Cable Landing License Act specifies relevant factors 
and procedures involving foreign ownership for submarine cables—not participation in the 
USF.112 The agency’s USF authority requires consideration of other factors;113 relying on factors 
outside the statutory mandate would violate the reasoned decisionmaking requirement. 


 
The same would be true with respect to the NDAA because that statute relates to 


telecommunications equipment and services relevant to ballistic missile defense and nuclear 
command, control, and communications—not participation in the USF.114 The NDAA, 
moreover, is a particularly dubious source of authority because it may be constitutionally suspect 
in its own right. By singling out two specified companies and banning the Department of 
Defense from using their equipment, this statute raises a red flag for a potential Bill of Attainder 
Clause problem.115 Even without these considerations, it is axiomatic that the FCC cannot 
rewrite the terms of the NDAA to include a prohibition that extends to the USF. As the Supreme 


                                                
107 455 F.3d 71 (2d Cir. 2006). 
108 Id. at 85-87. 
109 Cf. 47 U.S.C. § 151 (establishing the FCC). 
110 549 U.S. at 534-35. 
111 Cf. 47 U.S.C. § 1404(b) (expressly referencing spectrum licensing). 
112 Cf. Id. §§ 34 (prohibition without permit), 35 (calling for “due notice and hearing” prior to 
withholding or revoking license), 36 (vesting injunctive power with federal courts).  
113 Cf. id. § 254 (elaborating principles for universal service). 
114 Cf. Pub. L. 115-91, § 1656, 131 Stat. 1283, 1761-62 (2017) (specifying core defense 
missions). 
115 A statute can be a bill of attainder if it “determines guilt and inflicts punishment upon an 
identifiable individual without the protections of a judicial trial.” Nixon v. Admin. of Gen. 
Servs., 433 U.S. 425, 468 (1977); see also Consol. Edison Co. of New York v. Pataki, 292 F.3d 
338 (2d Cir. 2002) (holding state statute that prohibited an expressly named utility from 
obtaining certain rate recoveries violated Bill of Attainder Clause); id. at 349 (element of guilt 
does not require express legislative finding).  
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Court recently emphasized, “[a]n agency has no power to ‘tailor’ legislation to bureaucratic goals 
by rewriting unambiguous statutory terms.”116 


 
Even more problematic would be reliance on proposed legislation, a congressional 


committee’s report, or an oversight letter from a congressional committee.117 It is fundamental 
that agencies gain authority from statutes, not the tea leaves of other legislative activities.118 
Proposed legislation does not reflect the constitutional requirements of binding law; committee 
reports and oversight letters similarly represent only certain individuals’ politically influenced 
views.119 Worse, some of these non-legal documents referenced by the NPRM single out 
individual companies for disfavored treatment; they suffer the same evils that the Bill of 
Attainder Clause was designed to protect against. Once again, procedural protections must be 
brought to bear on any individualized determinations. 
 
  B. Procedural Protections Must Accompany Any Taking of Administrative Notice. 
 
 For the reasons set forth in Part II above, identifying companies that pose a national 
security risk is adjudicatory in nature. An alternative interpretation of the NPRM is that the FCC 
proposes to take administrative notice of other proceedings and the documents described above 
in the context of adjudications. Not only is the FCC just as constrained by its statutory mandate 
in adjudications as in rulemakings, but it is further constrained in adjudications regarding 
administrative notice. Specifically, due process and the APA require that when an agency takes 
administrative notice of other facts, it must provide the respondent an adequate opportunity to 
respond.120 That, in turn, requires the agency to be specific about the matters noticed; this 
“requirement of specificity” derives from administrative law and its role in ensuring fundamental 
fairness in agency decisionmaking.121 


 


                                                
116 Util. Air Grp. v. EPA, 134 S. Ct. 2427, 2445 (2014) (quotations in original). Nor would the 
FCC be entitled to Chevron deference for its interpretation of the NDAA if the terms were 
ambiguous; the NDAA is not a statute the FCC administers. See Epic Sys. Corp. v. Lewis, -- S. 
Ct. --, Nos. 16-285, 16-300, 16-397, 2018 WL 2292444, at *14 (S. Ct. May 21, 2018) (refusing 
to extend Chevron deference to agency’s interpretation of Federal Arbitration Act, and 
cautioning against agency “effectively bootstrapping itself into an area in which it has no 
jurisdiction”) (internal quotations omitted)). 
117 The NPRM specifically references the following: a 2012 House Permanent Select Committee 
on Intelligence Report (NPRM ¶ 4), a December 20, 2017 letter from eighteen senators and 
representatives to FCC Chairman Pai (NPRM ¶ 5), and “pending legislation” (NPRM ¶ 6). 
118 See Gersman v. Group Health Ass’n, Inc., 975 F.2d 886, 891 (D.C. Cir. 1992) (“It is only the 
statute itself that is law.”). 
119 INS v. Chadha, 462 U.S. 919, 945-56 (1983) (emphasizing mandatory constitutional roles for 
legislative and executive branches for the legislative process). 
120 Heckler v. Campbell, 461 U.S. 458, 469 (1983).  
121 See, e.g., Decker v. Harris, 647 F.2d 291 (2d Cir. 1981) (referencing “procedural fairness to 
the claimant and preservation of an adequate record for review”). 
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V. CONCLUSION 
 


At its core, due process is “the protection of the individual against arbitrary action.”122 
Many of our country’s darkest moments are marked by exercises of legislative and executive 
power against individuals without due process of law.123 Using a rulemaking proceeding to 
blacklist entities from participation in a federal program harkens back to these times and is 
anathema to the rule of law and the U.S. Constitution. Recall, for example, that during the first 
Red Scare, J. Edgar Hoover famously developed a list of 200,000 “radicals” for Attorney 
General A. Mitchell Palmer’s use, which largely consisted of anyone who dared criticize the 
government.124 And after World War II, the period of McCarthyism included the CIA developing 
files on 300,000 Americans, while the FBI “monitored and harassed individuals and groups 
believed to be subversive.”125 As Justice Marshall reflected, these “are only the most extreme 
reminders that when we allow fundamental freedoms to be sacrificed in the name of real or 
perceived exigency, we invariably come to regret it.”126 


 
Indeed, when Congress tried, by statute, to ban enumerated individuals from receiving 


compensation from the U.S. government amid concerns about “subversives” within the 
government, the Supreme Court in United States v. Lovett held the statute unconstitutional, 
noting, “[w]hen our Constitution and Bill of Rights were written, our ancestors had ample reason 
to know that legislative trials and punishments were too dangerous to liberty to exist in the nation 
of free men they envisioned.”127 Lovett holds important insights for the FCC’s proposed action. 
Just as the Bill of Attainder Clause prohibits legislative singling out of specific individuals for 
punishment, so too does the Fifth Amendment prohibit federal agencies from undertaking 
individualized decisionmaking without procedural protections. 


 
 The FCC proposes to engage in individualized decisionmaking implicating both property 
and liberty interests. This is adjudication. Not only would it be contrary to the Constitution to use 
a rulemaking proceeding to ban entities from participation in the USF program, it would violate 
the APA and principles of good governance. Should the FCC go forward with adjudicating 
whether companies pose a threat to national security, I urge it to implement significant 
procedural safeguards. 
 


                                                
122 Ohio Bell Tel. Co. v. Pub. Utils. Comm’n of Ohio, 301 U.S. 292, 302 (1937). 
123 A particularly striking summary of such times may be found at Brief of Amicus Curiae Fred 
Korematsu In Supp. of Pet’r’s Pet’n for Writ of Certiorari, Al Odah v. United States, Nos. 03-
0343, 03-334 (S. Ct. filed Jan. 14, 2004) (documenting unnecessary government restrictions on 
civil liberties including the Alien and Sedition Acts of 1798, the suspension of habeas corpus 
during the Civil War, the Espionage Act of 1917, the Red Scare from 1919-20, internment of 
Japanese Americans during World War II, and McCarthyism following World War II). 
124 See Nancy Murray & Sarah Wunsch, Civil Liberties in Times of Crisis: Lessons from History, 
87 Mass. L. Rev. 72-79 (2002) (recounting post-World War I Red Scare).  
125 Id. at 81. 
126 Skinner v. Ry. Labor Execs. Ass’n, 489 U.S. 602, 635 (1989) (Marshall, J., dissenting). 
127 U.S. v. Lovett, 328 U.S. 303, 318 (1946). 
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1


Cyber security continues to be an issue of intense interest governments and our 


customers; and with the passage of time, it has only become more so. The imperative 


that we emphasized in our three security white papers beginning in 2012 remains 


important, but insufficiently realized across the whole of industry; it is only by working 


together internationally, as vendors, customers and policy and law makers, will we 


make a substantial difference in addressing the global cyber security challenge.


While there is still no simple answer or solution to the cyber security challenge, it is 


increasingly apparent that there are steps the global community can take – as well as 


individual organizations – to drive demonstrable progress in reducing cyber security risk, 


including that of collaborating so as to reach an agreement on principles, laws, standards, 


best practices, norms of conduct, and protocols – with recognition that trust has to be 


earned and continuously validated. Huawei commits itself to supporting such an endeavor.


This white paper builds on the three prior security white papers issued by Huawei and 


discusses our approach to addressing one of the biggest cyber security challenges, the 


global supply chain risk.


As the Deputy Chairman of the Board of Huawei and the Chairman of the Global Cyber 


Security and User Privacy Committee of Huawei, I would like to re-confirm our company's 


commitment to continue to work with all stakeholders to enhance our capability and 


effectiveness in designing, developing, and deploying secure technology, and reducing 


information and communications technology (ICT) risk. We reiterate this commitment:


We will support and adopt any internationally agreed standard or best practice 


for cyber security in its broadest sense; we will support any research effort to 


improve cyber defences; we will continue to improve and adopt an open and 


transparent approach enabling governments and our customers to review 


Huawei's security capabilities, and finally, as we have done to date, we warmly 


welcome the assistance from governments and our customers in enhancing our 


processes, our technology, and our approach to cyber security so that we can 


provide even greater benefits to them and their customers.


As I have said before, we firmly believe that the world is a better place when the 


innovations and capabilities made possible through the use of technology are maximized 


and made available to more of the world's population; in short, when they improve 


people's lives and improve economies. Huawei will continue to uphold our open and 


transparent approach and responsible attitude in our operations and in everything we do.


Ken Hu


1 Foreword
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This fourth white paper in Huawei's cyber security series on the vexing challenges facing the global information 


infrastructure and the organizations that support and depend on it focuses on supply chain risk. Organizations and 


consumers need to be able to take advantage of the full benefits of information and communications technologies 


that flow from a truly global supply chain. Supply chain risk management is not just about ensuring that products 


and services will be there when needed, but it is also about a product lifecycle approach that minimizes the risk that 


products will be tainted by the behavior of malicious actors, or that the products may be counterfeited or contain 


counterfeit components that can be exploited for illicit purposes.


Supply chain risk is one part of the over-arching cyber security risks that an organization must understand and 


manage in order to be successful. It is important to recognize that an organization cannot address supply chain risk 


appropriately without implementing the measures necessary to handle risk across the board. Accordingly, we will first 


look at the major factors organizations should consider, including their approach toward more effectively managing 


their risk. Next, before focusing on supply chain risk, it is imperative that an organization has an understanding of its 


overall cyber security risk and preparedness posture – which includes cyber security risk as one important component 


-- and develop and implement a plan to address it. This is where the NIST Cyber Security Framework (thereafter, the 


Framework) comes in.1 


The NIST Framework is a tool that can help an organization to understand their risk level and chart a path toward a 


more appropriate and sustainable risk environment and state of preparedness. Against this backdrop, we will discuss 


the fact that for an organization to move to a more appropriate, sustainable, and transparent supply chain risk posture 


requires three things: (1) the organization needs to understand what supply chain risk entails; (2) the organization 


needs to know how to address the risk; and (3) the organization needs to be motivated to act by internal and/or 


external drivers, and to be held accountable if they fall short.


We have made the most progress on what stakeholders need to worry most about, namely, risk awareness. Although 


the specific recognition of supply chain and third-party risk is a more recent phenomenon, it is one that is still 


incomplete. In this paper, we will include a discussion of cyber security supply chain risk – what it is, what the threats 


are, and the scope of the task of identifying and managing risks from suppliers and third parties. For those organizations 


that have at least a rough understanding of the importance of the risk, many struggle with what they need to do about 


it, particularly in the face of numerous standards and best practices. We will then discuss some of the activities taking 


place around the world to contribute to the effort to better understand and address supply chain risk.


Next, we go into some detail about Huawei's approach to supply chain risk, not to suggest that we have the perfect 


approach, but to share and invite commentary on what we are doing to meet customers' needs and to encourage 


sharing of lessons learned and increased collaboration among stakeholders to drive real progress in reducing risk.


We will also discuss another very important tool available to help organizations address cyber security risks, namely, the 


Open Trusted Technology Provider Standard (O-TTPS), which focuses on supply chain and third-party risk.2 The O-TTPS 


2 Introduction


1      NIST has not yet fully included supply chain and third-party risk into the Framework, but it is an issue that they have said they will address in some fashion, either as 
an overlay on the Framework or as a roadmap that organizations can use to manage risk from suppliers and third parties.


2      The Open Trusted Technology Provider Standard – Mitigating Maliciously Tainted and Counterfeit Products (O-TTPS) V1.0, 
https://www2.opengroup.org/ogsys/catalog/C139
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was developed by the Open Trusted Technology Forum, of which Huawei is a member, and was recently recognized by 


the International Standards Organization (ISO) during the second half of 2015.


Regarding what needs to be done about supply chain risk, we will discuss efforts by the EastWest Institute (EWI) 


Global Cooperation in Cyberspace Initiative to drive collaboration among key cyber stakeholders to address some 


major, difficult cyber issues, with a particular focus on their Breakthrough Group – co-led by Huawei, Microsoft, and 


the Open Group -- that is working to promote the global availability and use of more secure ICT products and services, 


by developing what is in essence a type of framework for a risk-informed, fact-based, global level playing field for ICT 


products.


Finally, we will also discuss a critically important issue: how to motivate stakeholders who have appreciation of 


the importance of supply chain risk and what they need to do about it, to take the necessary actions and be held 


accountable if they fail in this regard. The bottom line is that governments and major private organizations need to 


step up and drive more significant, better coordinated progress to address supply chain risk if we are to be able to take 


full advantage of the benefits of ICT technology to make the world a better place for its citizens. 


This fourth white paper in Huawei's cyber security series focuses on cyber security supply chain risk. Organizations and 


consumers need to be able to take advantage of the full benefits of information and communications technologies 


that flow from a truly global supply chain. Supply chain risk management is not just about ensuring that products 


and services will be there when needed, but it is also about a product lifecycle approach that minimizes the risk that 


products will be tainted by malicious actors, or that they will be counterfeit or contain counterfeit components that 


can be exploited for illicit purposes.


Supply chain risk is one part of the risk that an organization must understand and manage in order to be successful. An 


organization cannot address supply chain risk appropriately without implementing the measures necessary to handle 


risk across the board. It is a very important part of the journey to a more secure risk posture for individual organizations 


to recognize and appropriately put into place key mechanisms that can help an organization successfully manage risk.


Of particular importance for an organization in building an effective risk management capability is for it to commit 


to addressing security and privacy risks; establish an internal governance mechanism led by the organization's top 


leadership; identify requirements and baselines across all parts of the organization; implement robust verification and 


compliance; and incorporate priority requirements into departmental or business group goals and metrics, as well as 


individual performance metrics, to provide incentives and facilitate accountability.


Next, it is imperative that an organization has an understanding of its overall cyber security risk and preparedness 


posture – which includes cyber security risk as one important component -- and develop and implement a plan to 


address it. This is where the NIST Cybersecurity Framework comes in.3 


3 Executive Summary


3      NIST has not yet fully included supply chain and third-party risk into the Framework, but it is an issue that they have said they will address in some fashion, either as 
an overlay on the Framework or as a roadmap that organizations can use to manage risk from suppliers and third parties.
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The Framework is an important tool that can help organizations understand their risk and chart a path toward a 


more appropriate and sustainable cyber risk environment and state of preparedness. The NIST Framework provides 


organizations with one piece of the puzzle with regard to addressing the risk they face. It is a standard-neutral tool 


to assess their own cyber security risk and preparedness that gives them the ability to set a course toward a more 


appropriate security posture given their risk environment, with readily accessible references to standards and best 


practices, which they can choose from based on their unique circumstances.


For an organization to move to a more appropriate, sustainable, and transparent supply chain risk posture requires 


three things: (1) an understanding of supply chain risk; (2) they need to know how to address the risk; and (3) internal 


and/or external drivers to take action, and accountability if they fall short.


Although we as an industry have already come a long way as regards what stakeholders need to worry about -- 


awareness of the risk -- the recognition of supply chain and third-party risk is a more recent phenomenon, one that is 


still incomplete. In this paper, we will include a discussion of supply chain risk – what it is, what the threats are, and the 


scope of the task of identifying and managing risks from suppliers and third parties. The ICT supply chain for a product 


can involve scores or even hundreds of components from a comparable number of global companies. Addressing 


supply chain risk can represent a daunting challenge for an organization that may be struggling with addressing the 


risk solely affecting its own operations.


Those who rely on ICT are slowly coming to realize that supply chain risk can no longer be ignored or its significance 


minimized. With this growing recognition comes a growing awareness among key cyber stakeholders of their 


responsibility to move beyond sometimes impassioned discourse to actually making real progress toward addressing 


supply chain risk in a collaborative, cooperative manner.


For those with at least some understanding of the risk, many struggle with what to do about it, particularly in the face 


of numerous standards and best practices. There are some activities taking place around the world that can contribute 


to the effort to address supply chain risk: SAFECode; Underwriters Laboratory; the ENISA report in European supply 


chain integrity; the EastWest Institute's cyber initiative; in the UK, the efforts of CPNI and the Trustworthy Software 


Initiative; in China, cyber security and anti-terrorism legislation; in Japan, the governmental efforts to implement 


a strategy on supply chain risk; and in the United States, initiatives in the energy, defense, and financial sectors to 


address this issue.


We next provide details about Huawei's approach to supply chain risk, which is part of a larger end-to-end, global assurance 


program to share details of what we are doing to invite feedback and encourage and facilitate a broader dialogue among 


stakeholders about how to better address supply chain risk and build greater trust in the global ICT supply chain.


Regarding the need to move forward, this paper builds on an underlying theme and message of Huawei's previous 


security white papers: that there is a compelling need for global collaboration among government, industry, and end-


users to achieve consensus on how all need to work together to define and reach an agreement on specific norms of 


behavior, standards, good practices, and laws and regulations, and how we can promote and drive progress to reduce 


privacy and security risk in global and nationally significant networks and communications systems.


It is important to facilitate collaboration in driving toward collective agreement on laws, norms of conduct, standards 


and best practices for suppliers/vendors, and independent verification mechanisms, with an effort to educate and 


organize ICT buyers to leverage their purchasing power to drive the availability of more secure products. But to do 


this, buyers need to be more informed about appropriate, risk-informed security requirements, more consistent in 


incorporating those requirements into their purchasing decisions, and more organized by bringing together like-


minded buyers to communicate common requirements.
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4      The Open Trusted Technology Provider Standard – Mitigating Maliciously Tainted and Counterfeit Products (O-TTPS) V1.0, 
https://www2.opengroup.org/ogsys/catalog/C139. See also, ISO/IEC 20243:2015, Information Technology -- Open Trusted Technology Provider™ Standard (O-TTPS) -- 
Mitigating maliciously tainted and counterfeit products (2015). http://www.iso.org/iso/catalogue_detail.htm?csnumber=67394


5      http://reports.opengroup.org/membership_report_all.pdf


This need makes even more significant the fact that there is now an internationally recognized tool available to help 


organizations address their supply chain and third-party risk, the Open Trusted Technology Provider Standard (O-TTPS),4 


recently recognized by the International Standards Organization (ISO). The standard identifies and categorizes 


applicable technology industry-secure engineering and supply chain integrity best practices whose systematic use can 


make a vendor's products worthy of being considered more secure and trustworthy by commercial or governmental 


enterprise customers. Importantly, accreditation is only granted after an independent third-party evaluator confirms it is 


warranted.5 The O-TTPS can help to meet the need of suppliers and buyers of ICT for greater clarity than they get from 


multiple standards to affect what they develop and how, and what they purchase and why.


We will also discuss another critically important issue: that of how to motivate stakeholders who, although they may 


understand cyber risk and what they should do about it, nonetheless, need to be motivated to do it, and to be held 


accountable if they fall short. It is apparent that too few organizations will do what is risk-appropriate without having 


meaningful motivators or incentives to do so and rigorous mechanisms to hold them accountable should they fail to 


act. Governments and private organizations have a responsibility to contribute to developing and putting in place these 


motivators and incentives.
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6     http://pr.huawei.com/en/news/hw-187387-securitywhitepaper.htm#.Vw92Gfl97RY
7     http://www.huawei.com/en/cyber-security/hw_310548
8     http://pr.huawei.com/en/connecting-the-dots/cyber-security/hw-401493.htm


In our first white paper, Cyber Security Perspectives: 21st century technology and security – a difficult marriage 


(September 2012),6 we provided a forthright picture of Huawei's approach to cyber security and the implications 


and impact it has on technology, society and our lives. We presented a high-level view of the state of cyber security, 


outlining its historical context, the key players involved, and the challenges that the global ICT supply chain poses for 


everyone.


We also provided a summary of the Huawei approach to the cyber security and global supply chain challenge and 


made some suggestions as to how to act preemptively and pragmatically across the industry in which we operate. 


We emphasized that to proactively manage cyber security in general and global supply chain risk in particular requires 


transparency and an even-handed, collaborative approach across our industry between and among the public and 


private sectors.


We emphasized then, as we have since, that Huawei is dedicated to collaborating with other global organizations in 


the innovation and establishment of international standards to ensure that the integrity and security of our networked 


solutions and services meet or exceed the needs of our customers and provides the assurances that are in turn required 


by their own customers. The first white paper was intended as a concrete step in improving industry awareness of 


Huawei's efforts to help ensure a secure and better cyber future for everyone and to articulate our view on the actions 


companies and governments need to take to help manage the global cyber security challenge.


In our second White Paper, Making cyber security a part of a company's DNA - A set of integrated processes, policies 


and standards, published in October 2013,7 we explained in some detail our approach to end-to-end cyber security 


processes, an approach which we believe is fairly comprehensive. We noted that cyber security is an issue of great 


interest to our governments, vendors, and our customers alike –and that this is reflected in the fact that cyber security 


assurance is one of Huawei's core strategies.


As we said at that time, and continue to believe, it is essential that we work together on a global basis –as vendors, 


customers and policy and law makers – if we are to have any chance of making a substantial difference in addressing 


the global cyber security challenge. We also said that it is very important that we share our experience about what 


works and what does not to reduce the risk that people will use technology for unintended and malicious purposes.


In our 2014 white paper, Cyber Security Perspectives: 100 requirements when considering end-to-end cyber 


security with your technology vendors(December 2014) (hereafter, Top 100 Requirements),8 we detailed our Top 


100 Requirements list, which focuses on what security-related requirements buyers of technology should consider 


asking of, or requiring from, technology vendors. We generated the list based on questions posed to Huawei and our 


assessment of a range of standards and best practice in order to try to help buyers systematically analyze the cyber 


security capabilities of vendors when dealing with tenders.


In the paper, we noted that in many countries the number of legal and industry requirements relating to cyber security 


was on the increase and that some governments and regulators were beginning to impose accountability and liability 


4 Previous White Papers
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for failure related to cyber security issues national critical infrastructure providers and computer or IT service providers. 


We anticipated optimistically that more companies will be required to detail both their approach to cyber security and 


the analysis and assessment they undertake to evaluate the risk from their technology vendors and service providers.


We offered the Top 100 Requirements as a starting point for organizations to begin to mitigate their own risk when 


evaluating a supplier's cyber security capabilities. We reasoned that the more informed and demanding the buyer and 


the more consistent those buyers are in asking for high quality security assurance, the more likely ICT vendors are to 


invest and to raise their security standards. We stand by that view and build on it in this white paper.


We are pleased that the EastWest Institute has included the Top 100 Requirements in the work of their Breakthrough 


Group on Promoting the Availability and Use of More Secure ICT Products and Services. It is anticipated that the 


group's outreach effort and online survey will generate input to the Top 100 Requirements and help it evolve. The Top 


100 Requirements could prove to be a useful tool for organizations and industry sectors in creating and customizing 


their own sets of requirements for vendors and suppliers.


In this section, we discuss some of the key actions and activities that organizations should seriously consider in areas 


such as their approach to more effective risk management. In our view, these "success factors" are an important part 


of the journey to a more secure state for individual organizations. It is essential for every organization to recognize and 


put into place key mechanisms informed by their experience and that of other organizations – customized for their 


particular industry, organizational structure and culture, and risk environment -- that can help successfully manage risk, 


including issues touched upon in our second and third security white papers.


In our view, the key success factors for addressing organizational security risk are commitment; governance; clear 


security requirements; consistent processes; performance metrics for individuals; internal compliance; and transparency.


To be successful in managing cyber security and privacy risk, an organization should make commitment at all levels 


to address cyber security and privacy risks, among others, and systematically incorporate these risks into their risk 


management program as part of an over-arching strategy to inform, prioritize, and address current and future risk 


challenges.9 


Every organization needs clear internal governance roles and responsibilities related to cyber security and privacy risk, 


including the active involvement of the leadership and senior management from across the organization, with top 


leadership continually monitoring the effectiveness of the management of the risk and the program implementation. 


5  Success Factors for an Organization to 
Address Cyber Security Risks


9      See, for example, FFIEC Cybersecurity Assessment Tool: Overview for Chief Executive Officers and Boards of Directors, Federal Financial Institutions Examination 
Council (June 2015), http://www.ffiec.gov/pdf/cybersecurity/FFIEC_CAT_CEO_Board_Overview_June_2015_PDF1.pdf and Third Party Relationships: Risk Management 
Guidance, Office of the Comptroller of the Currency, OCC BULLETIN 2013-29, http://www.occ.gov/news-issuances/bulletins/2013/bulletin-2013-29.html
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Senior leadership needs not and should not micromanage risk, but needs to "own" the risk management process and 


its results. This should not be merely an abstract commitment.


In the global environment and diverse supply chains it is extremely difficult to control, or even identify, the wide 


variety of different occurrences and conditions that may raise the probability of a cyber security vulnerability, or lead 


to an incident or violation. It is well understood that it is impossible to mitigate all risks, at least with reasonable costs. 


Therefore, the incorporation of cyber security risks into organizational risk management is vital, which will include 


the establishment of processes and mechanisms to create and implement mitigation plans, even for very unlikely 


occurrences.


Each organization and its key departments and components should have clear and specific security-related 


requirements appropriate to their respective roles -- cyber security baselines relevant to risk-related functions. For 


example, in the case of a company that produces certain products, the baselines should protect product integrity, 


traceability, and authenticity. Similarly, individuals with cyber-security–related responsibilities should have performance 


metrics that align with the baseline requirements, performance metrics and milestones of the department or business 


unit in which they work. In addition, the organization should strive to have consistent and replicable processes 


imbedded into the regular business operations of the organization, and those should be continuously improved based 


on changing circumstances.


Another essential factor in effective risk management is an internal compliance and verification program based on 


the separation-of-duties principle. This ensures that there is always independent assessment of whether, and to what 


extent, organizational and individual requirements are successfully met, and where and in what ways improvement is 


necessary.


Finally, it is important for every organization to be open and transparent with their customers and stakeholders 


regarding their risk management progress, successes, and failures. This transparency, coupled with individual and 


organizational accountability, is essential if an organization is to dynamically address risk in the fluid risk environment 


we face today and will face in the future.
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Of those organizations that have at least a rough understanding of cyber security risk, many struggle with how to 


assess the risk their organization faces, and how to chart a path toward a more informed stance on risk tailored 


to their individual situation - particularly in the face of numerous sets of standards and best practices. Accordingly, 


we are heartened to discuss the NIST Cybersecurity Framework,10 envisioned as a "prioritized, flexible, repeatable, 


performance-based, and cost-effective approach" using "a voluntary risk-based […] set of industry standards and best 


practices to help organizations manage cybersecurity risks." The Framework "focuses on using business drivers to guide 


cyber security activities and considering cybersecurity risks as part of the organization's risk management processes." 


The Framework could serve as a valuable risk assessment tool for any organization, regardless of what standards or 


best practices that organization may abide by. The Framework gives organizations one piece of the puzzle concerning 


the risk they face – a standard- and vendor-neutral tool to assess their own level of risk and preparedness that 


guides them toward a more appropriate stance on security posture given their risk circumstances. It could also help 


organizations to compare their risk management with that of suppliers and business partners.11 The Framework can be 


a good starting point for any organization that wants to better understand, and improve, their risk posture.


In our third security white paper, Cyber Security Perspectives: 100 requirements when considering end-to-end cyber 


security with your technology vendors (December 2014), we developed a list of requirements focusing on what 


demands technology consumers should make of their technology vendors. The purpose of the paper was to help 


buyers analyze the security capabilities of their vendor cyber security capability when dealing with tenders. In the 


paper, we noted that in the face of the existence of a great number of sets of standards:


We will never get to "One standard" given the breadth of technology but what we can do is to focus on 


the key requirements that are often documented (maybe using different words) in many of the standard, 


codes, and best practice, but position them to focus on what vendors should be collectively doing to 


improve the security of their products.12 


The NIST Framework13 performs just such a valuable function, and could complement the use by purchasing 


organizations of lists of security queries and requirements, such as Huawei's Top 100 Requirements.


Significantly, and appropriately, the NIST Framework has been characterized informally as a "risk analytic tool" and 


"translation engine." The Framework is a "risk analytic tool" in that it is entirely neutral as to what standard(s) may be 


applicable in risk determination for a particular organization, but it lays out a method of risk analysis informed by standards 


and best practices, so any organization can use it. It also provides guidance to inform an organization and help them to 


6  The NIST Framework: a Tool for Assessing 
Organizational Cyber Security Risks


10      Framework for Improving Critical Infrastructure Cybersecurity, Version 1.0, National Institute of Standards and Technology" (February 12, 2014), 
http://www.nist.gov/cyberframework. See also, "CYBERSECURITY RISK MANAGEMENT AND BEST PRACTICES WORKING GROUP 4: FINAL REPORT," (Mar. 2015) 
[hereinafter WG4 Final Report] available at http://transition.fcc.gov/pshs/advisory/csric4/CSRIC_WG4_Report_Final_March_18_2015.pdf, and 
https://transition.fcc.gov/bureaus/pshs/advisory/csric4/CSRIC_WG4_PresentationFinal_31715.pdf (Working Group presentation of the Report).


11      As this is being written, NIST has not yet fully included supply chain and third-party risk in the Framework, but it is an issue that they have said they will address in 
some fashion, perhaps as an overlay to the Framework or, more likely, as a roadmap that organizations can follow to manage supply chain and third-party risk.


12     http://pr.huawei.com/en/connecting-the-dots/cyber-security/hw-401493.htm , p. 3.
13      Framework for Improving Critical Infrastructure Cybersecurity, Version 1.0, National Institute of Standards and Technology" (February 12, 2014), 


http://www.nist.gov/cyberframework.
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determine and implement their best path forward to a better state of risk management consistent with their own risk 


environment and the nature of their sector or industry. Quite significantly, the Framework does not adopt any one standard 


or a combination of standards, but instead provides what is essentially a risk-analysis tool that provides insight into what 


an organization needs to consider from a risk and preparedness perspective, and it provides reference to existing standards 


which organizations can use to inform risk evaluation and the path forward to meaningful risk mitigation and management.


In addition, the Framework can be seen as a risk "translation engine" in that the user does not need to have knowledge 


or experience any existent sets of standards to use it to assess and compare the risk posture of their organization with 


that of another organization, or the risk posture of two or more organizations, even if the organizations follow entirely 


different standards. Much like the challenge of translating from one language to another, without such a risk-analysis 


tool, it would be difficult and time consuming, at best, to compare the risk posture of two or more organizations. 


Significantly, the Framework also maps the risk elements to whatever standards are applicable or relevant to the 


requirement to help organizations who may be unfamiliar or inexperienced with applicable standards.


One very important concept to keep in mind in using the Framework is that it is envisioned that its use by an 


organization will be motivated by business drivers and it is critical that cyber security risks be included in an 


organization's overall risk management processes. The Framework is not a "one size fits all" tool. It provides organization 


and structure to the myriad of approaches employed in cyber security by pulling together standards, practices, and other 


norms of conduct in current use, from which an organization can select from and use depending on their place in the 


global marketplace, industry sector or subsector, and in the context of their unique risk environment.


By providing these benefits, the NIST Framework provides a starting point for organizations which are motivated to 


better understand and manage their risk, or those seeking a way to evaluate the risk posture of other organizations, a 


place to start. As we will discuss later in this paper, although a vital topic, this is only the beginning of the story.


7.1   What Is Supply Chain Risk?


Supply chain risk has been defined as "the risk that an adversary may sabotage, maliciously introduce unwanted 


function, or otherwise subvert the design, integrity, manufacturing, production, distribution, installation, operation, or 


maintenance of a covered system so as to surveil, deny, disrupt, or otherwise degrade the function, use, or operation 


of such system."14 Threats to supply chains can include: sabotage, tampering, counterfeiting, piracy, theft, destruction, 


disruption, exfiltration, infiltration, subversion, diversion, export control violations, corruption, social engineering, 


insider threat, pseudo-insider threat, and foreign ownership.15


7  Supply Chain Risk – Organizations Need 
to Understand It and Address It


14      Section 806 of the Ike Skelton National Defense Authorization Act for Fiscal Year 2011, available at 
http://www.gpo.gov/fdsys/pkg/BILLS-111hr6523enr/pdf/BILLS-111hr6523enr.pdf. Axelrod, C. Warren, "Mitigating Software Supply Chain Risk," ISACA JOnline, 
August, 2013. Available at http://www.isaca.org/Journal/archives/2013/Volume-4/Pages/JOnline-Mitigating-Software-Supply-Chain-Risk.aspx


15      Goertzel, Karen M., et al. State of the Art Report on Supply Chain Risk Management for the Off-the-Shelf (OTS) Information and Communications Technology (ICT) 
Supply Chain, U.S. Department of Defense, Information Assurance Technology Analysis Center (IATAC), (2010), p. 40. 
https://www.csiac.org/content/state-art-report-soar-security-risk-management-shelf-ots-information-and-communications-tech
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16     http://www.gao.gov/assets/590/589568.pdf
17     http://www.gao.gov/assets/590/589568.pdf
18      The Open Trusted Technology Provider Standard – Mitigating Maliciously Tainted and Counterfeit Products (O-TTPS) V1.0 (April 9, 2013), pp. 1-2, 


https://www2.opengroup.org/ogsys/catalog/C139. (1) Maliciously tainted product – the product is produced by the provider and is acquired through a provider’s 
authorized channel, but has been tampered with maliciously; and (2) Counterfeit product – the product is produced other than by, or for, the provider, or is supplied 
to the provider by other than a provider’s authorized channel and is presented as being legitimate even though it is not.


19      Ibid., p. 14. See also, ISO/IEC 20243:2015, "Information Technology -- Open Trusted Technology ProviderTM Standard (O-TTPS) -- Mitigating maliciously tainted and 
counterfeit products" (2015). http://www.iso.org/iso/catalogue_detail.htm?csnumber=67394


Supply Chain Threats and Relevant Parties—The Open Group


Tainted products is a main threat in the supply chain. Thus, how to prevent products from being tainted is a critical task. Establishing 


and maintaining an effective traceability system for components and products, generally, is another important task, because it must 


minimize the risk of tainted and counterfeit products entering the supply chain.


Confidentiality Integrity Availability Traceability Authenticity


Relevant Tainted Counterfeit


Main Threats Upstream Downstream Upstream Downstream


Malware √ √ √


Unauthorized “Parts” √ √ √


Unauthorized Configuration √


Scrap Sub-standard Parts √


Unauthorized Production √ √


Intentionally Damage √ √


Naturally, foreign ownership itself is not a threat as such, but it can cause several cyber security related threats, such 


as: less control and visibility to an entity and its processes and resources in a different country; the operations may be 


subject to third country jurisdiction and regulation concerning security and privacy; and there may be difficulties or 


extra costs when security and privacy requirements are enforced into subcontractor products.


More specific examples of such threats are the following: (1) installation of malicious logic on hardware or software; 


(2) installation of counterfeit hardware or software; (3) failure or disruption in the production or distribution of a 


critical product or service; (4) reliance upon a malicious or unqualified service-provider for the performance of technical 


services; (5) installation of unintentional vulnerabilities on hardware or software.16 


To date, all too often, supply chain risks are not addressed at all or they prove inadequate, ineffective, or inefficient 


in managing emergent information technology supply chain risks.17 Two categories of threats are maliciously tainted 


products and counterfeit products.18 


The risks may affect the supply chain can flow upstream (e.g. suppliers of components – software or hardware, like 


chop manufacturers or driver developers) and downstream (e.g. integrators and distribution channels, from which 


products are sourced by acquirers).19 
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7.2   Organizations Are Beginning to Understand the Importance 
of Supply Chain Risk


We are slowly making progress on supply chain risk awareness, but it is by no means universally recognized. In 


this section, we discuss why organizations need to take supply chain risk seriously. It can be a particularly daunting 


undertaking for organizations struggling with the challenge of addressing more traditional cyber security risks focusing 


on their own operations. The supply chain for an ICT product typically consists of hundreds or even thousands of 


components from a similar number of companies, involving multiple processes and geographic locations.


As discussed above, the NIST Cybersecurity Framework is a valuable tool for organizations to better understand cyber 


security risks and to shape a path forward to an organization-appropriate risk posture. The NIST Framework, however, 


does not as of now address supply chain risk in a similar manner, although it is anticipated that in 2016, the NIST will 


provide guidance about supply chain risk, possibly in the form of a roadmap for organizations to follow.


At present, organizations are less likely to think about risk from suppliers and third-party providers and more likely to 


think of risk from the perspective of a user or operator of a network or ICT system. For example, they may ask how 


likely is it that someone will attack a system to steal something, say, intellectual property or information that can be 


used for identity theft, or to simply steal things of financial value, and what the import of that harm or loss is. They 


may also ask if it would be possible for someone to intrude into a system to disrupt or damage it, or surreptitiously 


intrude in the system to have the ability to do harm at some time in the future.


Like Huawei, Microsoft also has long recognized the potential for hostile actors to insert malicious, unwanted and 


unauthorized functions or counterfeit elements or components into the global ICT supply chain, which could later be 


used to disrupt or degrade technology systems or to facilitate surveillance. This presents a challenge for governments 


and businesses which, at a minimum, require recognition that supply chain risk is a shared problem that necessitates 


cooperation among stakeholders to find solutions founded on standards and best practices and work to implement 


them.20 


For some years now, governments of countries around the world – including the United States – have been moving 


away from heavy reliance on internally developing their own systems and products around ICT, such as, hardware and 


government off-the-shelf (GOTS) software, and moving toward commercial products such as hardware and commercial 


off-the-shelf software (COTS). There was a gradual shift evident over ten years or so ago when government purchasers 


began to look more to industry for their information and communications technology systems and components. 


Governments came to realize that doing everything in-house with solutions customized to their own mission needs 


took too long, cost too much, and that they could simply not move as fast as technology was changing. The bottom 


line was they could not keep up with the innovation and increased functionality in the private sector.


As a result, governments moved away from internal customized development to external providers for COTS ICT, who 


they found could produce more reliable and more innovative products, and evolve those products more quickly and 


at a significantly lower cost. It was not very far into that process before governments realized that they were opening 


themselves up to supply chain and product integrity risk in shifting to commercial vendors, which had not been of 


great concern when they made everything themselves in-house. As they started to look more seriously at purchasing 


COTS ICT, they realized that, on balance, although this was the right way to go, by doing so, they exposed themselves 


to additional risk because they did not know, and could not always easily determine, the provenance of the products, 


20      Security: Building Global Trust Online, 4th Edition, Microsoft Perspectives for Policymakers, p. 18. http://www.microsoft.com/en-us/twc/policymakers.aspx
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where parts and components came from, and who had access to them along the supply chain, which was becoming 


increasingly global for all ICT products at the time. In short, they did not have confidence that the products or their 


components had product integrity and were trustworthy, or if they might have been maliciously altered along the 


supply chain to add unwanted functionality or vulnerabilities for later exploitation, or if they might include counterfeit 


parts that, similarly, could not be trusted. 


Accordingly, governments concluded that if they bought COTS ICT, they needed to be sure they were buying from 


trusted technology providers who followed best practices across the whole life cycle of their products, including the 


supply chain. At the same time, a threat environment involving a range of malicious actors came to the forefront of 


government concerns, with the onset and proliferation of malware, identity theft, and exploitable vulnerabilities that 


received inadequate attention, thus leaving product users open to attacks on government and private networks and 


systems, including critical infrastructure.


It is generally understood that malware can be introduced into systems through a variety of mechanisms, including 


through employees downloading attachments in phishing or spear-phishing emails, connecting external devices (e.g. 


USB drives), or visiting compromised web sites, or through unauthorized parties using stolen employee or third-party 


credentials to install malware directly on systems, or by insertion into the global supply chain.21


One of the more recent developments that has magnified the concerns of governments and other key cyber 


stakeholders regarding potential cyber attacks against government and critical infrastructure services, and a heightened 


concern about supply chain risk, is the use of destructive malware (DM).22 While this is relatively infrequent at present, 


it is potentially catastrophic, because it can represent a significant threat to an organization's operations and business 


continuity (and those who depend on them). This is a threat which could impact the confidentiality, integrity and 


availability of data, and one which could negatively impact an organization's ability to recover from an attack. Two 


recent cyber attacks against the Las Vegas Sands and SONY Entertainment illustrate how DM can compromise an 


organization's data integrity, disrupt business operations, and harm brand reputation.


There appears to be a pattern in supply chain risk just as in cyber security risk, generally: often there is a long, 


slow path from awareness of the risk, to a growing understanding of what you need to do to address the risk, to 


the challenge of how you drive action to actually reduce risk and increase trust and assurance. This is even true 


of some government agencies concerned about national security risks and threats to government systems and 


critical infrastructure. To date, all too often, emergent information technology supply chain risks are not effectively 


addressed.23 Two important categories of such risks are maliciously tainted products and counterfeit products.24


These are factors that contributed to the formation of the Open Group Trusted Technology Forum (OTTF) and the 


development of the Open Trusted Technology Provider Standard (O-TTPS), discussed later in this paper. 


21     Joint Statement on Destructive Malware, FFIEC.https://www.ffiec.gov/press/PDF/2121759_FINAL_FFIEC%20Malware.pdf
22     Joint Statement on Destructive Malware, FFIEC.https://www.ffiec.gov/press/PDF/2121759_FINAL_FFIEC%20Malware.pdf
23      http://www.gao.gov/assets/590/589568.pdf
24      The Open Trusted Technology Provider Standard – Mitigating Maliciously Tainted and Counterfeit Products (O-TTPS) V1.0 (April 9, 2013), pp. 1-2, 


https://www2.opengroup.org/ogsys/catalog/C139. (1) Maliciously tainted product – the product is produced by the provider and is acquired through a provider’s 
authorized channel, but has been tampered with maliciously; and (2) Counterfeit product – the product is produced other than by, or for, the provider, or is supplied 
to the provider by other than a provider’s authorized channel and is presented as being legitimate even though it is not.
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This paper builds on one of the underlying themes and messages of Huawei's three previous security white papers: 


that there is a compelling case for governments, the industry, and end-users worldwide work together to collectively 


come to a common understanding, define, and reach agreement on specific norms of behavior, standards, good 


practices, and laws and regulations, as well as how we can drive progress to reduce privacy risks and security risks in 


global and national networks and communications systems.


In the next section we discuss examples of encouraging initiatives around the world that aim to help address supply 


chain risk, and can serve as inspirational models for others.


8.1  SAFECode


The Software Assurance Forum for Excellence in Code (SAFECode) is a global, industry-led non-profit organization 


working to increase trust in information and communications technology (ICT) products and services by promoting 


availability, awareness, and use of more secure and reliable software, hardware, and services.25 SAFECode brings 


together subject matter experts with experience in managing complex global processes regarding software 


development, integrity controls, and supply chain security.


SAFECode has created a framework26 to help an organization select the most appropriate process-based assessment 


method for evaluating the development process of commercial technology providers when there is no applicable 


international standard.


8.2  Underwriters Laboratory


Underwriters Laboratory (UL)27 is an independent global safety science company working to help safeguard people, 


products, and places by providing what they call "comprehensive functional safety services." UL has a testing and 


certification schema for numerous products that allows a product to carry the "UL" seal, indicating conformance with 


a specific set of requirements unique to that product. For example, UL helps identify software weaknesses in industrial 


control systems relative to published specifications and helps to provide technical criteria to facilitate managing risks 


associated with these software weaknesses. UL has launched a new business line, its Cybersecurity Assurance Program 


(CAP), which is working on a program for testing, rating, and certifying connected devices, with an initial focus on 


industrial control systems and medical devices.28 In the future they hope to expand the program to cover ICT products.


8 Initiatives to Address Supply Chain Risks


25     http://www.safecode.org/
26      Shaun Gilmore (Microsoft), Reeny Sondhi (EMC), Stacy Simpson (SAFECode), Principles of Software Assurance Assessment -- A Framework for Examining the Secure 


Development Processes of Commercial Technology Providers, SAFECode, http://safecode.org.
27     http://industries.ul.com/functional-safety/cybersecurity
28     https://sid4gov.cabinetoffice.gov.uk
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29      "Supply Chain Integrity -- An overview of the ICT supply chain risks and challenges, and vision for the way forward," European Union Agency For Network And 
Information Security (VERSION 1.1, August 2015), p. 10, https://www.enisa.europa.eu/activities/identity-and-trust/library/deliverables/sci-2015. In a table referencing 
various supply chain-related efforts, the ENISA report said that the Open Group work had "nothing specific to SCI [supply chain integrity]." Ibid., at p. 11. See also, 
Croll, Paul, "Supply Chain Risk Management -- Understanding Vulnerabilities in Code You Buy, Build, or Integrate," CrossTalk (March/April 2012). 
http://static1.1.sqspcdn.com/static/f/702523/17039817/1331310005287/201203-Croll.pdf?token=NawZKwikQkEjI7VEFo86BdQjAKo%3D


30      Ibid., p. 5.
31     Ibid., pp. 25-27.
32     Counter-Terrorism Law, article 18.
33     Cyber security Law (draft 6th July, 2015), article 19.


8.3  ENISA


The recently updated report of the European Union Agency for Network and Information Security (ENISA),29 


"Supply Chain Integrity - An overview of the ICT supply chain risks and challenges, and vision for the way forward," 


recommended that supply chain participants follow good practices that provide a basis to understand and address ICT 


supply chain risk. Significantly, the report also recommends that governments work with the private sector to develop 


international frameworks to facilitate comparison assessment of ICT supply chain risk management efforts. The report 


recommends that the frameworks should be risk-based and grounded in good threat modelling; transparent; consistent; 


flexible; standards-based; and, based on recognition of the reciprocity that characterizes international trade relations.30


The ENISA report pointed out that although many countries, industries, and agencies have concerns about supply 


chain risk, their efforts to address these have been fragmented and lacking in coordination, and that greater 


cooperation is necessary. The report includes a number of actions that it characterizes as necessary, including the need 


for a consistent view, practices, and metrics that would result in an appropriately coordinated program, including in 


the areas of research and development; the need for independent evaluation and certification; a supply chain integrity 


framework, referenced above; and the need to consider legislative action.31


The report gives recommendations to a variety of European institutions, and in some cases, national governments. 


Regarding the need for a supply chain integrity framework, ENISA recommends that ISO develop a framework to measure 


and evaluate supply chain integrity so that performance can be measured. ISO recognized and released the O-TTPS as a 


new standard shortly after the ENISA report, which indicated that supply chain integrity frameworks are a common need.


8.4  Chinese Government Initiatives


This section discusses the following government initiatives in China: the counter-terrorism law and cyber security draft 


legislation.


The first Chinese Counter-terrorism Law (CTL), which took effect on January 1, 2016, outlines obligations for telecom 


and Internet enterprises to cooperate with government authorities in investigating terrorism activities, and these 


obligations may have a significant impact on the operation of Internet and tech firms in China. Telecom and Internet 


service providers are required to support and assist efforts by government and national security authorities engaged 


in the lawful conduct of terrorism prevention and investigation,32 but the CTL does not specify the procedure and 


documentation required for such requests. The CTL also requires Internet service providers to implement network 


security and information and content monitoring systems, and adopt technical security measures to prevent the 


dissemination of information containing terrorist or extremist content.


In July 2015, China issued the draft cyber security law, which covered a range of issues, including cyber security 


certification and inspection for critical network equipment, requirements for specialized network security products33 
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and the security inspection of procurement of network products and service of critical information infrastructure 


operators.34 The draft also required the localization of personal data for critical information infrastructure operators.35 


8.5  UK Government Approach to Supply Chain Risk


In the UK, the Centre for the Protection of National Infrastructure (CPNI) has warned organizations of the national 


security threats that can come from the ICT global supply chain; principally, the potential exposure to terrorism, 


cyber-attacks by nation states, and large-scale cyber-crime.36 CPNI awareness efforts include recommendations that 


organizations should incorporate supply chain risk as part of an existing risk management approach.


CPNI also advises organizations to implement a risk mitigation plan that includes the following: comprehensive 


mapping of all tiers of the upstream and downstream supply chains to the level of individual contracts; risk-scoring 


each contract to link in to the organization's existing security risk assessment; due diligence, accreditation, and 


assurance of suppliers (and potential suppliers); the adoption, through contracts, of proportionate and appropriate 


measures to mitigate risk; audit arrangements and compliance monitoring; and contract exit arrangements.37


One UK-based initiative is the UK Trustworthy Software Initiative (TSI),38 which is supported and funded by the UK 


Government's National Cyber Security Programme (NCSP) with a mission to help promote trustworthy software (to 


"Make Software Better") among the supply, demand, and education communities in a risk-based, whole lifecycle process. 


To provide guidance, the TSI has created a compendium of relevant standards and best practices and incorporated it into 


its Trustworthy Software Framework (TSF).39 The Framework has been formalized in a British Standards Institution Publicly 


Available Specification, PAS 754:2014, "Software trustworthiness – Governance and management – Specification," 


"which includes technical, physical, cultural and behavioral measures alongside effective leadership and governance 


techniques to address five key facets of trustworthiness: safety, reliability, availability, resilience and security."40


Under the auspices of the UK government Cabinet Office and Home Office, the online system, SID4GOV,41 formerly a 


common supplier information database for the health sector, has been modified to be an online platform for UK public 


sector buyers giving them access to supplier information through a single online system, to help promote sustainability 


and information security reporting. The platform enables buyers to access aggregated information inputted directly by 


suppliers for a single view of up-to-date data about critical suppliers and vendors. The SID4GOV portal and database is 


coordinated by NQC, Ltd. which was founded in 2003 by public procurement experts.


NQC is providing supply chain services through their supplier engagement system. The system was designed to 


measure and report on suppliers, with the aim to provide supply chain assurance as part of overall risk management. 


NQC supports a database that buyers can use to look at available information about vendors and suppliers. At present, 


34     Cyber security Law (draft 6th July, 2015), article 30.
35     Cyber security Law (draft 6th July, 2015), article 31.
36     https://www.cpni.gov.uk/highlights/Security-in-the-Supply-Chain
37       https://www.cpni.gov.uk/highlights/Security-in-the-Supply-Chain/#sthash.v6L3m2o3.dpuf. See also, Supply Chain Risk Scenarios, MITIGATING SECURITY RISK IN THE 


NATIONAL INFRASTRUCTURE SUPPLY CHAIN --A GOOD PRACTICE GUIDE FOR EMPLOYERS (April 2015). 
https://www.cpni.gov.uk/documents/publications/2015/13-april-2015-mitigating-security-risk-in-supply-chain.pdf?epslanguage=en-gb


38      The TSI is a not-for-profit organization which "aims to collect, organise and share the wealth of knowledge, experience and capabilities that already exist in the UK 
public and private sectors and in academia about trustworthy software to give people a joined-up, curated view of the information that is available. It is supported 
by a number stakeholders and it is governed by a Management Board led by Government representatives from the Department of Business, Innovation and Skills (BIS) 
and the Centre for Protection of National Infrastructure (CPNI). http://www.uk-tsi.org


39     http://www.uk-tsi.org/trustworthy-software-framework---tsf
40     http://www.uk-tsi.org/pas754
41     https://sid4gov.cabinetoffice.gov.uk/
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42     http://www.nisc.go.jp/eng/pdf/cs-strategy-en.pdf
43     Ibid., p. 20.
44      The Basic Policy of Critical Information Infrastructure Protection (3rd Edition) (May 19, 2014), Information Security Policy Council (May 25, 2015 (Revised)), 


Cybersecurity Strategic Headquarters, Government of JAPAN.
45      [footnote in original text] Information and communications services, financial services, aviation services, railway services, electric power supply services, gas supply 


services, government and administrative services (including local governments), medical services, water services, logistics services, chemical industries, credit card 
services, and petroleum industries.


46     Ibid., p. 25.
47      Building on the work of the Cybersecurity Framework, NIST is expected to provide guidance to organizations regarding supply chain risk during 2016, in addition 


to their Special Publication released in 2015,Supply Chain Risk Management Practices for Federal Information Systems and Organizations. SP 800-161, National 
Institute of Standards of Technology, U.S. Department of Commerce (April 2015). 


http://dx.doi.org/10.6028/NIST.SP.800-161. More recently, NIST released a Request for Information about the Framework, potential updates, and its future 
management. http://www.nist.gov/itl/acd/20151210rfi.cfm


there are over 225,000 individual company profiles in the system, and it is estimated that over 1700 public-sector 


buyers are using it. The system includes the use of supplier-completed questionnaires about a company's background, 


supplemented by Dunn and Bradstreet data, and data collection regarding sustainability, information assurances, and 


the like. Questionnaires are tailored based on the particular procurements, for example, for food supply contracts, it 


might involve questions on sourcing transparency that would then be assessed against the balanced scorecard.


8.6  Japan


Japan issued its latest Cyber Security Strategy in September 2015,42 which included an emphasis on strengthening 


organizational capabilities by, among other things, seeking to raise awareness about the importance of the "Security 


by Design" approach and to enhance cyber security throughout the inter-organizational supply chain.43 In the area 


of risk management, the Japanese government will provide support for organizations about cyber security-related 


management and mechanisms and will work to develop a framework for objective evaluation of enterprises' activities 


taken using methods such as third-party certification. They also pledged to work internationally to help create 


frameworks for "mutual recognition" of security standards and will promote effective supply chain risk management 


through necessary R&D and through bilateral and regional cooperation with ASEAN and other countries.


In the updated Japanese critical infrastructure protection policy,44 "Basic Policy of Critical Information Infrastructure 


Protection,"45 the Japanese government said that they will "promote the use of internationally-approved third-party 


certification schemes that enable objective evaluations on the level of satisfactory security performance, taking into 


account the fact that specialized knowledge and skills are necessary for the procurement and operation of ICS [industrial 


control systems] and other associated equipment."46


8.7  The United States


There are a number of initiatives in the U.S. relevant to cyber risk management and supply chain risk management, in 


addition to the work of NIST,47 several of which are discussed below.


In one of the initiatives coming out of President Obama's Executive Order on Cybersecurity, the U.S. General Services 


Administration and the Department of Defense developed and put into motion six reforms to improve the U.S. 


Federal Acquisition System from the perspectives of resilience and cyber security risk, including the development 


of a repeatable process for all federal procurements for cyber security risk mitigation across the product lifecycle – 


development, acquisition, sustainment, and disposal.
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The Department of Defense has incorporated consideration of supply chain risk into their federal acquisition 


requirements.48 In early 2015 the Federal Chief Information Officers (CIO) Council and the Chief Acquisition Officers 


(CAO) Council created a working group to review current contract clauses and information technology (IT) acquisition 


policies and practices around contractor and subcontractor information system security. This interagency group was 


comprised of senior experts in acquisition, security, and contract management and their recommendations are included 


in draft guidance to Federal agencies on implementing strengthened cyber security protections in Federal acquisitions.49 


The draft guidance contained a requirement for GSA to establish a "Business Due Diligence" capability to reduce cyber-


related threats and vulnerabilities in the Federal supply chain. The finalized version has yet to be released.50


The Office of Management and Budget (OMB) published the "Cybersecurity Strategy and Implementation Plan (CSIP) 


for the Federal Civilian Government" (OMB Memo M-16-04) on October 30, 2015.M-16-04 requires the U.S. General 


Services Administration (GSA) to "…develop a Business Due Diligence Information Service that will provide agencies 


with a common government-wide capability for identifying, assessing, and managing cyber and supply chain risk 


throughout the acquisition process".51


In January 2016 the Federal Energy Regulatory Commission (FERC) announced a Final Rule to revise seven reliability 


standards for critical infrastructure protection. The purpose is to address supply chain cyber risks to communication 


networks and the bulk electric systems, as well as develop standards for supply chain management security controls 


with the aim of protecting the bulk electric system from malware threats and security vulnerabilities.52 The revisions are 


designed to protect communication links and sensitive data among bulk electric stakeholders. The Commission did not 


itself address supply chain risk management issues, but did direct the convening of a staff-led technical conference to 


facilitate a structured dialogue on supply chain risk management issues to help it determine the appropriate action to 


take on this issue.


The U.S. financial sector regulatory oversight body, the Federal Financial Institutions Examination Council (FFIEC),53 


which coordinates risk guidance to the six U.S. financial regulatory organizations, including risk related to cyber 


security,54 has issued a Cybersecurity Assessment Tool55 (Assessment) for institutions to use to evaluate their cyber 


security risks and preparedness. The Office of the Comptroller of the Currency (OCC) examiners will gradually 


incorporate the Assessment into examinations of national banks, federal savings associations, and federal branches 


and agencies (collectively, banks) of all sizes.


Similar to the British buying program mentioned above, although in this case organized and run by the private sector, 


a coalition of major companies in the U.S. defense/aerospace industry -- Lockheed, Boeing, Raytheon, BAE, Rolls JV -- 


has developed a trusted online acquisition platform that has morphed into an independent company called Exostar. 


48      DoD 5200.44 Trusted Systems and Networks: This document establishes policy and responsibilities for the identification and protection of critical functions through 
Program Protection. CNSS 505.Defense Federal Acquisition Requirements (DFAR), SUBPART 239.73--REQUIREMENTS FOR INFORMATION RELATING TO SUPPLY 
CHAIN RISK, http://www.acq.osd.mil/dpap/dars/dfars/html/current/239_73.htm


49     https://policy.cio.gov/
50      https://www.fbo.gov/notices/230732591f542b7da9b9fc3e6c167eec/; see also, https://www.gpo.gov/fdsys/pkg/FR-2015-05-29/html/2015-13016.htm. On April 6 


and 7, NIST is hosting the Cybersecurity Framework Workshop 2016 at NIST in Gaithersburg, Maryland. http://www.nist.gov/itl/acd/upload/Agenda_Cybersec-2.pdf
51     https://www.whitehouse.gov/sites/default/files/omb/memoranda/2016/m-16-04.pdf (Section II.d.)
52      The revisions will go into effect 65 days after the Final Rule. 18 CFR Part 40 [Docket No. RM15-14-000], Revised Critical Infrastructure Protection Reliability Standards 


(Issued January 21, 2016), http://www.ferc.gov/whats-new/comm-meet/2016/012116/E-2.pdf
53      The FFIEC comprises the principals of the following U.S. financial regulatory bodies: The Board of Governors of the Federal Reserve System, Federal Deposit Insurance 


Corporation, National Credit Union Administration, Office of the Comptroller of the Currency, Consumer Financial Protection Bureau, and State Liaison Committee.
54     www.ffiec.gov/cybersecurity.htm
55      FFIEC Cybersecurity Assessment Tool: Overview for Chief Executive Officers and Boards of Directors, Federal Financial Institutions Examination Council (June 2015), 


http://www.ffiec.gov/cyberassessmenttool.htm, and Third Party Relationships: Risk Management Guidance, Office of the Comptroller of the Currency, OCC BULLETIN 
2013-29 http://www.occ.gov/news-issuances/bulletins/2013/bulletin-2013-29.html
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Exostar has created a platform they call a Trusted Workspace for Secure Information Sharing, Collaboration and 


Process Integration Across Global Networks."56 This program facilitates collection and sharing of information related to 


risk of suppliers, with a primary data collection instrument being a 22-question survey, in addition to input from their 


members.


8.8  The EastWest Institute


The EastWest Institute (EWI) Global Cooperation in Cyberspace Initiative is working to leverage and drive collaboration 


among key cyber stakeholders to address major, difficult cyber issues, including an important one to promote the 


global availability and use of more secure ICT products and services. This group is working to develop a type of 


framework for a risk-informed, fact-based, global level playing field for ICT products.


During 2016 EWI will work globally to finalize, refine, and mobilize support for the framework among key government 


and private stakeholders. It is anticipated that the deliverables will include three key elements: (1) a set of principles, (2) 


a compendium of standards and best practices that suppliers should consider referencing in their internal requirements 


(and for their suppliers), and (3) mechanisms that buyers of ICT products can use to leverage their purchasing power to 


incentivize suppliers/providers to raise the bar on their security and product integrity processes and requirements.


56     http://exostar.com


Addressing supply chain risk at Huawei is part of the overall, company-wide assurance program that was discussed 


in some detail in Huawei's second security white paper, Cyber Security Perspectives: Making cyber security a part of 


a company's DNA – A set of integrated processes, policies and standards. This task falls under the purview of the 


Global Cyber Security and User Privacy Protection Committee (GSPC), which is the top-level cyber security and privacy 


management body of Huawei, responsible for ratifying the strategy of cyber security and privacy assurance, and 


providing oversight of its implementation. Members of the GSPC are both the decision-makers behind and the owners 


of cyber security strategy. They are responsible for implementing cyber security strategies in relevant fields and are 


subject to the monitoring of the audit committee.


9 Huawei's Approach to Supply Chain Risks
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Comprehensive supply chain management program


Supply chain is one of the business processes incorporated into security assurance, along with R&D, sales and 


marketing, delivery, and technical services. This integration is a fundamental requirement of the quality management 


system. Huawei reinforces the implementation of the cyber security assurance system by conducting internal auditing 


and receiving external certification and auditing from security authorities and independent third-party agencies. 


Huawei has been BS7799-2/ISO27001 certified since 2004. It complies with applicable cyber security standards and 


receives third-party certification when appropriate, such as ISO9001, ISO14001, OHSAS18001, ISO26000, ISO27001, 


C-TPAT, and ISO15408.


Huawei's over-arching information security management system is based on ISO 27000 standards and includes 


ISO 27001 certification. Huawei has established a supply chain security management system based on Huawei's 


requirements and processes for quality assurance, information security, environmental protection, and IT assurance, as 


well as the requirements of ISO28000 (supply chain security management) and C-TPAT10 (Customs-Trade Partnership 


Against Terrorism). The supply chain security management system has passed third-party certification requirements for 


ISO28000.


The Huawei supply chain management (SCM) program regards product quality as part of its strategic priority and 


continuously improves product quality and process efficiency through activities, such as Six Sigma, optimization 


projects, quality control circles (QCCs), the traditional suggestion box, and the Huawei Production System (HPS). For 
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Supplier Cyber Security System Qualification Standard


No. Item Weight Percentage Weighted Score Remarks


1 Security agreement 7%


2 Security system 12%


3 Product development 18%


4 Security test 20%


5 Third party software security 6%


6 Delivery security 5%


7 Product service security 5%


8
Vulnerability advisory and 
emergency response


16%


9 Traceability 5%


10 Personnel management 6%


Total


Grade


Supplier Name Audit Date


Audited Location Contact Person & Title


Lead Auditor Auditor


This audit checklist includes 10 items and 49 questions, each of 


which weights 5% to 15% of the total score. There are 1 to 10 


questions in each item to evaluate the supplier's cyber security.


Weighted Score Grade Risk Level


< 70% D Failed High risk


≥ 70% C Normal Medium risk


≥ 80% B Good Low risk


≥ 90% A Excellent Benchmark


Security agreement


Delivery security


20.00%
0.00%


40.00%
60.00%
80.00%


100.00%
120.00%


Third party software securityProduct service security


Security systemPersonnel management


Product developmentTraceability


Security testVulnerability advisory and 
emergency response


example, since the launch of Six Sigma in 2002, Huawei has extended its quality efforts from internal product quality 


to external customer satisfaction and from production to end-to-end supply chain process, such as planning and order 


management. Huawei has also optimized its development and supply chain management practices by referring to the 


Open Trusted Technology Provider Standard (O-TTPS), discussed later in this paper.


Huawei believes that malicious damage can occur at any point in the supply chain, so it is important to focus not 


only on individual activities, but also the supply chain as a whole. Supply chain threats fall into two major categories: 


tainted products and counterfeit products. Threats that can result in tainted or counterfeit products include malware, 


unauthorized parts, unauthorized configuration, scrap and sub-part parts, unauthorized production, and intentional 


damage.


As part of the effort to address supply chain risk, Huawei has established a comprehensive, ISO 28000-compliant 


supplier management system that can identify and control security risks during the end-to-end process from incoming 


materials to custom delivery. Huawei selects and qualifies suppliers based on their systems, processes and products, 


choosing those that contribute to the quality and security of the products and services procured by Huawei. Huawei 


continuously monitors and regularly evaluates the delivery performance of qualified suppliers and checks the integrity 


of the third-party components during each of the incoming material, production and delivery processes. Huawei 


records the performance and establishes a visualized traceability system throughout the process.
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Rigorous evaluation of suppliers


Through its global logistics management process and regional and country logistics processes, Huawei manages its global 


logistics in a hierarchical (global-regional-country) manner that supports the supply chain security management system. 


Huawei has deployed an IT system, Huawei Transportation Management (HTM), which enables visualization and monitoring 


of the transportation process. Huawei is committed to applying the newest industry security practices in the logistics process.


Huawei has established processes for supply chain return 
performance


Huawei sets requirements for the applicable return, or reverse-goods handling methods. We identify the modules that 


may contain personal data and mark them in our Product Data Management (PDM) system, optimize our logistics 


management system so that the personnel of each Huawei branch can automatically identify and manage these 


materials in the process of inbound and outbound handling based on local laws and regulations so as to meet all local 


requirements for obsolete and returned goods. To ensure the customer's data security, such as the risk that sensitive 


data might exist in the returned equipment, Huawei requires the customer to properly erase any data before the 


equipment is returned.


Huawei has developed supply chain cyber security baselines to ensure the integrity, traceability, and authenticity of 


the products in the supply chain. These baselines include requirements on physical security (entity delivery security), 


software delivery security, and organizational, processes, and personnel security awareness. Physical security baselines 


are designed to prevent physical access that might permit tampering or implementation of unauthorized code.


logistics process transparent management


Supply Center Central Warehouse Site Customer


Accurate information: ship to correct address


Exact time: exact time delivery


Accurate configuration: ship the correct goods


Right place: GPS electronic fence control


Exact time: delivery / receipt time interlock, 


upload on-site photo of completion of receipt 


and inspection


Correct goods: barcode collection


Authenticity & integrity inspection: 


customer can inspect device’s 


authenticity & integrity by NMS and


electronic label
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Huawei sets clear baseline standards to ensure supply chain 
security


Software delivery security ensures the end-to-end integrity of software by preventing unauthorized physical access to 


software and enabling technical verification. To manage risks related to incoming materials, Huawei inspects incoming 


materials based on the technical specifications for the materials and on relevant quality standards and materials 


guidelines, and then follows unique processes in each of the following phases of the product lifecycle: procurement, 


development, and supply chain.


Software management is a significant part of security management. Huawei uses key software security management 


methods for the supply chain, including strict access control and physical security. Huawei applies a unique Part 


Number for each software version (VRC), which will be delivered to customers, and this Part Number is used all the way 


through the software delivery process. In the software delivery process the system generates the related authorization 


and license automatically according to contract information; meanwhile, the system sends a software pre-loading 


request to the manufacturing (ATE) server automatically and deletes the software when the ATE test is finished. All of 


Supply Chain Cyber Security Baseline


There are 46 procurement cyber security red lines, covering five categories of material security, software outsourcing security, EMS 


security, Logistics security and Engineering services security. 


Structure of Procurement Cyber Security Baseline


Management 
Category


Material Security 
Software 


Outsourcing 
Security


EMS Security Logistics Security Engineering Services Security


Delivery 
Security


No backdoor or 
virus 


Security test Consistency Consistency 
Protecting personal data and 
privacy 


Background data 
security 


Software 
outsourcing 
delivery security 


Software burning 
security 


Shipment security 
No attacking or destroying the 
customer's network 


Consistency Security test 
Warehousing 
security 


No authorized operation 


Security test 
Virus detection and 
removal 


No use of unauthorized account 


Open source 
software security 


Configuration security No authorized access 
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these data transfers between systems are conducted automatically, without manual intervention, to avoid the risk of 


tampering. We keep detailed records for software loading and testing, and when we need to track something, such as 


a software version in the equipment of a certain site, it can be quickly located.


Huawei continuously improves its support systems and software distribution platform to support service engineers, 


provide upgrading services to customers, and support customer self-upgrading programs. Huawei adopts a hierarchical 


authorization management approach where only authorized employees can apply and download software (including 


digital signature files or digital certificate) or the software license from the support system and the software distribution 


platform according to the contract or the equipment requirements, otherwise, the system will deny the login or 


download. All requests and the individuals who accept the requests are fully logged for auditing purposes.


As a key part of the supply chain security management system, Huawei has established a traceability system covering 


the whole supply chain from material acceptance, material distribution, PCBA and testing, whole equipment assembly 


and testing, packaging, transportation to regional delivery. From this traceability chain, Huawei can quickly determine 


from which supplier what materials were purchased; in which products these materials were used; what specific 


software was uploaded to these products; to which country and customer these products were shipped (via which 


logistics service provider); and who the handlers were in all these processes and in production. At the present time 


Huawei can trace 258 categories of materials, including IC, memory devices, resistors, capacitors, PCBs, tin cream for 


soldering, etc., which account for 98% of the total production materials (the only materials that cannot be traced are 


fixtures, labels, packing materials, documents, package and specification). In order to realize the above-mentioned 


level of traceability, Huawei collects more than 0.2 billion pieces of barcode information, involving more than 30 billion 


fields.


Huawei established a traceability chain in the software delivery system (SDP), which keeps records of information 


about applicant, approver, customer name, contract number, product name, software part number, software version 


and license version to enable query and traceability. By integrating with contract and barcode application at regional 


warehouses, the traceability system accurately records information related to product delivery, contract, software 


version, time, and site.


Huawei started to build the barcode traceability system in 2000, and has worked to continuously optimize the system. 


At present, Huawei can successfully trace the following within one hour:


 • information about purchased materials (hardware, software)


 • purchased materials (hardware, software) used in various components


 • component used in each product


 • what software was loaded, which version of the software, and which license


 • component and product production process and who worked on them


 • component and product shipped to which country, which customer, for which contract


 • the transportation process


 • inbound and outbound records at destination country


 • Trace faulty component repairing records for both production process and reverse process.
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It is encouraging, and potentially quite significant, that there is now an internationally recognized tool available 


to help organizations address risks related to supply chain security, third-party providers, and product integrity -- 


the Open Trusted Technology Provider™ Standard (O-TTPS)57 -- recently recognized by the International Standards 


Organization (ISO) International Electrotechnical Commission (IEC) as ISO/IEC 20243:2015.58 The standard provides a 


set of prescriptive requirements and recommendations for organizational best practices that apply across the product 


lifecycle, many of which are highly correlated to threats of malicious tainted and counterfeit products and others that 


are more foundational.59 


The newly recognized standard goes beyond existing ISO standards in the breadth and depth with which it 


addresses supply chain risk,60 – primarily because it deals specifically with COTS ICT, and is applicable to all IT provider 


constituents in the chain. It also has an existing certification program for assuring conformance and identifying, on a 


10    Open Trusted Technology Provider 
Standard (O-TTPS)


57      The Open Trusted Technology Provider Standard – Mitigating Maliciously Tainted and Counterfeit Products (O-TTPS) V1.1 (July 2015) 
https://www2.opengroup.org/ogsys/catalog/C147; see also, ISO/IEC 20243:2015, "Information Technology -- Open Trusted Technology Provider™ Standard (O-TTPS) 
-- Mitigating maliciously tainted and counterfeit products" (2015) http://www.iso.org/iso/catalogue_detail.htm?csnumber=67394


58      http://www.opengroup.org/news/press/OTTPS-approved-as-ISO-IEC-international-standard. See ISO/IEC International Standard (ISO/IEC 20243:2015). See also, ISO/
IEC 15408: Information Technology – Security Techniques – Evaluation Criteria for IT Security (Common Criteria); ISO/IEC 27000:2009: Information Technology 
– Security Techniques – Information Security Management Systems – Overview and Vocabulary. See also, Information Security in Supplier Relationships, ISO/IEC 
27086-1-204, http://www.iso.org/iso/iso_catalogue/catalogue_tc/catalogue_detail.htm?csnumber=59648


59      See, Supply Chain Risk Management Practices for Federal Information Systems and Organizations, NIST Special Publication 800-161 (April 2015), 
http://dx.doi.org/10.6028/NIST.SP.800-161


60      See, for example, ISO/IEC 15026 (Systems and Software Assurance: A four-part, international standard provides an "assurance case" linked to life-cycle processes) 
and ISO/IEC 27036 (Information security for supplier relationships: This international standard addresses the issue of how data is protected in a supplier/acquirer 
relationship).


The Open Group Trusted Technology Forum


A global industry-led initiative defining best practices for secure engineering and supply chain integrity so that you 


can “Build with Integrity and Buy with Confidence™” 
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public registry, any Open Trusted Technology Provider™ that conforms. The O-TTPS was developed by The Open Group 


Trusted Technology Forum (OTTF), a cross-industry forum of providers and other stakeholders, which includes Huawei 


as a member. The OTTF set about to identify and memorialize a collection of applicable secure engineering and supply 


chain security best practices whose systematic use can make a vendor's products worthy to be considered more secure 


and trusted by commercial or governmental enterprise customers. The member organizations contributing to the work 


included a broad range of global suppliers, buyers of products and third-party test labs.


The O-TTPS is intended to mitigate the risks associated with tainted and counterfeit products, which can result in: 


product failure, degraded performance, and weakened security mechanisms, allowing rogue functionality, critical 


damage and theft of intellectual property. Counterfeit products can have several consequences. For customers, if the 


product fails at a critical point, it can affect productivity, revenue, and reputation. For providers, it can impact the 


revenue stream and damage brand and reputation.


Significantly, accreditation is only granted after an independent third-party evaluator confirms that the applicant 


company has produced sufficient evidence to demonstrate conformance with the O-TTPS requirements. The scope of 


the accreditation can be based on an entire company, a business unit, or one or more product lines.


The O-TTPS can help to meet the need of suppliers and buyers of ICT for greater clarity than they get from multiple 


standards to affect what they develop and how, and what they purchase and why. The O-TTPS helps organizations 


move past multiple standards to zero in on key requirements that have been previously referenced by multiple sources 


and help stakeholders focus in on what vendors/producers should be doing collectively to improve the security of 


products.


ISO recognition of the O-TTPS -- with its genesis, breadth of applicability, and requirements for independent verification 


-- is precisely the kind of development that we have been calling for in our security white papers: the need for 


governments and private organizations to work collaboratively to reach agreement on principles, laws, standards, best 


practices, norms of conduct, and protocols – accepting that trust has to be earned and continuously validated.


Prior to the O-TTPS, most accreditation offerings dealt with the products themselves, with the government focusing 


on product evaluation as the only available way to address risk concerns. However, those product-based evaluations 


did not address concerns related to functions and processes such as what happens during creation of the code 


itself, or during the outsourcing of code creation, or in purchasing open source software, or what happens in 


the manufacturing facilities and throughout the supply chain. Additionally, the standard, by addressing process 


requirements, complements existing standards covering product security functionality and product information 


assurance, such as ISO/IEC 15408 (Common Criteria).61 


The O-TTPS industry best practices for trusted technology providers are applicable to each of the various constituents 


in the IT supply chain: original equipment manufacturers (OEMs), hardware and software component suppliers, 


integrators, value-add resellers and distributors.


The best practices within the O-TTPS have been organized and defined by category, with best practice requirements 


for each category in turn contained within the subsections of the particular category. The idea is that an organization 


consistently conforming to the requirements within the best practice categories will be most effective in managing the 


product security risk.


61      The Open Group Trusted Technology Forum OTTF™), "Open Trusted Technology Provider Framework (O-TTPF™) -- Industry Best Practices for Manufacturing 
Technology Products that Facilitate Customer Technology Acquisition Risk Management Practices and Options for Promoting Industry Adoption," (February 2011), p. 5. 
https://www2.opengroup.org/ogsys/ServePublicationGraphic?publicationid=12341
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62     Ibid., p. 8.
63      The Open Trusted Technology Provider Standard – Mitigating Maliciously Tainted and Counterfeit Products (O-TTPS) V1.1 (July 2015), p. 16, 


https://www2.opengroup.org/ogsys/catalog/C147, https://www2.opengroup.org/ogsys/catalog/C139. See also, ISO/IEC 20243:2015, "Information Technology -- 
Open Trusted Technology Provider™ Standard (O-TTPS) -- Mitigating maliciously tainted and counterfeit products" (2015) 
http://www.iso.org/iso/catalogue_detail.htm?csnumber=67394


64     The Open Trusted Technology Provider Standard – Mitigating Maliciously Tainted and Counterfeit Products (O-TTPS) V1.1 (July 2015), p. 15.


The categories chosen represent the most critical areas within the processes related to development and manufacturing 


"where risk management and assurance have the greatest impact on the quality and integrity of a commercial off-the-


shelf (COTS) technology product."62 It is anticipated that the categories and associated practices will change over time 


as methods and techniques identified and adopted by technology providers (suppliers of technology components or 


product or solution vendors) change.


The critical categories of the O-TTPS are grouped under two groups, relating to the product life cycle: Technology 


Development and Supply Chain Security. The activities of a provider of a COTS ICT product, under Technology 


Development, are primarily within the purview of the provider's in-house supervision as to whether and how they are 


executed.


The Technology Development category of the product lifecycle includes the Product Development/Engineering Method 


and the Secure Development/Engineering Method. As seen in current practice and as envisioned by the OTTF, trusted 


technology providers are those who "use a very well defined, documented, and repeatable product development or 


engineering method and/or process,"63 the effectiveness which is generally managed using metrics and managerial 


oversight.


Similarly, when designing and developing their products, trusted technology providers are those who employ a secure 


engineering method. The providers and suppliers of software often employ methods or processes to uncover and fix 


or remediate exploitable vulnerabilities and to assure the security and resiliency of the products. So the providers and 


suppliers of hardware use processes to protect against counterfeit software or hardware and mitigate the risk from 


software that is unverified or demonstrably counterfeit.


The Supply Chain category in the O-TTPS addresses the way Open Trusted Technology Providers manage their supply 


chains through the application of defined, monitored, and validated supply chain processes. The O-TTPS Supply Chain 


Security activities focus on best practices where the provider must interact with third parties who produce their agreed 


contribution with respect to the product's life cycle. Here, the provider's best practices often control the point of 


intersection with the outside supplier through control points that may include inspection, verification, and contracts. 


These processes, embodied in best practice requirements and recommendations, seek to ensure the security of the 


supply chain throughout the life cycle.64


The Accreditation Program for the O-TTPS guarantees that the provider is using the specified practices in accordance 


with the O-TTPS requirements. When an Open Trusted Technology Provider™ is successfully accredited, there is formal 


recognition of conformance to the specifications of the standard.


By describing how companies and organizations can securely develop and manufacture products, the O-TTPS 


Accreditation Program will facilitate the awareness and use of the best practices across the industry. The global 


technology supply chain is comprised of consumers, integrators, vendors, and manufacturers. While it may not be 


possible, much less practical, to procure exclusively from trusted local suppliers, the O-TTPS can make it easier for 


the buyers of ICT to act responsibly in their procurement strategies and decision making relative to the integrity of 


technology products, and easier for ICT stakeholders to foster accountability.
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There is no magic formula for how to help move organizations along the path from relative ignorance to awareness 


that supply chain risk is something they should worry about, to an understanding of what they can and should do to 


address the risk, to driving concrete action– but it is clear that talk alone is not going to do it. With the passage of time 


in the face of a growing threat and insufficient action, supply chain risk continues largely unabated. That is among 


the reasons we are so supportive of the NIST Framework, the O-TTPS, and the various steps we see being taken in the 


form of positive initiatives and efforts around the world. And why we are proud of our three security white papers.


There a number of internal and external drivers that can motivate an organization – public or private – to better 


understand and reduce risk. These include statutory and regulatory requirements,65 customer requirements and 


customer contractual provisions, due diligence requirements of members of organizational Boards of Directors and 


C-level executives, insurance incentives and requirements, a desire to maintain performance compared to competitors, 


and the desire to sell products and services.


Although formal government statutes and regulations are only one way to motivate organizations to action, 


government, major organizations, industry groups, think tanks and academia can play very important roles as 


conveners and facilitators to help bring about action leading to demonstrable progress using any number of the 


motivators listed above. Governments, critical infrastructure owners and operators, and major private organizations– 


including both buyers and providers of ICT products–have critical roles to play in reducing cyber risk to networks, 


systems, and services of government, critical infrastructure and private organizations.


The role of governments is not limited to situations where the government has specific regulatory authority over a 


particular sector of the economy, and whether or not government chooses to use the authority it has. A crawl-walk-


run approach to risk can have advantages over the inertia of inaction, or waiting for some day in the future when 


some perfectly formed model or mechanism may appear that provides greater clarity on a detailed set of actions that 


will be required or even recommended. The risk is too great to idly sit by and wait.


Internationally, on the supply side of the ICT market, governments, private organizations, and industry groups can help 


to bring together the major suppliers of ICT and promote collaboration among them to identify the standards and 


best practices and guidelines that they think make the most sense for suppliers to follow to be considered as trusted 


providers. The O-TTPS and the NIST Framework could be good reference documents to include in those conversations.


On the demand side, governments or private groups would do well to initiate conversations among major buyers of 


ICT about what security requirements they should consider asking of, or requiring from, their suppliers. Convening 


meetings of representatives of key sectors of critical infrastructure could identify sector-specific security requirements 


that cut across the sector. Using a crawl-walk-run approach might encourage sector representatives to come up with 


at least some initial requirements, which could be supplemented by the more specific risk-informed requirements of 


particular organizations, and then modified over time by sector representatives and individual organizations based on 


11    Driving Change: How to Motivate 
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65      The U.S. National Defense Authorization Act of 2016 requires the Secretary of Defense to complete an evaluation of the vulnerabilities of all major U.S. weapons 
systems and propose mitigation strategies by December 31, 2109, with periodic reporting to Congress and others. 
https://www.congress.gov/bill/114th-congress/house-bill/1735/text#toc-H6234F5DE9FA74324AF387AF9B14DBC16
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66     http://pr.huawei.com/en/connecting-the-dots/cyber-security/hw-401493.htm


experience and changes in the risk environment of the sector or organization.


Where possible, requirements should be built into contractual provisions so that there are clear, quantifiable 


consequences for a failure to meet them. Any commonality between requirements of different sectors and government 


could create substantial business drivers to incentivize suppliers to raise the bar to meet the requirements. This is 


the thinking behind our third security white paper, "Cyber Security Perspectives 100 requirements when considering 


end-to-end cyber security with your technology vendors" (December 2014).66 One of the greatest incentives for any 


organization to raise the bar on their cyber security practices – including how they address supply chain risk – is the 


desire to sell products and services. The conduct of buyers is critical to driving real progress.


Governments, private organizations, industry groups, and others can learn from the experience of the collaborations 


discussed above and decisions can be made about whether and how to amend statutory or regulatory requirements 


and government and private organizations can collaborate to use non-regulatory motivators to impact possible 


voluntary collective actions.


For example, the process described above could influence insurance companies to consider cyber risk in the threshold 


requirements they might set for organizations to get coverage at all, as well as the traditional view that cyber risk 


mitigation efforts can result in insurance coverage that may be more affordable and/or more comprehensive. In 


addition, government and major buyers of cyber insurance could perform a convening function to bring together 


insurance companies to share information about more targeted, risk-informed security requirements for their coverage 


and underwriting.


Governments and private industry can collaborate to communicate with industry associations, sector groups, and 


individual organizations about the importance of the risk and what organizations can and should do to better 


understand their risk and relative risk posture compared to competitors and others in their respective sectors. This kind 


of executive communication – preferably done in concert with respected industry groups and corporate leaders – can 


directly impact the due diligence requirements of the leaders of organizations, particularly publicly traded ones. It can 


also motivate organizational leaders to take action to keep them at least roughly consistent with their competitors, if 


not for competitive reasons then at least in part because of the impact on their reputation if they are not.
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We conclude where we began. We must build on the work that has been done to create awareness of supply 


chain risk and what needs to be done about it, and work harder – collaboratively – to drive real progress to better 


understand and address that risk. Governments and the private sector have to work together and neither can afford 


to wait for the other to step up and act. To help protect national security, public safety and law enforcement, the 


availability of government services, critical infrastructure, and private organizations, and the privacy of information of 


organizations and individuals, a government should use its capability as a convener and facilitator – and as a regulator 


when absolutely necessary -- to raise awareness and drive progress regarding supply chain risk, hopefully in each 


instance informed by experts in private organizations, academia, and government.


Organizations should employ proven success factors and activities to better understand and seriously address, 


and effectively manage, cyber security and privacy risk. Organizations should consider the NIST Framework, or its 


equivalent, to understand the unique risks to their organization and where they should want to work toward going 


forward. In addition, organizations should take seriously the importance of understanding and addressing the risk they 


face from suppliers and third-party providers across the entire lifecycle of products.


Let's use available tools at our disposal, such as the Open Trusted Technology Provider Standard (O-TTPS) – or at least 


the proven methods and processes it references – preferably with independent verification that we are doing so, for 


the sake of our reputations and the trust of our customers, and to live up to the commitment that our respective 


organizations have or should make, to address cyber security and privacy risk in an effective manner for the good of 


the global community.


Let's support the objectives and work of the EastWest Institute initiative to promote the global availability and use of 


more secure ICT products and services through a principle-based, risk-informed, fact-based level playing field for ICT so 


that all the world can share in the benefits of the innovation, competitiveness, and connectivity of the most modern 


information and communications technology.


Finally, the greatest incentive to drive faster and more substantial progress in the availability and use of more 


secure ICT products and services is perhaps the key message in our Top 100 Requirements white paper: we need to 


work collaboratively to make the buyers of ICT more informed about what they should consider using as security 


requirements for their purchasing, make them more consistent in the use of such requirements, and make them 


more organized in working with like-minded buyers to strengthen and leverage their purchasing power to drive the 


availability and use of more secure ICT products and services, as well as to facilitate accountability for those who fall 


short.


In conclusion, it is our hope this paper contributes to greater collaboration, discussion, understanding, commitment, 


and concrete action to reduce global ICT supply chain risk.
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Huawei is a leading global information and communications technology (ICT) solutions provider. Driven by responsible 


operations, ongoing innovation, and open collaboration, we have established a competitive ICT portfolio of end-to-


end solutions in telecom and enterprise networks, devices, and cloud computing. Our ICT solutions, products, and 


services are used in more than 170 countries and regions, serving over one-third of the world's population. Huawei is 


committed to enabling the future information society, and building a Better Connected World. We have over 170,000 


employees, and the average age of our employees is 32.5. On average, 72% of our people are locally-employed 


in countries where we operate. More than 140 capital cities have adopted Huawei LTE solutions, and we have 


commercially deployed over 400 LTE networks and over 180 EPC networks.


Huawei has a leading role in the industry through continuous innovation and has one of the most significant IPR 


portfolios in the telecommunications industry. Huawei respects and protects the IPR of others. Huawei invests more 


than 10% of its sales income into R&D, and 45% of our employees are engaged in R&D. In 2015, Huawei invested ¥ 


59.6 billion ($ 9.18 billion) in R&D, increasing by 46.1% and accounting for 15.1% of the total annual income of 2015. 


The total investment in R&D in the last decade is over ¥ 240 billion ($ 36.97 billion).


By December 31, 2015, Huawei has been granted 50,377 patents, and has applied for 52,550 patents in China and 


30,613 patents outside China in total. Compared to the quantity, Huawei attaches more importance to the commercial 


values and quality of IPR. Since 2010, our 849 core proposals on 3GPP LTE have been granted, ranking No. 1 in 


industry. Huawei holds a leading position globally in terms of patents in fiber to the premises (FTTP), Optical Transport 


Network (OTN), G.711.1 (fixed broadband audio) and so on. The protection of IPR is therefore critical to the ongoing 


success of Huawei, and because of this, Huawei is an advocate of IPR protection.


We have 16 research centers around the world, 36 joint innovation centers, and 45 training centers. About 60% of 


our revenue is generated outside of Mainland China. 70% of our materials come from non-Chinese providers, and the 


United States is the largest provider which accounts for 32%.


Huawei has acquired an accumulated total of over 450 contracts for managed IT and CT services, supported 23 of 


top 30 operators worldwide, and served over 150 networks in more than 85 countries to help customers achieve 


operational excellence. For cloud computing, Huawei has over 500 partners, 1000 customers, and deployed 255 cloud 


data centers.


In 2015, Huawei shipped over 100 million smartphones with an increase of more than 40% year-over-year.


Huawei is passionate about supporting mainstream international standards and actively contributes to the formulation 


of such standards. As of December 31, 2015, Huawei had become a member of over 300 standards organizations, 


industry alliances, and open source communities, holding more than 280 important positions. Huawei is a board 


member of IEEE-SA, ETSI, WFA, TMF, OpenStack, Linaro, OASIS, and CCSA. We submitted more than 5,400 proposals 


in 2015, with the total number exceeding 43,000.


The Employee Shareholding Scheme (the "Scheme") involves 79,563 employees as of December 31, 2015. The Scheme 


effectively aligns employee contributions with the company's long-term development, fostering Huawei's continued 


success. This gives us the ability to take a long-term view; it also ensures balance among risks, rewards, and strategies. 


Employees know if we do not excel at serving our customers or if we undertake inappropriate activities, their equity 


and pensions may be affected.
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In our White Paper, Making cyber security a part of a company’s DNA - A set of integrated processes, policies 


and standards, published in October 20131 we detailed our comprehensive approach to end-to-end cyber security 


processes. We stated that we had taken the opportunity to document the Top 100 things our customers talk to us 


about in relation to cyber security. In essence, that list includes some of the questions anyone may wish to ask their 


technology vendors when it comes to their approach to cyber security. This White Paper details that Top 100. It is a list 


that focuses on what buyers of technology should ask their technology vendors.


The purpose is to provide suggestions based on questions posed to Huawei and our assessment of a range of 


“standards” and best practice so that buyers can systematically analyse vendor cyber security capability when asking 


for or responding to tenders. 


In detailing this Top 100 we have taken reference from many sources:


 • First and foremost, we have listened intently to our customers. What are their issues and concerns? What is it that 


they worry about? What are their requirements, the requirements of their industry or their country? 


 • As a global leader in the ICT industry covering everything from large-scale telecommunications infrastructure 


to cloud computing, enterprise and consumer solutions, we possess a wealth of knowledge in our 150,000 


employees, scientists and engineers – we have harnessed their knowledge and their passion to get it right.


 • Finally, we have scanned over 1,200 “standards”, articles or “best practice” to ensure some level of consistency.


We recognise that in many countries the legal and industry requirements relating to cyber security are increasing. 


Indeed it is not uncommon to see governments and regulators beginning to pass the accountability, and subsequent 


liability for failure, of cyber security onto national critical infrastructure providers and computer or IT service providers. 


More and more companies will be forced to detail the approach they take to cyber security and detail what analysis 


and assessment they undertook on their technology vendors and service providers. 


The time for a service provider to say “I didn’t know” or “I thought they were good and capable” is rapidly running 


out. The time where buyers of technology do not use consistent evaluation questions for all of their suppliers is 


coming to an end. In a globally intertwined world the threat can, and does, come from everywhere. This Top 100 gives 


you a starting point for beginning to mitigate your own risk when evaluating a supplier’s capability on cyber security, 


and crucially we believe the more demanding the buyer and the more consistent buyers are in asking for high quality 


security assurance, the more likely ICT vendors are to invest and to raise their security standards.


The bulk of the White Paper details the 100 items we believe, based on our research, you should consider when 


selecting technology vendors. They are broken down into sections covering: strategy governance and control; 


standards and processes; laws and regulations; human resources; research and development; verification; third-party 


supplier management; manufacturing; delivering services securely; issue, Defect and Vulnerability Resolution; and 


finally audit.


Each section details a number of requirements you should consider asking your technology vendors. We also provide 


some additional rationale why this might be important. Some of these questions may well help you in your own 
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organisations in terms of what the internal auditors may look at, what your own governance might want to consider, 


and indeed what your Board and Audit Committee may ask.


Lastly, we make a number of pleas to the standards bodies:


 • First of all, we should come together to reduce any overlap and duplication between the differing standards.


 • Second, the various standards should be reconstructed so that they are built on consistent building blocks: for 


example, governance and control should be the same building block for all standards that require this, not a 


slightly different module in many standards.


 • Third, we need to focus more on outcome measures where this is possible, rather than defining the input or task.


From our part we encourage as many companies, policy advisers, vendors and buyers as possible to consider this 


initial Top 100 as "version 1.0" and make suggestions on how it could be improved. In that spirit, we are delighted to 


announce that the EastWest Institute (EWI) has agreed to take this initial Top 100 and, using its extensive knowledge 


and networks, shepherd the evolution of updated and more tailored versions. We look forward to the Top 100 


concept becoming an integral part of a buyer's approach and helping the ICT industry drive to greater improvements 


in product and service security design, development and deployment.


In our White Paper, Making cyber security a part of a company’s DNA - A set of integrated processes, policies 


and standards, published in October 20132 we detailed our comprehensive approach to end-to-end cyber security 


processes. We stated that we had taken the opportunity to document the Top 100 things our customers talk to us 


about in relation to cyber security. In essence, that list includes some of the questions anyone may wish to ask their 


technology vendors when it comes to their approach to cyber security.


We termed this list a “Reverse Request for Information (RFI)”. In essence it is a potential list of cyber security 


requirements that buyers should consider asking their vendors if they can meet – i.e., we have reversed the process, 


we are asking customers to ask us, as vendors, how we deal with cyber security.


This third White Paper documents the Top 100 items and the approach we took to developing them.


Let us start with discussing what is it about cyber security that makes the development, agreement and 


implementation of an international set of standards, norms and practices so difficult to achieve. Is it because the 


prize of doing this is not sufficient to warrant the effort? Clearly that cannot be true when you read about the alleged 


substantial losses due to cyber crime. Is it because it has not reached the corporate agenda or political agenda? That 


cannot be the case either given the number of international government conferences on cyber crime and indeed the 


significant press reporting of data breaches, intellectual property loss and online service disruption due to denial of 


service attacks. Maybe it is because the scale of the challenge is too great and we do not know where to start, maybe 


it is because there are too many views on “standards”, “best practices” and “guidance. We would certainly agree this 


may be a contributing factor as we stated in our last White Paper, “the problem with standards is that they are not 
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3


standard”. Finally when you analyse what is available they tend to focus on the enterprise or government department 


and in some instances the end-user, but few if any, really focus on the producer of the hardware and software – the 


vendor.


The reality is we will never get to “one standard” given the breadth of technology but what we can do is to focus on 


the key requirements that are often documented (maybe using different words) in many of the standards, codes and 


best practice, but position them to focus on what vendors should be collectively doing to improve the security of their 


products.


In this White Paper we set out to detail the most frequent non-technical questions we are asked by our customers and 


other stakeholders when it comes to cyber security. In this context, “most frequent” also means the ones that generate 


the most conversation or review or follow-up questions. We have taken “poetic licence” to tweak the questions 


posed to us to make them generic. We have also added questions to reflect the latest issues, such as the Snowden 


revelations, and filled in any gaps in the questions to make each section cohesive.


As a contribution to the ongoing debate and work on assessing “what does good look like” in cyber security, we put 


forward these questions as part of our collective continuing enhancement of knowledge.


In detailing these questions we have not tried to prioritise them or indeed put them into any particular framework 


or methodology. In essence for each of Huawei’s core processes we have detailed the question where it broadly sits 


within a Huawei process.


This list by its very nature cannot be comprehensive for every industry or cover every law and every technical 


standard; that is not the purpose. The purpose is to provide suggestions based on questions posed to Huawei and 


our assessment of the subject of “standards” and best practice so that buyers can systematically analyse vendor cyber 


security capability when responding to tenders and can use this information to strengthen the quality of their RFIs and 


Requests for Proposals (RFPs) when seeking the best vendor(s) to meet their immediate and longer-term technology 


needs.


We fervently believe that the more demanding the buyer and the more consistent the buyers in asking for high quality 


security assurance the more likely the ICT vendors are to invest and raise their security standards.


Together we can augment the quality of security considerations in technology products and services, and from this we 


can collectively do more to enrich people’s lives through the use of ICT. 
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In detailing this Top 100 we have taken reference from many sources:


 • First and foremost, we have listened intently to our customers. What are their issues and concerns? What is it that 


they worry about? What are their requirements, the requirements of their industry or their country? In doing this 


we are blessed with thousands of visitors to our HQ campus in Shenzhen where we demonstrate our values, our 


capability, and our policies and approach – this stimulates many questions and thoughts and we thank our guests 


for their insights. 


 • As a global leader in the ICT industry covering everything from large-scale telecommunications infrastructure 


to cloud computing, enterprise and consumer solutions, we possess a wealth of knowledge in our 150,000 


employees, scientists and engineers – we have harnessed their knowledge and their passion to get it right.


As a company we are passionate about supporting mainstream international standards and actively contribute 


to the formulation of such standards. By the end of 2012, Huawei had joined over 150 industry standards 


organisations, such as the 3GPP, IETF, ITU (International Telecommunication Union), OMA, ETSI (European 


Telecommunications Standards Institute), TMF (Tele Management Forum), ATIS, and the Open Group, among many 


others. In total, Huawei submitted more than 5,000 proposals to these standards bodies and we hold more than 


180 positions supporting the drive for agreed international standards. In relation to standards and frameworks, we 


have contributed to the development of the emerging U.S. National Institute of Standards and Technology (NIST) 


framework, we support the enhancement to ISO27001, and we are an active contributor to the work and concept 


of ITU and 3GPP. We have referred to much of this material in informing the Top 100.


 • Finally, we have scanned over 1,200 “standards”, articles or “best practice” to ensure some level of consistency.


However, the Top 100 is not meant to be a comprehensive shopping list of questions that you pose to your vendor, 


although we do hope many of you will use the document as a reference. Asking the question is easy but skill is also 


required to understand the answer, ensure the answer is accurate, demonstrable and auditable.


Lastly, we make a number of pleas to the standards bodies:


 • First of all, we should come together to reduce any overlap and duplication between the differing standards.


 • Second, the various standards should be reconstructed so that they are built on consistent building blocks: for 


example, governance and control should be the same building block for all standards that require this, not a 


slightly different module in many standards.


 • Third, we need to focus more on outcome measures where this is possible, rather than defining the input or task.


For our part we would be delighted to receive your feedback on this Top 100 – what should be added, removed or 


modified – so that we can produce a version in the future incorporating your additional input.


3  The Methodology for Capturing and 
Refining the Questions
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We recognise that in many countries the legal and industry requirements relating to cyber security are increasing. 


Indeed it is not uncommon to see governments and regulators beginning to pass the accountability, and subsequent 


liability for failure, of cyber security onto national critical infrastructure providers and computer or IT service providers. 


This is a dilemma, as in the event of say a substantial data loss, or loss of service, it is likely that the government or 


regulator will question the service provider on their approach to cyber security (assuming it was a security incident). 


More and more companies will be forced to detail the approach they take to cyber security and detail what analysis 


and assessment they undertook on their technology vendors and service providers. The dilemma is magnified by the 


fact that cyber security in its broadest definition is complex – from law to manufacturing, from service to human 


resources, from governance to research and development – few people in the world have such breadth and depth, 


and few therefore know what questions to ask and what evidence to look for.


The time for a service provider to say “I didn’t know” or “I thought they were good and capable” is rapidly running 


out. The time where buyers of technology do not use consistent evaluation questions for all of their suppliers is coming 


to an end. In a globally intertwined world the threat can, and does, come from everywhere. This Top 100 provides a 


starting point for beginning to mitigate your own risk when evaluating a supplier’s capability on cyber security.


In this section you will find the top 100 requirements we believe you should consider when considering the security 


capability of your vendors. Not all of them will be applicable all of the time. Not all of them will be applicable to all 


levels of your organisation. Not all of them will be applicable for all purchases. What we hope from this list is that you 


will gain a greater understanding of what you need to consider when selecting vendors and that you can use some of 


this list, supplemented with your own requirements, to drive up the focus of security in every technology vendor.


The questions are broken down into broadly the same sections as our second White Paper which we published in 


October 2013. In that document we published a comprehensive view of our approach to cyber security.


When reading the Top 100 you may well think that some of the questions could be consolidated. We have thought 


long and hard about this and have attempted to keep the questions quite specific. The more we consolidated, the 


more we risk losing focus. There is also subtlety in some of the questions where a follow-up question has moved onto 


the next stage of a lifecycle or process and is asking a slightly different question. Please feel free to change them as 


you wish as our overriding desire is to augment the quality of security consideration within all technology vendors.


4.1   Strategy, Governance and Control


If cyber security isn’t seen as a priority by a Board and senior officials, it won’t be seen as a priority by the 


organisation’s staff. Ensuring that cyber security is imbedded into the organisational design, governance and internal 


control framework of any organisation is the starting point for the design, development and delivery of good cyber 


security. 


4  Questions and Issues to Consider in 
Designing a Strong Cyber Security Program
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The requirement Additional considerations…


1.  Does the vendor have 
a formal strategy 
and approach to risk 
management, information 
and cyber security risk?


• If there is no strategy it is unlikely that investment or resources will be allocated.
• The organisation should understand the cyber security risk to organisational operations 


(including mission, functions, image, or reputation), organisational assets, and individuals.
• The absence of a strategy leads to random results and a lack of consistency and 


repeatability of quality and security. 
• If there is a strategy but that is without effective approaches, that strategy will simply 


become empty promises.


2.  Do your vendors have 
appropriate governance, 
organizational design, 
policies and procedures to 
support their strategies?  
And regularly update 
their strategies to adapt 
to the latest cyber 
security environment and 
requirements?


• If cyber security is built into the governance and fabric of “the building”, it will then have 
a comparable importance to say the Finance Committee or the Strategy Committee.


• Identifiable and demonstrable Board committees, policy papers, standards and key audit 
control points all imply that this is embedded in the organisation and therefore taken 
seriously.


• If it is not important to the Board and senior leaders it will not be important to the staff, 
so this must be demonstrable.


3.  What governance structure 
does the vendor have in 
place that demonstrates 
that cyber security is a core 
strategic and operational 
focus of the business? Do 
they have a dedicated 
Board Committee on cyber 
security, how does this 
operate?


• A dedicated committee led by a senior board member will show that this is company 
priority and not just a tactical activity delegated to the technical staff.


• If the committee has key board members on it, as they are the only ones who can effect 
substantial change, it shows top-level commitment.


• If such a committee is a decision-making body that sets the overall direction of cyber 
security strategy and approach, it proves the Board is actively engaged.


• If board members are briefed and they carry out reviews when things go wrong, and they 
are involved in crisis management, it shows they are close to the operational reality.


• If senior management clearly expresses their expectations in terms of strategic objectives 
and priorities, available resources, and overall risk tolerance, and assigns responsibilities 
in achieving results, that will ensure that everyone understands the importance of cyber 
security. 


4.  How does the vendor 
ensure that cyber security 
gets addressed in its 
business, how are Board 
Members connected into 
what is happening in the 
business, and how are they 
held accountable? 


• There should be a clear link showing how any top-level Board Committee oversees the 
execution of the strategy.


• Vendors should be able to demonstrate integrated links from the strategy through to the 
furthest point in the business (next to the customer) and back.


• Can the vendor provide evidence that board members and senior executives have 
clear personal responsibility for taking action on cyber security, or do they just sit on a 
committee?


5.  What approach does the 
vendor take to ensure that 
every part of their business 
considers the impact 
of security? How is this 
done in a consistent and 
repeatable way? 


• Cyber security is everyone’s challenge and everyone must be part of the solution. The 
ability to demonstrate this “all-of-company” approach to deciding what happens and 
what doesn’t, ensures that security becomes part of the DNA of the business.


• The more that cyber security is centralised to a handful of individuals in “HQ”, the more 
it only becomes “their” problem. End-to-end means end-to-end resources must be 
involved.


• How do other parts of the business take this corporate strategic direction and use the 
information as inputs into their risk management and operational process?


6.  What is the vendor’s 
approach to resourcing 
cyber security activities? 
Is it all done via a central 
dedicated team or is 
each part of the business 
involved including regional 
security resources?


• Whose problem is it? If it isn’t my problem and my performance does not include the best 
approaches to security, then I will not address the challenges. The organisational design 
and the way a vendor embeds security determines if it really is an all-of-company strategy 
or just a bolt-on being addressed by a few people.


• Companies should be able to demonstrate for all major functions how risk management 
and cyber security is embedded into their activities including processes and resources.


• Companies should also be able to demonstrate how local security requirements are 
monitored and dealt with within corporate processes.
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The requirement Additional considerations…


7.  Every company has security 
incidents, how does the 
vendor learn from their 
security incidents? How 
are they reviewed by their 
senior executives so that 
learning is incorporated 
back into what they do?


• A “blind” board is a poor board. It is often said that only those at the very top of an 
organisation can stimulate the biggest change of behaviour and approach. If they do not 
see the security failings or incidents, they do not understand what their customer sees or 
recognise what they have to personally change in their business.


• The company should be able to demonstrate regular reporting to a Board-level committee 
on what incidents have occurred, what lessons have been learnt from those incidents and 
how have things been improved following the incidents.


8.  Have the vendor’s internal 
IT systems ever been a 
victim of a cyber-attack, 
and how have they learned 
from this to improve their 
products and services? 


• A company’s ability to learn from its own security challenges better equips it to 
understand the challenges its suppliers might face and how to mitigate challenges from a 
risk perspective.


• A company should be able to demonstrate “how it takes its own medicine” when it 
comes to cyber security.


4.2   Standards and Processes


To get a repeatable quality product demands repeatable quality processes and standards and a similar approach by 


your vendors employees and suppliers. Cyber security is the same: if their processes are random or their approach to 


cyber security standards is random, the quality, safety and security of the end-product will also be random. 


The requirement Additional considerations


9.  Does the vendor adopt and 
support any global standards 
within the broad definition 
of cyber security? What 
standards do they conform 
to and in which standards 
bodies do they hold senior 
roles or actively participate in? 


• If the culture of the business is to adopt international standards whenever possible and to 
be open to integrating best practices into business processes it is likely to be in harmony 
with the latest thinking on cyber security.


• A company that is part of the standards community supporting the development and 
adoption of cyber security standards demonstrates that the company is open to adopting 
best practices and standards.


• Can your vendor demonstrate support and acceptance for the technical standards that 
are applicable to your company


• in order to enhance the trustworthiness of independent software testing you may want 
to explore how the vendor adopts testing best practices in industry (such as Common 
Criteria),  and strive for standardization so as to enhance the internal cyber security 
testing capability and quality


10.  How does the vendor 
determine what best 
practices and standards (or 
laws) should be followed? 
What processes did they go 
through to determine and 
resolve conflict between laws 
and standards and how do 
they keep this up-to-date? 


• The problem with standards and best practices is that “good” is in the eye of the 
beholder. A mechanism to keep up-to-date shows customers that they are getting the 
latest requirements. To really apply the broadest set of views, standards and ideas means 
that a company must continually assess how others are addressing the challenge and 
build new improved thoughts and requirements into their operations.


• The company should be able to demonstrate a comprehensive approach to scanning the 
world for best practices, standards, codes etc., and distilling this into a set of company 
policies, procedures, and baselines.


11.  In an effort to conform 
to a range of technical 
standards, what teams or 
capabilities does the vendor 
have to support a wide 
range of management 
and technical standards 
including cryptography?


• You will need to extend this list of requirements to specify a range of both management/ 
process standards, such as ISO 27000 series, and a range of technical standards for your 
industry, such as X.805, PCI, and OWASP.


• You will need to satisfy yourself that the vendor can accommodate existing standards and is 
prepared to modify their technology as standards are revised and new standards are developed.


• Cryptography/ encryption is a specialised area, sometimes governed by local laws. You 
will want to satisfy yourself that your vendor has encryption/cryptography dedicated 
resources and understands legal as well as technical requirements
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4.3   Laws and Regulations


The law is complex, variable and ever-changing. As you will know, just because a country has a law does not mean 


that it is implemented; if it is implemented, it might be implemented in different ways or there might be different 


interpretations of the same law or code. Laws, codes, standards and international controls add complexity and risk to 


a supplier and a business. 


The requirement Additional considerations


12.  How does the vendor 
assess and attempt to 
understand the cyber 
security and privacy laws 
and requirements in the 
countries in which they 
operate? How is this 
information used in the 
design, development 
and operation and 
maintenance of their 
products and services?


• In addition to the fact that inconsistent laws in different countries where a global 
company does business pose obvious challenges, the problem with laws and codes is that 
the interpretation might be different. It is important that a company has a mechanism to 
keep up-to-date on and assess laws and codes so that customers know they are getting 
products that meet the latest requirements. To really consider the broadest set of views, 
standards and ideas means a company must continually assess how others are addressing 
the challenge and build new thoughts and requirements into their operations.


• The company should be able to demonstrate a comprehensive approach to scanning the 
world for best practices, standards, codes, etc. and to distilling this to inform continuous 
improvement of company policies, procedures, baselines, etc.


• Given the variable, yet critical nature of laws, a company should be able to demonstrate 
how it deals with unclear or conflicting laws in product development and service in a 
consistent and repeatable way.


• The law is as important as a technical standard or requirement. The vendor should 
have the ability to show how they meet the legal requirements of a country or region – 
especially in the areas of personal privacy and data protection.


• Daily business activities follow processes. Therefore, the ability to demonstrate that 
compliance requirements are considered in designing products and services shows a 
holistic approach to all requirements.


13.  How does the vendor 
ensure that their 
processes are aligned 
with local laws and 
requirements? What do 
they do when a local law 
conflicts their policies, 
standards or processes? 
Has your vendor made 
public statements in 
relation to its relationships 
with governments?


• The law is the law and it is important that your vendor can show that their equipment 
and services are legally-compliant.


• Every company that operates in other countries has the challenge of ensuring that the 
voice of the local teams is heard in HQ. Vendors should be able to demonstrate how this 
voice is integrated into HQ thinking and product development.


• The company should be able to demonstrate how it deals with conflicting laws and 
requirements with the local law taking precedence.


• The vendor should be able to explicitly state whether it is under any obligation to provide 
information/ data to another Government


• The vendor should disclose its relationships with any governments relating to national 
security, the introduction of "backdoors," or the weakening of encryption or security 
protection.


• The vendor should be able to explicitly state where data will be stored and what legal 
jurisdiction governs that data.


14.  How does the vendor 
ensure that their 
processes and products 
conform to export control 
and operating laws 
(including cryptography) 
of the country in which 
they are deployed?


• A company should be able to demonstrate integrated governance, policies and 
procedures that span the sales, service, contracting and product design processes 
that cater to specific legal requirements – whether they are trade compliance, licence 
management, export control, etc. 


• A company should also be able to demonstrate appropriate control points that confirm 
that key requirements are being executed.


• If they cannot do that, the buyer runs the risk of having to replace equipment or services 
that breach laws.


15.  What is the vendor’s 
corporate policy on 
intellectual property 
rights? 


• A company should be able to set out a range of policies, procedures and approaches that 
detail its response to such things as licensing, IPR and cross-cultural differences. Ethical 
and legal challenges occur in many countries but responses should be consistent and 
embedded in the way a company does business. You should ensure that the vendor has 
an internal code of conduct or business conduct policy.
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The requirement Additional considerations


16.  How does the vendor 
ensure that their sales 
team only sells products 
and services that comply 
with local laws and 
regulations, including any 
export controls or trade 
sanctions? 


• Sales teams are there to sell, this is what motivates them and it is crucial for the success 
of the business. They might also believe that rules and regulations get in the way of sales. 
In addition, buyers might not have the strongest procurement resources and therefore a 
vendor must be able to demonstrate how their processes protect the buyer.


• It is important for a vendor to be able to show a set of integrated processes that combine 
sales, legal and delivery or support, and that are aligned with a buyer’s internal and 
external requirements.


17.  How does the vendor 
review contracts to 
ensure that they contain 
accurate information on 
their capabilities in terms 
of cyber security? 


• Projects and contracts can frequently be very complex, long-term by nature and include 
input from many parts of numerous companies. A vendor should be able to demonstrate 
that what is agreed and contracted for fulfils the buyer’s objectives, including laws and 
regulations.


18.  Given that all large 
high technology-based 
companies use other 
vendors’ technology, the 
vendor should be able to 
clearly describe licensing 
and control mechanisms 
in place.


• You want to satisfy yourself that the third-party components that your vendor uses have 
been appropriately licensed. This avoids any potential conflicts downstream that might 
require swapping hardware or software, resulting in expensive disruptions.


4.4   Human Resources


Many companies say that their people are their most important asset, which is true. However, from a security 


perspective, they can also be a challenge. The way people are employed, trained, and motivated and the way their 


performance is managed often determines the difference between success and failure – not just in the area of cyber 


security, but also in the delivery of the overall company strategy. 


The requirement Additional considerations


19.  Does the vendor include the 
management team in the cyber 
security awareness education of 
all employees? If so, how is this 
done? Do their senior executives 
and Board of Directors receive 
continuous training on legal 
compliance?


• It is important that awareness education is seen to matter to the management 
team – including middle management – otherwise employees will ignore it. For 
that reason, management should attach importance to and “walk the talk” by 
participating in awareness training for all employees.


• The ability of a vendor to demonstrate that “we are all committed” and “it is the 
responsibility of each one of us” ensures a greater chance of success.


• The understanding of legal compliance by decision makers and supervisors of daily 
operations of the business will impact the stable and continuous operation of the 
company. They should have knowledge of cyber security laws. 


20.  Not all positions carry the same 
risk in terms of the insider 
threat. Does the vendor identify 
“sensitive” or “critical” positions 
when it comes to cyber security?


• It is a “must” to ensure that the critical positions that offer services to customers 
are trusted and provided with essential protective measures.


• Established mechanisms to identify critical positions, and focus on the potential 
risks of these positions to conduct effective management of the positions, show 
the maturity of a vendor.


• For example, the positions that have direct access to your core ICT and can directly 
change product software can bring more serious threats to products and services.
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The requirement Additional considerations


21.  What approach does the vendor 
take to recruiting and vetting 
employees in “sensitive” or 
“critical” positions?  Does the 
vendor undertake background 
check, exit vetting and sign 
appropriate contractual clauses? 


• This shows a consistent approach to people quality and integrity. It recognises the 
risk of insider threats and demonstrates an approach to mitigate those risks.


• A vendor’s ability to demonstrate this shows it takes a holistic approach to cyber 
security. 


22.  What processes and 
mechanisms does the vendor 
have in place to provide regular 
awareness and specific training 
on cyber security which is 
consistent with employees 
and contractors’ duties, and 
policies, procedures, and other 
requirements? How do they 
know people have taken the 
training?  


• How does the vendor make cyber security a basic culture that embedded into the 
essence of its culture and accepted by all employees? What basic systems and 
procedures does the vendor establish to assure this.


• Cyber security is a long-term requirement that means that everyone’s knowledge 
must be frequently updated. If your vendor’s knowledge is not kept up-to-date, it 
might indicate a loss of focus and lack of preparedness.


• When considering your vendor, it is worth determining if they have regular training 
and awareness, use a variety of global and local training and awareness tools, and 
if they do additional work in the functional areas i.e. more detailed training on 
the specifics. In essence, you will want to satisfy yourself that the organisation’s 
personnel and partners are adequately trained to perform their information and 
cyber security-related duties and responsibilities, consistent with related policies, 
procedures, and agreements.


23.  Does the vendor have any policies 
that focus on increasing the 
competence and understanding 
of those undertaking “sensitive” 
or “critical” positions? 


• The implication is that because you know a position is sensitive or critical, it has 
different, stricter requirements. A company should be able to demonstrate that the 
risk to a customer is more than just knowledge; it is also about experience and it is 
about values such as integrity.


24.  Many countries have laws on 
anti-bribery and anti-corruption, 
how does the vendor deal with 
this with their employees? 


• A vendor must be able to demonstrate how it makes its employees aware of 
varying national laws and internationally-accepted best practices in terms of actions 
to prevent bribery or corruption. 


• How does the vendor publicise and embed the values of the company and what is 
“right or wrong” in a consistent way among its employees?


25.  Does the vendor have a 
mechanism where staff can 
notify management (in an 
appropriate way) when they feel 
that things may not comply with 
policies, laws or regulations? 


• Often a company’s employees will see things that Managers do not. The 
establishment of corresponding notification mechanisms can enable the company 
to find a problem at an early stage and make improvements. A self-learning closed-
loop improvement system needs to show how the company deals with things that 
just do not fit their processes, and employees often need to use such mechanism(s) 
to flag things that they do not think are right.


26.  What is the vendor’s employee 
exit strategy and how do they use 
the knowledge gained from that 
process in the improvement of their 
policies, procedures, and culture? 


• Employees leave for many reasons; some of them because they feel uncomfortable 
with what they see. Some of this feedback might indicate security concerns. 
Vendors should be able to demonstrate that they take all forms of input - including 
from employees leaving the company - on the way a company is run and its 
policies and procedures as a way of solving issues and improving the business. 


27.  Does the vendor have a formal 
disciplinary guide on cyber 
security? 


• The vendor needs to be able to demonstrate how they balance incentives and 
disincentives that create the right culture of security for the customer, the company 
and the employee.


• If an employee knowingly goes against a company’s policy on cyber security, there 
should be clarity on what policy and process will be adopted and what potential 
disciplinary actions may be taken against them.


28.  When disciplinary action is 
taken with an employee, how 
does the vendor account for 
the potential failure of their 
manager or supervisor, i.e. do 
they address any management 
or supervisory issues as well? 


• It is important for a company to demonstrate that managers have a role in the 
performance and conduct of their team – they cannot just blame someone else for 
their team’s performance and actions. A company should be able to demonstrate 
how they ensure accountability and proportionality in incentives and disciplinary 
approaches for the individual, manager(s) and team(s). 
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4.5   Research and Development


Companies do not want to use their scarce capital to buy high technology products from companies that do not 


have rigorous R&D processes that deliver consistent high quality and safe products. Nor, do they want to see vendors 


making investment decisions between investing in a new product or investing in making all products safe and 


secure. Cyber security, like quality, cannot be bolted onto a product. Companies need to demonstrate their long-term 


commitment to enhancing their R&D approach to cater for cyber security design, development and deployment in 


addition to investing in the next generation of products. 


The requirement Additional considerations


29.  Does the vendor have a formal 
set of R&D processes that 
cyber security requirements 
are embedded in and are they 
based on any industry standard 
or best practice? 


• If a company cannot demonstrate a mature set of processes and approaches to 
R&D, they have no firm foundation on which to embed quality and cyber security. 
Random processes equal random quality, random security outcomes and increased 
risk.


• There is no perfect model or one global standard for security so a company needs 
to demonstrate how it utilises knowledge and best practices from many sources.


30.  How does the vendor’s R&D 
processes cater to, and assess 
the effectiveness of, cyber 
security requirements including 
a dynamic threat environment. 
What mechanisms do they use 
to determine what is mandatory 
and what is just good practice?


• Whilst many will see cyber security as a part of quality, which it is, it does have 
different elements – particularly around how dynamic the threat can be and 
entrance points for attack can vary. Vendors should be able to demonstrate a 
closed-loop approach of embedding security requirements into R&D, finding new 
issues or knowledge, and testing the effectiveness of security outcomes. If they 
are not effective, they must change them and then loop back to embed new or 
modified knowledge and learning to enhance cyber security.


31.  Customers around the world 
have differing and sometimes 
conflicting security and 
functional requirements; 
does the vendor have a set of 
integrated processes that takes 
a customer requirement all the 
way through to the end of the 
relationship and assesses what 
can and should happen? 


• Different laws and regulations, social cultures and user preferences in different 
countries shape various customer requirements. A set of fixed and inflexible 
processes cannot satisfy the need for customer or jurisdiction-specific requirements. 
Lack of proper management may create the result that what the customers get is 
not what they expect and may be even contradictory to the function they want. 
Vendors should be able to show effective management of different or conflicting 
requirements.


32.  Does the vendor have a product 
life-cycle strategy that ensures 
the product is maintained from 
a security perspective over its 
life? What does this tell you and 
how do they use it? 


• As a potential customer you will want to assure yourself that the product(s) you are 
buying will have an appropriate life-time use (say 3-5 years) so you can recoup your 
purchase cost. The vendor should be able to detail how they go about managing 
the life-cycle of a product or a set of associated products. In essence, they should 
satisfy you that the product(s) you buy will not be obsolete or not upgradeable, in 
a short time-frame.


• if security requirements conflict with other requirements, such as function, 
reliability, performance and so on, how does the vendor  decide which requirement 
has primacy?


33.  The vendor should detail how 
their main product development 
process works and how progress 
is reviewed and continuously 
improved from a technical and 
quality perspective. They should 
detail what reviews, checkpoints 
and go/no-go decision points 
are built into that process. 


• Most technology is complex, so understanding how your vendor builds in 
multiple technical reviews, business reviews, security reviews, quality reviews, and 
checkpoints into their processes should give a customer comfort about a vendor 
never losing sight of the objectives and success outcomes. 
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The requirement Additional considerations


34.  Modern software is very complex. 
It usually contains millions of lines 
of computer code and thousands 
of components from different 
suppliers. What procedure and 
technology does the vendor use 
to ensure the right components 
are used at the right time? 


• The development process may be defined very well. However, the lack of an 
effective IT management platform to support the processes may make it difficult 
to implement the company regulations and customer requirements. If the various 
elements that make a complete computer system are not included in “configuration 
management”, or not controlled properly, then systems may not work consistently, 
and you cannot track and trace what is being used and where it is being used.


35.  Configuration management is 
a systems engineering process, 
and supporting technology for 
establishing and maintaining 
consistency of a product's 
performance, functional and 
physical attributes is required 
throughout its life. In complex 
technology environments this 
mechanism is a cornerstone 
for consistent, high quality 
and secure code. What is your 
vendor’s approach? 


• The company should be able to demonstrate systematic “configuration 
management” or control systems that prevent technology elements from being 
maliciously tampered with or the wrong elements being embedded in product 
development and compilation.


• This should include version control, change management, third-party tools and 
components.


36.  Segregation of duties is 
important to limit threats and 
potential damage, how is this 
implemented by the vendor in 
R&D, especially for software 
engineers? 


• It is important to understand how insider threats are mitigated. Segregation of 
duties is an important part of this. Vendors should be able to map out their R&D 
roles and what parts of the R&D process each role can be involved with. From a 
security perspective, the ability to limit the phases, actions, products, and source 
code an individual has access to can limit risk.


37.  Many technology companies 
embed third-party software and 
open-source software into their 
own computer code, how does 
the vendor track and manage 
what is in each of their products? 


• Whilst your vendor’s code and computer technology may be built to high 
standards, there might be weaknesses in other vendor’s technology that they use. 
Knowing where a problem is and whose software or hardware is involved forms a 
key part of assessing the risk and carrying out remediation activities.


38.  Open-source and third-party 
software can often be found on 
many websites. How does the 
vendor know that the software 
they are downloading is 
legitimate and does not contain 
malware or back doors? 


• If a vendor does not strictly control what software components are used and where 
they have sourced them, it demonstrates a lack of quality control. If they have very 
rigorous processes to ensure they only take source code from reputable sites, this 
can be a risk-mitigating factor.


• Some rogue sites may have tampered with open-source code and introduced 
malware which is why vendors must be vigilant.


39.  Before your vendor uses 
software from a third-party, 
what process do they go 
through to ensure any known 
vulnerabilities are resolved 
before it is accepted for use and 
after it has been deployed?  


• A good adage for buyers and sellers is the ABC model: Assume nothing, Believe no 
one, and Check everything. You should check that your vendor validates that the 
third-party software he is embedding in your product has all known vulnerabilities 
fixed before he ships your product. This should be a continuous process as new 
vulnerabilities may be found after a product has been launched


• If a vendor is imbedding third-party components in to their product you should 
verify with your vendor that the third-party software is covered by a lifecycle 
management process?


40.  How does the vendor ensure 
that the defect in a third-party 
piece of software, or an open-
source component, or even a 
common software routine is 
fixed wherever that code is used? 


• Often a third-party component may be used in multiple vendor products or 
even in the same product in multiple locations. Therefore, fixing third-party 
vulnerability requires that your vendor knows every product in which he has used 
this component; otherwise there is a risk that vulnerabilities do not get fixed in all 
products.
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The requirement Additional considerations


41.  Does the vendor use multiple 
development languages and 
tools in their products? If so 
how do they catalogue those 
tools and whether they are up-
to-date and are supported? 


• Your vendor might use a range of tools, software and code from many third-parties 
and is vulnerable to the fact that companies merge, fail and change their strategies. 
Because of this, you should satisfy yourself that your vendor has a formal process 
of reviewing, approving and blocking third-party products and components based 
on their quality, architecture and product development road-maps.


• Your vendor should be able to demonstrate a strategy and a set of mechanisms 
to ensure that only supported and safe third-party tools and components are 
embedded in their products.


42.  The vendor should describe 
their approach to being able to 
track and trace their end-to-end 
R&D process and the software 
tools they use – by each open-
source or third-party software 
they use 


• Things will go wrong, people may do bad things. If something happens in your 
company and your systems are down, or compromised in any way, how long will 
you give your vendors to find the problem? A day, a week, a month? Complex 
technology might contain thousands of components and many millions of lines 
of computer code. You should ensure that your vendor can trace all components 
used in all products sold to all companies, and you can trace all products you have 
purchased. Vendors should also be able to trace all people involved, what they did 
and when, as well as all authorisations for that work.


43.  Complex products tend to 
generate millions of lines of 
computer code; does the vendor 
have automated code scanning 
environments to automatically 
test for coding practice as part 
of their R&D process? 


• Good engineering looks to automate as many tasks as possible because you can 
“guarantee” quality and drive consistency. Your vendor should have a number of 
automated tools and techniques to dynamically scan your products for a wide 
range of issues – this should, ideally, be automatically fed back into the vendor’s 
quality management system.


• Automation cannot solve everything and spot everything so a blended set of 
approaches should be utilised to ensure a company does not become over-reliant 
on pure technology-based verification.


44.  The vendor should describe their 
mechanisms for determining if a 
product can be released to the 
market, and the authorisation 
process. 


• Satisfy yourself regarding the rigour of the approval process. You will have heard 
from many ICT teams, maybe your own company’s, where they say that something 
is 95% complete. Your vendor should be able to prove that the product is 100% 
complete in all ways and this should be reviewed by non-project team members.


• There should be evidence of multiple technical and quality assurance or security 
reviews, and the final authorisation should not be left to the software engineer to 
decide – you should not mark your own homework.


45.  Throughout the product 
development cycle and the life 
of the product, defects will be 
found. How does the vendor 
trace all defects and ensure 
that the defect has been fixed 
in every product that might use 
that component? 


• As a customer, you do not want to be finding the same problem time and time 
again. Nor do you want the same problem occurring in different products. For that 
reason, you need to know how your vendor tracks defects and issues and how this 
integrates into R&D and training and other areas.


46.  The vendor should describe 
how they maximise the growth 
in their competence on cyber 
security. Do they have centres 
of excellence or a security skills 
centre? How does this work? 


• Not every person in your company can be an expert in everything. In large-scale 
complex technology engineering this is also the case. Therefore a vendor needs to 
be able to assess the breadth and depth of its security capability and make sure the 
right teams have access to this important skill and expertise, and you need to know 
how this is done.


47.  Threats are constantly evolving, 
how does the vendor monitor 
these and take them into 
account in their design, 
development and deployment 
phases? 


• If your vendor is always looking in the rear view mirror to drive a car they might 
drive into a brick wall. You will want to satisfy yourself that your vendor is looking 
forward, anticipating the next issues and catering for them in product design and 
development.


• Vendors should be able to demonstrate that they take every source of threat or 
attack into account and they should be able to show how this feeds into designs 
and other requirements.
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The requirement Additional considerations


48.  The vendor should detail how their 
processes are supported by the 
relevant technology. For instance, 
how do they use any threat 
databases in their testing? Or, have 
they built a library of test cases? 


• Whilst your vendor might tell a good story on processes and standards, they need 
underlying supported and integrated company technology to be efficient and 
effective. Is this the case with your supplier?


• For each of the processes or departments of your vendor, a set of integrated 
technology platforms should be in place to support their operation and the 
vendor’s business objectives.


49.  The vendor should describe their 
approach to release management. 
Some vendors have a single 
code base for all customers for all 
countries; some vendors have a 
code base and then branches for 
specific regions or countries and 
customers. Both core methods 
have strengths and weaknesses. 
Which approach do they take? 


• There is no right model for one product around the world or one product per 
country or customer. If there is only one product for the world you might lose 
flexibility and your vendor may not want to adopt your requirements. If there are 
hundreds of different products doing broadly the same thing, a supplier’s cost 
will go up and efficiency will go down. The key is to understand how your vendor 
strikes the right balance and how they manage the challenges of the option they 
adopt.


4.6   Verification: Assume Nothing, Believe No One, Check 
Everything


Whilst a robust R&D process is fundamental to delivering quality, safe and secure products, R&D can be under pressure 


to launch new products quickly without the right testing and verification. Having in place a multi-layered “many hands” 


and “many eyes” approach to independent verification reduces the risk of unsafe products being distributed. An end-to-


end checks and balances process ensures a “no shortcuts” approach and protects customer’s investments and services. 


The requirement Additional considerations


50.  Does the vendor have a 
cyber security laboratory that 
independently verifies (i.e. 
tested / verified by people who 
did not develop the product) 
their products, in addition to 
the R&D process, before they 
are released to the market? 


• R&D teams have their own business objectives. They should strike a balance 
between progress, costs and security. A laboratory independent from R&D teams 
can focus on the achievement of security objectives outside the influence of R&D 
teams. This approach is also consistent with the protection afforded by segregation 
of duties.


• It is important that a vendor demonstrates that they value getting products right 
before they are launched.


51.  Can the vendor R&D or 
Marketing ignore the findings of 
this laboratory?


• It is important from a quality and integrity perspective that there are people, not 
involved in the project, ensuring that products conform to all quality and security 
requirements. These people should not be influenced by any other part of the 
organisation; they should have a right of veto.


• Relating back to governance, is there any reporting to senior management on any 
problems found by the internal laboratory?


52.  Does any internal laboratory that 
the vendor might have, undertake 
penetration tests, static and 
dynamic code scanning to ensure 
that the code conforms to the 
cyber security design and coding 
requirements? Do they use the 
evaluation report to push product 
teams to make improvements? 


• The objective of any such laboratory is to focus on security, all things security, so 
asking your vendor to show the breadth and depth of any such team should give 
you comfort in the robustness of the security approach.


• However, to drive quality, a company should be able to demonstrate how the 
issues found in this verification or testing are used not only to improve the product 
that has been tested but also the fabric of the company’s R&D.
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The requirement Additional considerations


53.  Does the vendor subject 
their products to any other 
independent security verification 
outside of their HQ’s control? If 
so, what verification and how 
does this work? 


• A little bit of competition between testing teams and a variety of tools, techniques 
and approaches can improve the completeness and robustness of any security 
testing process. The more stringent and the greater the investment your vendor 
pays to these processes shows their strategic intent to long-term security and 
quality.


54.  Does the vendor allow 
customers or governments 
to test their products in 
their internal or an external 
laboratory with their own staff 
or with security advisers? 


• The level of openness your vendor extends to external parties validating the quality 
of their products shows both confidence in their approach and trust. A door that 
is always closed might make you question how serious they are about quality and 
security.


55.  If a customer or government 
wanted to use an independent 
security laboratory run by a 
third-party or adopt Common 
Criteria (or similar approach), 
is this something your vendor 
would do or would consider? 


• The willingness of your vendor to embrace various methods for independent 
evaluation, even with external parties, will give you an indication of their security 
commitment.


• You may find as a company that you want the flexibility to choose the evaluation 
methods based on the risk of your project and the size of your contract.


56.  Does the vendor’s HQ (or 
business groups), if at all, 
control or interfere with the 
independence of the internal or 
external laboratories? Does the 
vendor HQ or their company 
have the right to see and modify 
any report or assessment before 
the customer or government 
sees it? 


• Sometimes a vendor might be under pressure to launch a product or because of 
contractual issues may want to present a certain image. If your supplier claims 
independent testing of their products they should be able to show you how the 
findings of that process have not been influenced in any way or tampered with 
because of launch or any other pressures. 


• Any report from an evaluation process should not be modified by the company 
before it is sent to the customer or any other appropriate stakeholder other than to 
protect any inadvertent potential vulnerability disclosure.


57.  Does the vendor’s HQ R&D 
get access to any of the 
tools, processes or scripts 
that are used by the external 
laboratories? Could the vendor 
HQ “second guess” the tests so 
that the vendor could influence 
the test results? 


• If the vendor’s HQ knows how the laboratory will assess “good”, is it possible 
for HQ to mask their products so the laboratory tools think it is good? Having a 
rigorous approach to confidentiality will indicate that the purpose of any testing 
laboratory is to improve quality and security, and nothing else.


58.  When one of the vendor 
laboratories or verification 
centres discovers a defect or 
potential vulnerability, what 
is the process for ensuring 
that R&D fixes the issue so 
that it does not recur in future 
products? 


• We have all seen instances when we have reported that something is wrong but 
that nothing improves after that report. Vendors should be able to show you how 
they deal with every problem or defect in a systematic way. They should be able 
to demonstrate any issues that have been identified and what action was taken 
to resolve these issues. With this, it is also important for them to show that they 
understand the real reason why the problem occurred and what actions they have 
taken to change any processes, training or templates, etc. so it does not recur.


59.  Does the vendor laboratory 
or verification centre have the 
ability to re-test the software 
after it has been fixed / patched 
to ensure that the problem has 
truly been resolved and nothing 
else has been added? 


• Quality and security are not about a single test. Technology, threats and the use 
of products change. Laboratories and third-parties must have the ability to re-test 
products and to re-test changes to products after those changes or other fixes have 
been made.
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The requirement Additional considerations


60.  How does the vendor 
systematically integrate the 
learning from their verification 
centres into their business 
processes? 


• A vendor’s internal, external, and customer testing may find systemic issues 
in addition to specific product issues. If your vendor uses holistic, integrated 
approaches, they should be able to demonstrate how they take onboard this 
knowledge and address the underlying issues.


4.7   Third-Party Supplier Management


Many large high technology companies use third-party companies for hardware components, software components, 


delivery support and installation. If the third-parties’ technology or processes have security weaknesses, this can 


significantly increase the weaknesses of the vendor’s products and services as they are integrated into the product the 


customer will receive. End-to-end cyber security means a vendor must work with their own vendors to adopt best-


practice cyber security approaches. 


The requirement Additional considerations


61.  How does the vendor conduct 
security management with 
their suppliers? Has the vendor 
established relevant security 
criteria and passed them to their 
suppliers? How frequently does 
the vendor update their criteria 
to ensure they keep up-to-date 
with the latest thinking? 


• Security management with vendor’s suppliers is indispensible. The vendor must 
pass on their cyber security requirements and that of their customers to their 
suppliers otherwise they might be accepting components that have inherent 
security weaknesses.


• The vendor should be able to demonstrate how it complies with industry security 
standards or establish security criteria and pass on relevant standards to their 
suppliers. The criteria established should be kept up-to-date to ensure it covers the 
latest thinking and security knowledge.


• How does the vendor assess that that their suppliers provide sufficient resources 
with sufficient skill for cyber security activities? Does the vendor require their 
suppliers to organize special cyber security teams?


• Does the vendor have special roles, organizations, or process to be responsible for 
passing cyber security requirements, standards, knowledge to their suppliers, and 
ensure there’s no omission?


62.  What procurement process 
requirements do the vendor’s 
suppliers take with their 
suppliers?


• It is unlikely that every vendor’s supplier can satisfy all security requirements. 
Security “certification” and reviews on a vendor’s suppliers is necessary to make 
sure that they limit the risk of using security weak suppliers.


• Requiring security “certification” of suppliers by vendors can also help suppliers 
improve their security capability to meet a vendor-imposed standard that qualifies 
them as a qualified supplier as part of a vendor program requiring suppliers to work 
with the vendor to address cyber security challenges together. 


• The company should be able to demonstrate a robust, security-focused process 
for selecting suppliers and that includes how their performance is measured, 
monitored and improved.


63.  Does the vendor have 
contractual clauses or security 
agreements in place with their 
core technology suppliers that 
provide a comprehensive, risk-
informed set of requirements 
that they must meet? 


• A supplier to a vendor must know what is expected of them in terms of security. 
A security agreement is a good method to pass on security requirements and legal 
obligations to suppliers. Security agreements can require suppliers to enhance 
security management and make them contractually responsible for the security of 
all of the products they provide. 


• The company should be able to demonstrate how it is using contracts or 
agreements to ensure that all components used in its products, from whatever 
sources, are associated and compliant with security procedure and requirements.
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The requirement Additional considerations


64.  What processes does the 
vendor have in place to 
assess the conformity of their 
suppliers to any security clauses 
or agreements? Does the 
vendor maintain scorecards 
or other metrics to facilitate 
accountability and drive 
performance? 


• Suppliers to vendors may change and security problems may occur at any time. 
A vendor should be able to demonstrate how it works with its suppliers in a 
collaborative way to measure performance and how they work together to resolve 
issues. This might include scorecards, audits and inspections.


65.  Does the vendor require 
their suppliers to notify them 
in the event that they find 
vulnerabilities in their products? 
What does the vendor do with 
this information? Do they have 
a vulnerability management 
process? 


• Vulnerabilities can be found in any product or component. A responsible company 
should disclose vulnerabilities in its products in a consistent and timely manner.


• The vendor has to be able to deal with any vulnerability information and therefore 
should be able to demonstrate an end-to-end process for vulnerability management 
regardless of who notified the vendor of the issue.


66.  What approach does the vendor 
take if one of their suppliers 
does not, will not or cannot 
conform to their cyber security 
requirements? 


• There are clear costs associated with compliance with cyber security requirements, 
but the benefits may not be as visible and direct. 


• If a vendor’s supplier does not conform to their cyber security requirements, what 
measures does your vendor take to encourage the supplier to cooperate with them 
and address cyber security challenges together? What action is taken if they do 
not?


67.  Does the vendor conform to 
international best-practice 
standards such as those from 
the Trade Partnership Against 
Terrorism (C-TPAT) and the 
Transported Asset Protection 
Association (TAPA)? Are they 
certified? 


• There may be differing views around the world about what standard is best, but 
a vendor should be able to demonstrate compliance and certification based on 
widely-accepted standards.


• It may be recognised that a standard may not be perfect, but vendors should be 
able to demonstrate where they are able to go beyond the standard to provide 
additional protections and measures.


68.  Does the vendor conduct onsite 
audits on the security of their 
suppliers? What is the scope 
of those audits? The vendor 
should describe how they work 
with their suppliers to resolve 
problems found in an audit. 


• Every vendor and every supplier needs to be focused on the needs of their 
customers. Audits and inspections help the supplier keep focused and they also 
ensure delivery of the requirements. A collaborative approach to learning the needs 
of each other helps drive performance in the correct direction.
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4.8   Manufacturing


Product manufacturers must source components from a range of suppliers and they must ensure that no security risk 


has been introduced throughout every stage of the production process. 


The requirement Additional considerations


69.  What international standards 
and best practices does the 
vendor comply with in terms of 
manufacturing? 


• Manufacturing centres have many complex processes and tasks. They are widely 
covered by many standards from quality to environmental. A vendor should be able 
to demonstrate how it takes a holistic approach to a manufacturing process that 
adopts the best international standards and approaches.


70.  The vendor should describe 
their manufacturing process 
flow and provide details on how 
they assess the process, both 
upstream and downstream, 
to discover the existence of 
any tainted and counterfeit 
products. 


• There are many opportunities within a manufacturing process for components 
to be tainted or corrupted either before a part reaches a vendor’s manufacturing 
centre or after a product has been built and is dispatched to the customer. A 
vendor needs to be able to detail how it handles spare parts and returns in any 
location in the world. A key thing to consider is storage media which might contain 
personal data from a customer.


71.  How does the vendor ensure 
that the components that they 
buy from a supplier are the 
ones that they receive in their 
manufacturing centres and are 
what they expect? 


• A vendor will need to consider that any high technology component that can be 
corrupted or tainted may have been compromised – they should work on the “no 
trust” model rather than “trust everything” model. How does the vendor do this? 


72.  How does the vendor ensure 
that no components are 
tampered with by their 
own staff when in their 
manufacturing centre? 


• The insider threat issue is real. Just as a vendor needs to validate and ensure the 
integrity of incoming materials, they must also be able to demonstrate processes 
and controls that ensure that goods leaving the manufacturing centre have not 
been tampered with by their own staff.


73.  How does the vendor tamper-
proof their products when they 
have been built but not yet 
dispatched? 


• Finished but not yet shipped products provide ideal opportunities for tampering. 
How does the vendor protect against this in its factories and warehouses?


74.  How does the vendor ensure 
that the products customers 
receive are the same as 
those that left the vendor’s 
manufacturing centre? 


• The next thing that a vendor needs to consider is the possibility that a product 
that left its factory in a safe and secure condition might be tampered with before 
it gets to the customer. Comprehensive processes surrounding logistics should be 
evaluated and considered in the selection of logistics companies.


75.  How does the vendor plan their 
demand of components so that 
they have the latest component 
as frequently as possible? 


• Given that vulnerabilities can be found at any time, over-supplying can mean 
that you have components that contain vulnerabilities in stores – just-in-time 
manufacturing reduces this risk. For this to be effective, comprehensive planning of 
sales forecasts should be automatically linked to manufacturing.


76.  If a customer’s specific 
software is loaded onto their 
final equipment how does 
the vendor ensure that this is 
the same software that was 
authorised by R&D and has not 
been tampered with? 


• You want your vendor to be able to demonstrate end-to-end integration and 
be able to show that as hardware and software completes one process in one 
location and joins another process in another location, there are no gaps and or 
opportunities for tampering. 
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The requirement Additional considerations


77.  How does the vendor 
ensure that someone in the 
manufacturing centre cannot 
load malware onto a product? 


• The protection of software is very important in manufacturing. A vendor should be 
able to demonstrate how this process is restricted and detail whether this kind of 
role is classified as critical and subject to additional monitoring to avoid the insider 
threat risk.


78.  In the vendor’s manufacturing 
centre, how do they ensure that 
all the test ports are closed by 
default when the products leave 
and cannot be accessed after 
it leaves the manufacturing 
centre? 


• Manufacturing facilities frequently need access to product test ports. If these are 
not tightly controlled and if they are left open at the conclusion of manufacturing, 
it might provide an opportunity for a hacker to exploit them at the time of 
installation. Your vendor should be able to demonstrate how all test ports are 
automatically closed as part of the systematic manufacturing process.


79.  During the manufacturing 
process, how does the vendor 
ensure that unauthorised people 
do not know what customer 
the equipment is destined for so 
that they cannot tamper with 
specific customer equipment? 


• Whilst the threat in a manufacturing centre is more likely to be to a specific product 
or products, all steps must be taken to avoid a situation of bribery or malicious 
intent, where a specific customer’s equipment is targeted. A vendor should limit 
who knows what specific piece of equipment is destined for which customer. 
Techniques such as using a coding convention should be used rather than the 
customer name.


80.  When products are returned 
“unused” from customers 
because they ordered too many 
or because they cancelled the 
contract, how does the vendor 
ensure that the product has not 
been tampered with before it is 
returned? 


• Once again the vendor should demonstrate that they apply the “no trust” model 
even when a product is returned. Their procedures and processes should assume 
the product is tainted or corrupted and they should re-validate the product’s 
integrity.


81.  When a faulty product is to be 
returned, what processes does 
the vendor have in place to 
ensure that no customer data 
exists on disks or storage before 
it is sent to one of their return 
centres? 


• Technology equipment usually contains storage components. Therefore, products 
returned due to any error or fault may contain customer data. Vendors have to be 
aware of local data protection laws.


• Vendors need to be able to demonstrate how their returns and scrap processes 
work and what actions they take if the storage media cannot be accessed to 
forensically erase data.


82.  When a faulty product is fixed 
in one of the vendor’s centres, 
how do they ensure that all of 
the replaceable units are original 
(i.e. not been swapped with a 
fake item) and that the product 
contains no malware? Do 
vendors re-test their products? 


• A vendor must apply the “no trust” model to its thinking and processes. 
Weaknesses can be introduced at many stages of a process. When things are 
repaired or redistributed, vendors should show how they mitigate the risk 
of tampered component infiltration, use of counterfeit units, malware and 
misconfiguration.


• The re-validation of faulty products can prevent tampered, embedded or 
counterfeited products from entering the supply chain through the return process 
of faulty parts. 


83.  Does the vendor have a 
traceability capability and 
processes for components? 
Problems can arise anywhere: 
in a vendor’s hardware or 
software, from a vendor’s 
personnel, or from a third-party. 
In the event of an issue, how 
can they trace the ‘who’, ‘what’, 
‘why’, ‘when’ and ‘where’ 
associated with that issue? 


• An accurate and quick traceability system can help locate the source of problems 
quickly and determine the scope of the problem so that the vendor can notify 
relevant parties to take measures to prevent the spreading of the problem. 


• The ability to trace forwards and backwards also helps a vendor identify the root 
cause of the problem, identify improvements that can be made, and avoid the 
same issue occurring in the future.
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4.9   Delivering Services Securely


There is not much point in focusing on designing your products with security in mind if, when you come to deploy 


them, or support them, the process is not secure. Customers rightly want to ensure when equipment is supporting 


their business that its operation and maintenance are safe and secure. 


The requirement Additional considerations


84.  What access do the vendor’s 
service engineers need to 
their customer’s installed and 
operational equipment and 
services? Can they gain access to 
what they want, when they want? 


• A vendor should be able to demonstrate that the customer is always in control 
of any third-party access to their technology and services. Therefore the vendor 
should be able to demonstrate a range of processes and policies that guide their 
personnel, and hold them accountable, regarding what they can and cannot do.


• Customers often implement “express written permission” rules and demand 
auditing facilities to ensure conformance with policy.


85.  In what way does the vendor 
protect the system default 
accounts or the accounts that the 
customer gives them to undertake 
support and maintenance?  


• As part of a vendor’s policies and procedures they should be able to demonstrate 
what happens to these access credentials, how they are protected and when they 
are handed back, and that they are subject to independent verification and audit. 


86.  What controls does the vendor 
put around the use of laptops 
or engineering technology their 
engineers carry? For example, 
can the vendor’s engineers load 
their own software tools onto 
their laptop? 


• If employees’ laptops are hacked, or otherwise are infected with malware, 
malicious actors can steal customer information or attack customers’ networks 
through the employees’ laptops. Therefore a vendor should detail the measures 
they take to protect and monitor the laptops of employees. 


87.  What processes and controls 
does the vendor have in place 
to ensure that their engineers 
only use the right software for 
each customer? 


• Often a customer’s technology is complex, contains technology from many vendors 
and, on occasion, the integration of these components requires a specific set of 
software to work together effectively. A vendor should be able to demonstrate that 
any changes or upgrades they do to your technology are in line with the approved 
software for you as a customer, including the correct version and release level.


88.  How does the vendor ensure 
that their service or support 
engineers cannot tamper 
with installed software or 
install vulnerable or malicious 
software? 


• As a buyer you will want to know that your support engineer does not leave you with 
something you did not ask for in a malicious or accidental way because it is possible 
for malicious attackers to replace hardware components or load unapproved software 
to damage the product integrity and embed malicious or vulnerable software.


• Applying the “no trust” model, vendors should be able to demonstrate how 
malicious attackers are prevented from tampering with products or components 
during the process of software deployment or upgrade. 


89.  The vendor should detail the 
approach they take to hardware 
hardening, software and 
hardware checks and security 
products (such as firewalls) for 
specific customers. 


• There is significant documented best practice that guides your vendor and your 
own ICT team to “harden” (i.e. strengthen it from attack) the equipment you 
are buying. The equipment you are buying may also contain a range of security 
capabilities and features.


• You will want to satisfy yourself that any installation, support or maintenance 
activities adopt and follow this best practice while also ensuring that relevant 
facilities are correctly turned on or off.


90.  When vendors have to capture 
data for troubleshooting, do they 
get customers’ official authorization 
and only capture the data within 
the authorization scope? how 
do they control what is captured 
and protect personal data? 


• Troubleshooting on technology equipment may require access to data on the 
equipment. A set of agreed policies and procedures should be available that 
ensures the protection of personal user data and business data when that is 
required. 
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The requirement Additional considerations


91.  If the vendor’s support engineer 
cannot fix the issue on-site, and 
captured data needs to be sent 
to another country for review, 
how is this controlled to ensure 
compliance with the customer’s 
requirements and local laws? 


• Sometimes, complicated faults cannot be fixed by frontline engineers on-site. It 
requires R&D engineers at another place to do the troubleshooting. 


• The vendor and you, the customer, need to agree on practices for dealing with 
data such as if the support required is not located in your own country. What 
flexibility does your vendor provide?


92.  What are the vendor’s processes 
for handling data that they 
captured for troubleshooting 
when they no longer need it? 


• Data is a customer’s asset and can only be used within the validity and scope of the 
authorisation. When the service is finished, the data must be deleted to prevent the 
data from being used for purposes other than the service. How does your vendor 
do this and ensure that it is done?


93.  Audit logs form an important 
part of proving what has 
occurred on a system? How 
can the vendor confirm that 
their audit logs contain all the 
relevant information? 


• A vendor should be able to demonstrate the approach it takes to recording and 
protecting accurate audit logs. 


• The use of audit software that is widely recognised and used in industry can make 
the result more objective and reliable.


94.  Customers rely on their vendors 
especially in times of crisis: service 
disruption, natural disaster for 
business continuity. How well-
equipped and willing is your 
vendor to support you in difficult 
times? Ask for real examples. 


• Does the vendor have regular communication channels with their customers, to 
discuss together with their customers on cyber security requirements, roadmap 
and plans, so as to meet customers’ cyber security strategies to the most extent, 
including in difficult times?


• Risks to computer users come at all times, even in times of disaster, as threat actors 
will seize every opportunity. Often your vendor will have a wealth of international 
knowledge, tools and resources that may help their customers. For example, 
frequent denial of service attacks might require rapid equipment expansion, new or 
different technology, and you will want your vendor to show willingness to help, 
and demonstrate flexibility.


• Natural disasters do occur and your vendors may play an important part in your 
business continuity. Exploring their commitment to help you in these difficult times 
may enable you to assess their long-term commitment to the success of your business.


4.10   Issue, Defect and Vulnerability Resolution


It goes without saying that there is no such thing as a 100% guarantee when it comes to security. Therefore, a 


company’s ability to respond effectively to issues and learn lessons from what has gone wrong is critical to both the 


customer and the vendor. 


The requirement Additional considerations


95.  Does the vendor have a PSIRT/
Vendor CSIRT (Product Security 
Incident Response Team/Vendor 
Computer Security Incident 
Response Team), or equivalent? 
The vendor should detail their 
operations and how they can 
be contacted. What are the 
processes and requirements that 
the PSIRT/Vendor CSIRT team is 
required to follow? 


• Problems will occur and you will want to know that when this occurs the vendor 
can be notified quickly of any actual or perceived security issues. You will also want 
to satisfy yourself that you have mechanisms in place to track the security incident 
until it has been resolved.


• It will be important to have an approved set of processes that the PSIRT/Vendor 
CSIRT team follows in performing its responsibilities.
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The requirement Additional considerations


96.  What mechanisms does the 
vendor put in place to deal 
with a customer CSIRT or 
coordinators so that they 
can notify your company of 
issues and work together to 
expeditiously address them? 


• Your company might want a range of contact mechanisms from one internal 
central point (a PSIRT/Vendor CSIRT) to multiple locations. Your vendor should 
demonstrate capability and flexibility in adopting a range of models.


97.  Does the vendor have an 
approach to working with the 
security researcher community? 


• An organisation that does not listen does not learn. Vendors need to work with 
a wide variety of companies and individuals who may be finding issues with their 
products. How does your vendor do this in a productive and professional way?


98.  In the event of a major incident, 
how is the vendor equipped 
to ensure that their customers 
can and will be informed in 
a timely manner and that 
the right resources are made 
available within their company 
to respond to the incident? The 
vendor should be able to clearly 
describe escalation processes. 


• If a significant security incident occurs within your organisation you will want to 
satisfy yourself that your vendor has the mechanism to quickly notify you, but also 
that they have internal processes for handling incidents including escalation within 
their organisation. 


• Given the reality that most businesses do not have skilled resources sitting around 
doing nothing, how can the vendor demonstrate that their senior executives are 
made aware of the situation as a matter of course, and can and will allocate the 
necessary support to resolve the issue?


4.11   Audit


Talk is cheap, words are easy, pictures are nice – but do you do what you said you would do, in the way that you 


agreed it should be done, to the timescale, cost, quality and security requirements you have agreed to? How would 


you know? Rigorous audits play a key role in assuring your customers and stakeholders that the appropriate policies, 


procedures and standards are being executed to deliver the required business outcomes. 


The requirement Additional considerations


99.  What processes and 
mechanisms does the vendor 
have for internal security 
auditing and reporting to 
ensure that the relevant Board 
of Directors committee has 
visibility into the organisation’s 
actual risk posture and incident 
status and consequences, rather 
than what may be reported to 
them? 


• If there is formal internal, external, customer and third-party auditing of cyber 
security activities, it shows that the Board is open to real feedback.


• Being able to demonstrate this shows that the strategies, polices and standards are 
“living” and adapting to new threats and situations. 


• When formal reporting is given to the Board / Committee on cyber security 
activities, progress, and performance, it shows that this is part of normal business 
activities rather than a “project” or some “special” event.


100.  Does the vendor have the 
mechanism to allow external 
stakeholders or their delegated 
organisations to conduct the 
audit? 


• Demonstrating openness and transparency to key stakeholders and accepting 
external audits and reviews shows a commitment and a continuous learning 
culture.


• The more you are open to external party review, the more improvement 
suggestions you will get.
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Huawei’s products and solutions cover over 170 countries and regions, serve more than one-third of the world's 


population. We employ 150,000 people and the average age of our employees is 32. On average, 79% of our people are 


locally-employed in countries in which we operate. By the end of 2013, we have acquired 281 LTE commercial contracts 


and 162 EPC commercial contacts, in which 110 LTE network and 88 EPC network have been released commercially. 


Huawei has a leading role in the industry through continuous innovation and has one of the most significant IPR portfolios in 


the telecommunications industry. Huawei respects and protects the IPR of others. Huawei invests more than 10% of its sales 


income into R&D and 45% of our employees are engaged in R&D. In 2013, Huawei invested RMB 30.734 billion in R&D, 


accounting for 12.9% of the total annual income. The total investment in R&D in the last decade is over RMB151.9 billion.


By 31st December, 2013, Huawei had filed 44,168 patent applications in China, and 18,791 patent applications overseas, 


14,555 under the Patent Cooperation Treaty (PCT). We have been awarded 36,511 patent licenses by accumulation. 


Compared to the quantity, Huawei attaches more importance to the commercial value and quality of IPR. From 2010 until 


now, our 466 core proposals on 3GPP LTE were granted, ranking No. 1 in industry. Huawei holds a leading position in terms of 


patents in FTTP (Fibre To The Premises), OTN (Optical Transport Network), G.711.1 (fixed broadband audio) etc. The protection 


of IPR is therefore critical to the ongoing success of Huawei, and because of this, Huawei is a champion of IPR protection.


We have 16 research institutions around the world, 28 joint innovation centres, and 45 training centres. Overall, 


65% of our revenue is generated outside of Mainland China, and we source 70% of our materials from non-Chinese 


companies. The United States is the largest provider of components at 32% -- some USD7.237 billion of Huawei’s 


purchases were from American companies in 2013.


We provide managed services for more than 120 operators in over 75 countries to help customers achieve operational 


excellence and we have acquired an accumulated total of over 340 managed services contracts. Huawei has built 


cloud-based IT solutions and collaborated with over 400 partners to accelerate the commercial application of cloud 


computing technologies across various industries. By the end of 2013, we had set up 330 data centres for customers 


around the world, including 70 cloud data centres.


In 2013, Huawei's consumer business shipped 128 million device products all over the world, including nearly 60 


million mobile phones,44.5 million mobile broadband devices, 24.4 home devices. The shipment of smart phones 


reached 52 million for consumer business, an increase of more than 60% of that in 2012.


Huawei is passionate about supporting mainstream international standards and actively contributes to the formulation 


of such standards. By the end of 2013, Huawei had joined over 170 industry standards organizations and open 


source organizations, such as the 3GPP, IETF, ITU (International Telecommunication Union), OMA, ETSI (European 


Telecommunications Standards Institute), TMF (Tele Management Forum), ATIS, and the Open Group, among others. 


In 2013, Huawei submitted more than 5,000 proposals to these standards bodies and we hold 185 positions in 


organisations supporting the drive for consensus and agreement on international standards.


By December 31, 2013, 84,187 employees had purchased an equity stake in the company. The Employee Stock 


Ownership Plan closely links Huawei’s long-term corporate development with our employees’ personal contribution 


and forms a long-standing mechanism for dedication and reward-sharing. This gives us the ability to take a long-


term view; it also ensures we balance risk with reward and strategy. Employees know if we do not excel at serving our 


customers, or if we undertake inappropriate activities, their equity and pensions may be destroyed.


5 About Huawei







24







You may copy and use this document solely for your internal reference purposes. No other license of any kind granted herein. 


This document is provided “as-is” without warranty of any kind, express or implied. All warranties are expressly disclaimed. Without 


limitation, there is no warranty of non-infringement, no warranty of merchantability, and no warranty of fitness for a particular purpose. 


Huawei assumes no responsibility for the accuracy of the information presented. Any information provided in this document is subject to 


correction, revision and change without notice. Your use of, or reliance on, the information provided in this document is at your sole risk. 


All information provided in this document on third parties is provided from public sources or through their published reports and accounts. 


Copyright © 2014 Huawei Technology Co., Ltd. All rights reserved.


         HUAWEI, and          are trademarks or registered trademarks of Huawei Technologies Co., Ltd. 


All other company names, trademarks mentioned in this document are the property of their respective owners.








EXHIBIT K 







Cyber Security Perspectives
Making cyber security a part of a company’s DNA
-A set of integrated processes, policies and standards


John Suffolk
Senior Vice President | Global Cyber Security Officer


Huawei Technologies


October 2013







Authors
This document has been co-authored by numerous 


excellent colleagues from around the world. My role has 


been simple: to edit their fine work into a white paper 


that clearly and consistently communicates Huawei’s 


position and perspectives on cyber security; I hope I 


have done their work justice.


I would like to express my gratitude to those who have 


given me valuable suggestions and made a significant 


contribution to this document: Jeff Nan (Jianfeng), 


Jupiter Wang (Weij ian), Penny Peng (Liwei), David 


Francis, Huang Shasha, Andy Purdy, Eric Zhang (Bo), 


Debu Nayak, March Ma (Hongwei), Peter Rossi, Jerry 


Liu (Chenxi), Michael Moore, Harry Liu (Haijun), Andy 


Hopkins, Liang Yonggang, Xue Yongbo, Mu Dejun, 


Wout van Wijk, William Plummer, Brent Hooley, Olaf 


Reus, Scott Sykes, Scott Bradley, Ruri Tomioka, Daisy Li 


(Lidong) Sam Liu (liusong), Brian Liu (Liubin), Ludovic 


Petit, Ulf Feger and others who contributed to this 


paper directly or indirectly. Please accept my apologies 


if I have neglected to name you, and thank you for your 


contribution. 


John Suffolk







TABLE OF 
CONTENTS October 2013


Foreword1.  ...................................................................................... 1


Executive Summary2.  ....................................................................... 2


Introduction3.  .................................................................................. 4


What we said 12 months ago4.  ........................................................ 5


Securing the future – security for tomorrow’s world5.  ....................... 6


The problem with standards is that they are not standard6.  ............... 7


6.1  The top 100 things customers ask us about relating to security .......................8


The Huawei end-to-end cyber security approach7.  ............................. 9


7.1  Strategy, governance and control .............................................................................. 10


7.2  Building the basics: Processes and standards.............................................................. 14


7.3  Laws and regulations ................................................................................................. 15


7.4  People matter ............................................................................................................ 17


7.5  Research and development ........................................................................................ 20


7.5.1  Configuration management and the Build Centre ........................................... 22


7.5.2  Tools and third-party component management .............................................. 24


7.6  Verification: Assume nothing, believe no one, check everything ................................ 24


7.7 Third-party supplier management ............................................................................... 27


7.7.1  Supply chain ................................................................................................... 27


7.7.2  Procurement security ...................................................................................... 30


7.8  Manufacturing ........................................................................................................... 32


7.9  Delivering services securely ........................................................................................ 34


7.10  When things go wrong: Issue, defect and vulnerability 


         identification and resolution .................................................................................... 37


7.11  Traceability: finding the needle in the haystack ........................................................ 40


7.12  Audit ....................................................................................................................... 42


Going forward together – pressing the reset button on security8.  .... 43


About Huawei9.  ............................................................................. 45







Figure 1, Simplified cyber security governance structure ..................................... 12


Figure 2, Overall process architecture .................................................................14


Figure 3, Imbedding cyber security into Human Resource processes ................... 17


Figure 4, Market Management to Integrated Product Development....................20


Figure 5, Security imbedded into the IPD process ............................................... 22


Figure 6, Multi-tiered independent verification approach .................................... 25


Figure 7, Supplier management model ...............................................................30


Figure 8, Bar-code traceability approach .............................................................34


Figure 9, Service delivery overview ..................................................................... 35


Figure 10, PSIRT integration with other processes ............................................... 37


Figure 11, PSIRT/CERT process ............................................................................39


Figure 12, Software forward and reverse traceability diagram ............................  41


Figure 13, Hardware forward and reverse traceability diagram ...........................  41


TABLE OF FIGURES


Cyber Security Perspectives
Making cyber security a part of a company’s DNA


-A set of integrated processes, policies and standards







1


Ken Hu


Deputy Chairman of the Board of Huawei and


Chairman of the Huawei Global Cyber Security Committee


Cyber security continues to be an issue of intense interest to our customers and governments, and vendors alike; it is a 


focus of Huawei and cyber security assurance is one of our core company strategies. 


We believe it is only by working together internationally, as vendors, customers and policy and law makers will we 


make a substantial difference in addressing the global cyber security challenge. We also believe that we must share 


knowledge and understanding of what works and what doesn’t work to reduce the risk of people using technology 


for purposes never intended. 


If there was a simple answer or a solution to the cyber security challenge it would have been found by now, and it 


would have been adopted. However, the sheer fact that the world continues to debate standards, laws, codes and 


norms tells you we are all at the early stage – we must share what works, so others can adapt and improve.


This white paper is a small contribution to our collective knowledge and we have written it to help people understand 


some of the policies, procedures and transformations that vendors such as Huawei are considering in relation to cyber 


security. We hope you find it useful and welcome your feedback and constructive ideas on what else you believe we, 


and the industry in general, should be doing to improve our approach to designing, building and deploying more 


secure technology.


Particularly, as the Deputy Chairman of the Board of Huawei and the Chairman of the Global Cyber Security 


Committee of Huawei, I would like to make our company’s position clear. We can confirm that we have never 


received any instructions or requests from any Government or their agencies to change our positions, policies, 


procedures, hardware, software or employment practices or anything else, other than suggestions to improve 


our end-to-end cyber security capability. We can confirm that we have never been asked to provide access to 


our technology, or provide any data or information on any citizen or organization to any Government, or their 


agencies.


We confirm our company’s unswerving commitment to continuing to work with all stakeholders to enhance 


our capability and effectiveness in designing, developing and deploying secure technology.


We firmly believe that the world is a better place when the innovations brought about by the use of technology are 


maximised, they improve people’s lives, and they improve economies. Huawei will continue our open and transparent 


approach and responsible position to its operations and everything we do.
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We live in a globally-connected world, which faces globally-distributed cyber threats. These threats are not restricted 


by geographical boundaries, and are targeted at all technologies, hardware/software/service providers and users – 


consumers, the private and the public sector alike. The threats are at an all-time high, in terms of sophistication and 


volume, and continue to trend upwards.


Our mantra for cyber security has always been: “Assume nothing, Believe no-one and Check everything”


One year ago, Huawei published our first Cyber Security White Paper, confirming our intention and commitment to 


work with public and private sector stakeholders to jointly capitalise on the benefits of technology and globalisation 


while rationally and pragmatically addressing related challenges. 


We described an environment in which personal and business lives are linked by global interconnected 


telecommunications infrastructures built on technologies provided by a wide range of information and communications 


technology (ICT) vendors sourcing inputs from a vast global component and service-provider ecosystem. 


We detailed how we have all become reliant on technology, and how digital innovation has made the world a smaller, 


more inclusive place, enabling social growth, improved education, better and more ubiquitous healthcare, and an 


enhanced human experience in general. 


And, we acknowledged that the globalisation, interdependence and digitalisation of our lives also presents challenges 


in terms of those who wish to use technologies for purposes they were never intended - to steal, corrupt or damage.


Securing the future – security for tomorrow’s world


We return to these core themes in this second Cyber Security White Paper, going into additional detail in terms of 


providing an overview of the approach we take to the design, build and deployment of technology that has cyber 


security considerations built into them. We discuss our overarching strategy and governance structure, our day-to-


day processes and standards, our understanding of local and global laws and regulations, our approach to human 


resources and research and development, and our commitment to verification procedures and disciplines built around 


“assume nothing, believe no-one and check everything.”  


Further, we devote significant detail to our approach to managing third parties and supply chain and procurement 


practices, as well as how we govern and secure our manufacturing process and service delivery, while further 


describing our processes related to audit, traceability and defect and vulnerability identification and resolution.


The white paper highlights key digital trends ranging from the indispensable nature of the Internet in everything we 


do, to the liberation this brings to our anywhere-everywhere connected lifestyles and borderless business prospects, 


to the prospect of the Cloud as a new, powerful and dynamic source of collective wisdom. We discuss how broader 


and smarter information pipes will approach 'zero distance' between consumers and networks, connecting all new 


possibilities in the next wave of digital society, and how the convergence of our digital and physical worlds and the 


Internet of Things will bring groundbreaking changes to all of humanity.


In presenting current and future technology benefits, we remain mindful of the parallel challenges in terms of network 


and data security and integrity and, we want to stress that at Huawei, when we consider security, we do not just 
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consider addressing yesterday’s problems, or even the problems we experience today, rather, we focus equally on 


laying down the foundations for securing tomorrow’s world, a world that is dramatically different to what it is today. 


The problem with standards is that they are not standard


It is with this eye to the future that we recognise and embrace the need for international industry standards for cyber 


security. The more that governments, enterprises and technology vendors can detail common standards, understand 


their purpose and positive contributions and commit to their effective adoption, the more the world will agree on “what 


good looks like”. This is not about solving every problem, but it is about having a common agreement about what 


problems we are trying to solve and how they should be solved. 


The reality is that the problem with standards is that they are not standard. We stress that this is a universal and 


industry-wide challenge. Just as the ICT industry has exploded around global technical standards and disciplines, so 


too must the industry work together to ensure the benefits of digital society through common and standardised 


approaches to security. We believe that one of the biggest challenges that vendors and buyers of technology share is a 


plethora of standards and best practices.


We are encouraged by the work in Europe and the United States on this agenda and we ourselves have taken the 


opportunity to document the top 100 things our customers ask us about security. They do not purport to be a 


standard but they do focus on some of the key attributes of success in relation to cyber security as seen through the 


eyes of our customers.


The Huawei end-to-end cyber security approach


Huawei does not claim to have the best or most comprehensive approach to addressing cyber and related challenges. 


We know we have much more work to do on this constantly evolving issue. This white paper details our end-to-end 


approach, responding to the biggest single piece of feedback that we received related to last year’s white paper, as 


echoed in the many conversations we have had with customers, governments and other stakeholders: “Please provide 


more detail on your end-to-end cyber security approach”. 


We actively encourage input on our processes, and, more broadly, on ways to address the overarching challenges we 


face as an industry. Our most modest hope is that this white paper serves as a catalyst for broader, collaborative and 


rationally-informed public-private dialogue to meet common cyber security goals and objectives.
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If cyber security was easily addressed we wouldn’t be writing this white paper. The reality is that there are no easy or 


perfect answers to this challenge. Cyber security as an issue is too broad, there are too many devices being connected 


to the internet that have variable security, too many vulnerabilities in hardware and software, the rate of change in 


technology is too great, and actors with ill intent only need to be successful once while defenders of cyber security 


have to be successful all of the time.


In our first White Paper on Cyber Security entitled “21st century technology and security – a difficult marriage” 


which was published in September 2012, we contributed to a wide-ranging international debate on the need for 


collaboration to reduce the risk from cyber security attacks. 


Since our last publication the debate has continued to rage on, the challenges have continued to be articulated, and 


governments and customers alike, have continued to define, refine, and execute their respective strategies.


In this white paper we focus our attention on the governance, strategy, policies and procedures of Huawei relating 


to cyber security. We set out to detail at a more practical, more detailed level than our last white paper how we go 


about making cyber security a part of our company’s DNA. In doing so, we are trying to strike an appropriate balance 


between brevity, on the one hand, and an adequate level of detail to contribute to the cyber security dialogue, on 


the other. We hope the document increases your understanding of our approach, to continuously improve the safety, 


security and quality of our products and services.


However, no document can adequately cover in full detail every policy, procedure, process template and work 


instruction for an organisation with the size and complexity of Huawei. In this context, this document only sets out to 


give a good indication of our end-to-end cyber security strategy so as to contribute to a public dialogue about these 


important issues.


3 Introduction
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Our first white paper on Cyber Security, “21st century technology and security – a difficult marriage” was widely-


published with the media commenting on:


The fact that cyber security can be bad for business •


That the world’s ICT supply chain is intertwined and it is not possible to label any ICT equipment as “foreign” •


That we must all step back from the internet becoming a lawless “wild west” •


Solving, or reducing the risk of, cyber security challenges requires all international players to collaborate  •


The first white paper set out how reliant we have all become on technology and the fundamental benefits technology 


brings to mankind. Technology has made the world a smaller, more inclusive and more interconnected place. It has 


enabled social growth, improved education and healthcare and generated a shift in the capability of countries and 


companies to compete on the world stage.


We discussed in detail the exponential growth in connected devices, the use of applications on these devices and the 


rise in cloud computing. An environment where you are inherently using a global supply chain whilst being connected 


by global interconnected telecommunications infrastructures with technology being provided by a wide range of ICT 


vendors in your daily personal and business lives. Within this complex, intertwined ecosystem lays the potential for 


those that wish to use the technology for purposes it was never intended, to steal, corrupt and damage technology 


and infrastructure.


We detailed Huawei’s supplier ecosystem and explained that having Huawei’s name on a box does not mean that all 


of the components are from Huawei. Indeed up to 70% of the components that are in Huawei’s technology portfolio 


are not from Huawei, but from a global supply chain with America being the biggest provider of components at 32%. 


We provided statistics and information to show that many Western ICT vendors have large R&D centres in China and 


that one city alone, Chengdu, had 189 of the Fortune 500 companies based in the city – today that number has risen 


to 250. This is mirrored around the world as companies place their research and development as well as support 


services in the best countries for these activities.


We were candid about the role of government in using technology to further their aims and we questioned the 


inconsistency of message that saw some governments criticising those that they did not agree with or those who 


were competing with their own companies, whilst at the same time buying zero-day exploits 1 and using technology to 


further their own economic and political ends at the expense of others. Indeed, we were critical of governments and 


politicians who were using cyber security as a trade barrier without providing any evidence of any facts to support their 


efforts to lock companies out of their market. 


We also described Huawei’s approach to cyber security and detailed at a very high level how we are building cyber 


security into everything that we do, and we gave an overview on how we went about this. 


Finally, we called for a focus on harmonising and making laws transparent and in the light of recent revelations 


concerning some government agencies and the role of some companies we think this is now even more urgent.


1     A zero-day (or zero-hour or day zero) attack or threat is an attack that exploits a previously unknown vulnerability in a computer system, meaning that the attack 
occurs on "day zero" of awareness of the vulnerability. This means that the developers have had zero days to address and patch the vulnerability.


4 What we said 12 months ago
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In a speech titled, "The Next Wave of Digital Society"2 ,our company’s Deputy Chairman Mr. Ken Hu shared his insights 


on four trends of the digital society. 


First,  • the Internet will become a fundamental element of our business mindset. 


Second, •  flexible working practices facilitated by mobility will become a basic lifestyle option, with borderless 


enterprises becoming an essential form of business operations. 


Third, •  through effective use of the Internet, cloud computing, and big data, mankind can leverage the wisdom of 


people and machines worldwide to create a new, connected and shared wisdom. 


Finally,  • as the Internet and social media continue to gain popularity, the behaviours and preferences of consumers 


and individuals are converging, and intelligent analytics can be harnessed for business benefits. As the boundary 


between niche and domestic markets is increasingly vague as a result, enterprises must evolve to do business 


globally.


As we look forward, 5G technology is expected to achieve a speed which is 100 times that of today's fastest wireless 


bandwidth. As a pioneer of global 5G standardisation and research, Huawei is committed to providing broader 


and smarter information pipes to achieve 'zero distance' between consumers and networks, ultimately connecting 


possibilities in the next wave of digital society.


In a report entitled, “Beyond ICT, embracing the next digital revolution,”3 we said that we believe that the past 


century has witnessed several waves of progress made possible by information technologies, including those used 


for communications (telegraphy, telephony, and broadcasting), home entertainment (radio, TV), computing, and the 


Internet. Information technologies drive economic growth worldwide and reshape the way people live and work. At 


present, we are evolving from a "society on wheels" to a "society on the network." However, information systems 


are still regarded as aid tools and support systems, keeping the digital and physical worlds somewhat parallel and 


compartmentalised. Now, as the digital and physical worlds begin to merge, the development of the Internet of Things 


has proven to be an effective catalyst of information-based developments and is sure to bring groundbreaking changes 


to all of humanity.


Beyond information and communications, the increasing integration of the digital and physical worlds will lead to a 


new digital revolution.


Heavy reliance on networks will usher in an age of digital citizenry with the age of digital business drawing near, as 


seen by our commercial dependence on networks for production and operations. This borderless Internet will give rise 


to a digital society.


From big data to "big wisdom”, the IT systems of carriers and enterprises are evolving from post-processing support 


systems to real-time business systems. As traditional IT enterprise architecture is no longer capable of processing 


the huge volumes of data being encountered, an Internet-oriented cloud computing architecture will emerge. The 


2     http://pr.huawei.com/en/news/hw-266216-kenhu-digitalsociety-nikkei.htm 
3      http://www.huawei.com/ilink/en/special-release/HW_200943


5 Securing the future – security for
tomorrow’s world
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rebuilding of data centres will provide the basis for supporting big data.


Low-bandwidth networks will hinder information-based development and user-experience improvement, and because 


of this, a ubiquitous Gigabit networks will be a prerequisite for any digital society.


An evolution from a "hard” pipe to a "soft” pipe will see the development of programmable, scalable, application-


agile, automatic, and open intelligent networks. Software-defined networking (SDN) will lead to the development of 


next-gen network architectures.


Intelligent terminals will not just be tools for communications; they will also become extensions of our own senses. 


Terminals of the future will be context-aware and have intelligent sensory capabilities.


At Huawei when we consider security we do not just consider securing yesterday’s problems or even the problems we 


experience today. We actively focus on laying down the foundations for securing tomorrow’s world, a world that will 


be dramatically different from what it is today. Information technology plays a profound role in securing the freedom 


and prosperity of future generations as well as social and economic interaction, and that is why it’s so important that 


we ensure that we take the right approach to addressing cyber security challenges.


One of the challenges that vendors and buyers of technology share in common is a plethora of standards and best 


practices. It is not an understatement to say that the “problem with standards is that they are not standard”. It is not 


always clear that we even have the same terminology in discussing standards, guidelines and best practices. There is 


frequently overlap or duplication of standards or large parts of standards, as well as regional variations and industry 


variations. However, John Donaldson the Chairman of ISO / CASCO rightly said, “Without standards, conformity 


assessment will be pointless and meaningless; without conformity assessment, the value of standards will be 


restricted; therefore, these two are indispensable in promoting international trade.”


If we had a magic wand we would certainly use it to rationalise, simplify, normalise and standardise what “good looks 


like” when it comes to cyber security. However, every high-technology company must deal with the situation as they 


find it today, including Huawei. 


The Huawei approach to dealing with this challenge is to utilise a wide range of quality management techniques such 


as Kano4 and Six Sigma, amongst others, and our broad approach is as follows:


Step 1: We assess the laws, standards, best practices, customer requirements, case studies and emerging new 


knowledge to assess how these can and should be applied to Huawei’s solutions, policies, and procedures;


Step 2: We prepare / update our vision, strategic objectives, and organisational design etc. We create / update 


security baselines in every area of Huawei that should apply this “knowledge / requirement”;


Step 3: We update our solutions, processes, policies and procedures in line with that required in the updated 


security baselines;


4      http://www.kanomodel.com/ 


6 The problem with standards is that they 
are not standard
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Step 4: From this we may produce technical standards, regulations, templates, guidelines, audit Key Control 


Points and when appropriate we also provide appropriate training and awareness; 


Step 5: Forcontinuous improvement, we repeat the loop applying closed-loop management techniques to resolve 


issues as they are found; and finally; 


Step 6: We start again at Step 1.


We do this for every part of Huawei’s operations in relation to garnering knowledge on standards and best practice 


and then continuously implementing improvement activities.


6.1  The top 100 things customers ask us about relating to 
        security


In dealing with the challenges we identified in the previous section we have taken the opportunity to document 


the Top 100 things our customers talk to us about in relation to security. In essence, that list includes some of the 


questions anyone may wish to ask their technology vendors when it comes to their approach to cyber security.


We have termed this list a “Reverse Request for Information (RFI)”. In essence it is a potential list of cyber security 


requirements that buyers should consider asking their vendors if they can meet – i.e., we have reversed the process, 


we are asking customers to ask us, as vendors, how we deal with cyber security.


This list by its very nature cannot be comprehensive for every industry, covering every law and every technical standard; 


this is not the purpose. The purpose is to provide a suggestion based on questions posed to Huawei so that buyers 


can systematically analyse vendor cyber security capability when responding to tenders and can use this information 


to strengthen the quality of their RFIs and Requests for Proposals (RFPs) when seeking the best vendor(s) to meet their 


immediate and longer-term technology needs.


We will publish the Top 100 list shortly and we welcome comments, views, additions and modifications to that 


publication, with the intention of publishing an updated list in 2014. 
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The biggest single piece of feedback that we have received since the publication of our last white paper, and a key 


element of the many conversations we have had with customers, governments and other stakeholders, has been a 


request to: “please provide more detail on your end-to-end cyber security approach”. In this section we do just that; 


we provide a more detailed overview of the approach we take to the design, build and deployment of technology that 


involve cyber security considerations.


In detailing our approach, just as we did with our first white paper, we make no claims as to the robustness or 


completeness of our approach – this is not for us to assess but for our customers. We recognise we still have much to 


do to continuously improve our approach. However, our commitment to openness and transparency drives everything 


we do and we believe the more people who review, consider, assess and question our policies and procedures, the 


greater the promotion and impact on our ability to deliver better quality products and services. It is in that spirit that 


we welcome your feedback and the opportunity to engage in an open discussion about these issues.


The White Paper is organised into twelve sections which broadly follow Huawei core processes:


7 The Huawei end-to-end cyber security 
approach


Process Area Why is this process/ capability important


Strategy, 1. 
Governance and 
Control


If cyber security doesn’t matter to the Board and senior officials, it doesn’t matter to the 
staff. Ensuring that cyber security is imbedded into the organisational design, governance 
risk management strategy and internal control framework is the starting point for the design, 
development and delivery of good cyber security.


Building the basics: 2. 
Processes and 
standards


To get a repeatable quality product demands repeatable quality processes, standards and a similar 
approach by your employees and suppliers. Cyber security is the same: if your processes are 
random or your approach to standards is random, so will the quality, safety and security of the end 
product be – random.


Laws and 3. 
Regulations


The law is complex, variable and ever-changing. Even if there is a law in a country, the ways of 
enforcement might differ greatly or there might be different interpretations of the same law or 
code. Laws, codes, standards and international controls add complexity and risk to a supplier and 
a business. Your processes must cater and deal with this variability and confusion and work to the 
highest level of law not the lowest level.


People matter4. 


Many companies say that their people are their most important asset, which is true. However, from 
a security perspective they can also be their greatest weakness. The way people are employed, 
trained, motivated and their performance managed, often determines the difference between 
success and failure – not just for cyber security but also for the delivery of the overall company 
strategy.


Research and 5. 
Development


Companies do not want to use their scarce capital to buy high-technology products from 
companies who do not have rigorous R&D processes that deliver consistent high quality, safe 
products. Nor do they want to see vendors having to make investment decisions between ‘do they 
invest in a new product’ or ‘do they invest in making all products safe and secure’. Just as quality 
cannot be bolted onto a product neither can cyber security; companies need to demonstrate their 
long-term commitment to enhancing their R&D approach to accommodate appropriate cyber 
security design, development and deployment, as well as investing in the next generation of 
products.
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Process Area Why is this process/ capability important


Verification: 6. 
Assume nothing, 
believe no one, 
check everything


Whilst a robust R&D process is fundamental to quality and to safe and secure products, R&D 
can be under pressure to launch new products quickly without the right testing and verification. 
Having in place a multi-layered “many hands” and “many eyes” approach to independent 
verification reduces the risk of unsafe products being distributed. A balance of end-to-end checks 
and balances supplemented with tiered independent security verification ensures a “no shortcuts” 
approach and protects customers’ investment and services.


Third-party supplier 7. 
management


Many large high-technology companies use third-party companies for hardware components, 
software components, delivery support and installation. If the third-party’s technology or processes 
have security weaknesses, this can significantly increase the weaknesses of the vendor’s products 
and services as they are integrated into the product the customer will receive. End-to-end cyber 
security means a vendor must work with its suppliers to adopt best practice cyber security 
approaches.


Manufacturing8. 


Manufacturers of products must take in all of the components from whatever their source country 
of origin and security standard, manufacture an end-product for a customer and ensure that 
throughout every stage of manufacturing and product shipment, no security risk has inadvertently 
or intentionally been introduced. 


Delivering services 9. 
securely


There is not much point in focusing on designing your products with security in mind if when you 
come to deploy your technology, or support and maintain the technology, this is not done in a 
secure way. Customers rightly want to ensure when equipment is supporting their business that its 
operation and maintenance is safe and secure including upgrades, patches and fault fixing – they 
expect security throughout the life of the product.


When things go 10. 
wrong: Issue, 
defect and 
vulnerability 
resolution


It goes without saying that no responsible company can give a 100% guarantee when it comes to 
security. Therefore, a company’s ability to respond effectively to issues and learn lessons from what 
has gone wrong is critical to both the customer and the vendor. Knowing what to do in a “crisis”, 
ensuring senior executives are informed to make speedy decisions and working effectively with 
customers and stakeholders ensures that normal service is restored quickly and safely.


Traceability11. 


When things go wrong being able to quickly identify where it has gone wrong, what hardware or 
software component caused the issue and identifying where else that component is used is crucial 
to timely recovery. However, that is not enough; root-cause analysis demands an ability to forward 
and reverse trace every person, every component from every supplier in every product for every 
customer.


Audit12. 
Rigorous audits play a key role in assuring the Board and senior company officials, and assuring 
your customers, that the appropriate policies, procedures and standards are being executed to 
deliver the required business outcomes.


We included our corporate policy in our last white paper, and it is as valid today as it was in 2011 when we first 


published it. 


“As a global leading telecom solutions provider, Huawei Technologies Co. Ltd. ("Huawei") is fully aware of 


If cyber security doesn’t matter to the Board and senior officials it doesn’t matter to the staff. Ensuring 


that cyber security is imbedded into the organisational design, governance risk management strategy and 


internal control framework is the starting point for the design, development and delivery of good cyber 


security.


7.1 Strategy, governance and control
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the importance of cyber security and understands the concerns of various governments and customers about 


security. With the constant evolution and development of the telecom industry and information technology, 


security threats and challenges are increasing, which intensify our concerns about cyber security. Huawei will 


therefore pay a great deal more attention to this issue and has long been dedicated to adopting feasible 


and effective measures to improve the security of its products and services, thus helping customers to reduce 


and avoid security risks and building trust and confidence in Huawei’s business. Huawei believes that the 


establishment of an open, transparent and visible security assurance framework will be conducive to the sound 


and sustainable development of industry chains and technological innovation; it will also facilitate smooth and 


secure communications among people.


In light of the foregoing, Huawei hereby undertakes that as a crucial company strategy, based on compliance 


with the applicable laws, regulations, standards of relevant countries and regions, and by reference to the 


industry best practice, it has established and will constantly optimize an end-to-end cyber security assurance 


system. Such a system will incorporate aspects from corporate policies, organisational structure, business 


processes, technology and standard practice. Huawei has been actively tackling the challenges of cyber 


security through partnerships with governments, customers, and partners in an open and transparent manner. 


In addition, Huawei guarantees that its commitment to cyber security will never be outweighed by the 


consideration of commercial interests.


From an organisational perspective, the Global Cyber Security Committee (GCSC), as the top-level cyber security 


management body of Huawei, is responsible for ratifying the strategy of cyber security assurance. The Global 


Cyber Security Officer (GCSO) is a significantly important member of GCSC, in charge of developing this strategy 


and managing and supervising its implementation. The system will be adopted globally by all departments 


within Huawei to ensure consistency of implementation. The GCSO shall also endeavour to facilitate effective 


communication between Huawei and all stakeholders, including governments, customers, partners and 


employees. The GCSO reports directly to the CEO of Huawei.


In terms of business processes, security assurance shall be integrated into all business processes relating 


to R&D, the supply chain, sales and marketing, delivery, and technical services. Such integration, as the 


fundamental requirement of the quality management system, will be implemented under the guidance of 


management regulations and technical specifications. In addition, Huawei will reinforce the implementation 


of the cyber security assurance system by conducting internal auditing and receiving external certification and 


auditing from security authorities or independent third-party agencies. Furthermore, Huawei has already been 


certified to BS7799-2/ISO27001 accreditation since 2004.


In connection with personnel management, our employees, partners and consultants are required to comply 


with cyber security policies and requirements made by Huawei and receive appropriate training so that the 


concept of security is deeply rooted throughout Huawei. To promote cyber security, Huawei will reward 


employees who take an active part in cyber security assurance and will take appropriate action against those 


who violate cyber assurance policies. Employees may also incur personal legal liability for violation of relevant 


laws and regulations.


Taking on an open, transparent and sincere attitude, Huawei is willing to work with all governments, customers 


and partners through various channels to jointly cope with cyber security threats and challenges from cyber 


security. Huawei will set up regional security certification centres if necessary. These certification centres will 


be made highly transparent to local governments and customers, and Huawei will allow its products to be 


inspected by people authorised by local governments to ensure the security of Huawei’s products and delivery 


service. Meanwhile, Huawei has been proactively involved in the telecom cyber security standardization 


activities led by ITU-T, 3GPP, and IETF etc., and has joined security organizations such as FIRST and partnered 
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Figure 1, Simplified cyber security governance structure


with mainstream security companies to ensure the cyber security of its customers and promote the healthy 


development of industries.


This cyber security assurance system applies to Shenzhen Huawei Investment Holding Co., Ltd., and all 


subsidiaries and affiliates which are under its direct or indirect control. This statement is made on behalf of all 


the above entities.


This statement should comply with local laws and regulations. In the event of any conflict between this 


statement and local laws and regulations, the latter shall prevail. Huawei will review this statement on an 


annual basis, and shall keep it in line with laws and regulations.”


Huawei Technologies Co., Ltd. 


CEO Ren Zhengfei


However, turning these words into a consistent strategy and approach where the requirements are built into every 


role, every process, and every product and service is another matter. Our starting point was to create the governance 


that will make this happen, but importantly, provide clear accountability for its success or failure. This can only happen 


at the very top of the organisation – if it doesn’t matter to the Board and senior officials it will not matter to the 


employees. The governance at Huawei is as follows: 







13


It starts with Huawei’s founder and CEO, Mr Ren Zhengfei, who has issued his public policy statement on cyber 


security and it clearly demonstrates that the issue matters to him. The Global Cyber Security Officer reports directly to 


Mr Ren. Core cyber security-related roles include:


Global Cyber Security Committee:


GCSC:  Strategic direction; responsible for agreeing on the strategy, planning, policies, roadmap, and investment, 


and for driving the implementation and resolving conflicting strategic priorities and auditing.


The development of the cyber security strategy, policies procedures and the standards, and the assignment of 


resources are all governed by this standing Committee dedicated to cyber security which is chaired by a Deputy 


Chairman and one of our company’s rotating CEOs. On this Board sits the main Board Members and the Global 


Process Owners each of whom has a role in ensuring that cyber security requirements are imbedded in all 


processes, policies and standards and that they are executed effectively. If there is any conflict, or resource issue 


in cyber security, this committee has the authority to make decisions and any necessary changes to the business.


Global Cyber Security Officer:


GCSO: Leads the team in developing the security strategy, establishing the cyber security assurance system 


internally, supporting government relations and public relations (GR/PR) and supporting global customer accounts.


Global Cyber Security Office:


GCSO Office: Coordinates related departments to formulate detailed operational rules and actions to support the 


strategy and its implementation, promoting the application, auditing and tracking of the implementation. The 


role is the company focal point for identifying and resolving cyber security issues. 


Regional and Departmental Cyber Security Officers:


Regional / Department Security Officers: Accountable for working with the GCSO to identify changes to, and 


monitor implementation of, departmental / business unit processes so that the cyber security strategy and its 


requirements are fully imbedded in their areas and updated as necessary. They are also experts in their own right 


and contribute to the development and enhancement of the overall strategy. Each department has dedicated 


cyber security experts.


Huawei Auditors, both internal and external, use the Key Control Points (a point within a process where it can be 


evidenced that the process is working effectively and delivering its desired outcomes and outputs) and the Global 


Process Control manual to ensure that processes are executed and that they are effective. Audits, external inspections 


and third-party reviews all validate what is happening against what should happen. Individual personal accountability 


and liability (the rules and regulations) are built into Huawei’s Business Conduct Guidelines and business processes that 


specify how we must behave in our daily operations. Knowledge is updated through online exams every year to keep 


knowledge current and this forms part of our Internal Compliance Programme.
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Huawei is governed by a set of integrated processes that encompass everything that we do. From our initial interaction 


with a customer to when we have successfully completed the project; or from the inkling of an idea that is put 


through the complete R&D process and through to the end of a product’s lifecycle.


Each person in the process knows that their activities directly or indirectly create value for customers or reduce value 


due to poor quality, poor service or poor security considerations. Board Members are appointed as Global Process 


Owners; they own the quality, completeness and health of this process. From a security perspective it is their job to 


ensure that their process satisfies all of the cyber security needs.


Global Process Owners identify business key control points for each process and the matrix of segregation of duties 


that will be applied to all regions, subsidiaries and business units. This segregation of duties ensures that one person (or 


team) does not create so much control for themselves that they have the opportunity to put at risk the safety, security 


and quality of the outcomes and outputs of that process. Global Process Owners organise and implement monthly 


compliance tests at the key control points to continuously monitor the effectiveness of internal control and from 


this they will issue a test report. Focused on the “pain points” of the operation, Global Process Owners optimise the 


process and internal controls to improve operational efficiency, safety, security, customer satisfaction and benefits and 


help the achievement of business objectives. Global Process Owners conduct semi-annual control assessments each 


half-year to comprehensively evaluate the effectiveness of process design and implementation in business units. 


The results are reported to the Audit Committee and other standing committees. 


In our last white paper we detailed a simple process architecture that operates within Huawei. A more detailed 


representation is presented below: 


To get a repeatable, quality product demands repeatable quality processes, standards and a similar approach 


with your employees and suppliers. Cyber security is the same; if your processes are random or your approach 


to standards is random, so will the quality, safety and security of the end product be – random.


7.2 Building the basics: Processes and standards
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The above figure shows a closed-loop end-to-end process for cyber security and the overall policy framework at 


Huawei. On the left you see the gathering of all requirements, whether they are law, standards, customer requirements 


or Huawei requirements. This knowledge is turned into strategic and business plans and which is turned into policies 


and procedures and baselines. The baseline defines a minimum set of requirements. The middle set of processes 


executes the defined strategies, policies and procedures according to the agreed plans. Finally on the right there are 


a set of auditing mechanisms that validate whether the execution fulfils the requirements defined at the start of this 


process. Newly-learned knowledge and any identified weaknesses and gaps are then fed back to the beginning of the 


process to be considered and factored in the next iteration.


Huawei, like other ICT equipment vendors and their customers, face a range of complex legal and regulatory 


environments. However, just as we outlined in the Statement on Establishing a Global Cyber Security Assurance 


System, Huawei complies with all of the applicable laws and regulations in every jurisdiction in which it operates. 


To make cyber security an integral part of Huawei business, we investigate, identify, trace, map and classify all the 


applicable law and regulatory requirements from the countries in which we operate. We ensure that our products, 


services, personnel and operational controls address the relevant cyber security regulatory compliance requirements 


throughout our end-to-end business/transaction processes. The way we do this is as follows:


Tracking and identification of applicable legal requirements: 


Huawei tracks and identifies the applicable legal requirements Huawei employs over 500 qualified legal experts all 


over the world with many in-house cyber security legal counsels and over 140 local lawyers who on an ongoing basis 


survey applicable laws and regulations5 . We engage law firms with recognised reputations and experience in cyber 


security law. We continuously receive information from our Government Relations professionals and legal counsels 


who maintain appropriate relationships with relevant national or local regulatory government bodies. We also identify 


applicable laws and regulations through contracts which we enter into with our customers. In this context one of the 


challenges that all customers and vendors face is that not all countries have relevant laws on cyber security or personal 


privacy protection. If they do have laws they are not always fully implemented, or may not be clear. Just because a 


law does not exist it does not mean there are no codes and standards. Customers themselves also apply their own 


requirements and interpretations.


However, looking at the totality of all of the relevant applicable regulatory requirements, they do appear to be 


consistent in principle, which is to protect end-users’ communication secrets and freedom, to protect end-users’ 


personal data and privacy and to support stable and secure networks for customers.


5     We subscribe to relevant information services; attend industry forums and seminars; monitor regulators’ websites


The law is complex, variable and ever-changing. Even if there is a law in a country, the ways of 


enforcement might differ greatly or there might be different interpretations of the same law or code. Laws, 


codes, standards and international controls add complexity and risk to a supplier and a business. Your 


processes must cater and deal with this variability and confusion and work to the highest level not the 


lowest level.


7.3 Laws and regulations
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Control of regulatory compliance: 


Based on the legal requirements noted above, Huawei develops its cyber security strategy and compliance 


requirements policy, which also serves as a strategic framework and baseline to ensure that cyber security compliance 


requirements are integrated into our end-to-end business practices, product life-cycle and management from product 


development through to service delivery, and support service.


For example, in the Integrated Product Development (IPD) process (the main process that operates with Research and 


Development), our legal team provides advice to individual business units on applicable laws and regulations in addition 


to providing compliance support. Furthermore, the legal team has the power of veto in reviewing the development of 


any product if any non-compliance issue is identified. In Human Resources, we address the requirements of supporting 


the secure operation of customer networks and business and protecting end-users’ privacy and communication 


freedom in our Business Conduct Guidelines, which serve as the principle code of conduct that should be followed 


by all employees and contractors. We also continuously train personnel on compliance requirements to raise their 


compliance awareness and support them in conducting their jobs in accordance with the laws and regulations and 


our cyber security compliance requirements policy. We provide new employee entrance training, management team 


training, and even specific training to key cyber security relevant positions. We also enforce an award-discipline policy 


to ensure all personnel take their compliance responsibilities seriously. In regards to suppliers, we require our vendors 


to sign a cyber security contract to ensure cyber security-related requirements can also be complied with by them (more 


details can be found in section 7.7, Third-party supplier management).


Huawei has also established and maintains a procedure for periodically evaluating compliance with our cyber security 


strategy and compliance requirements policy. The oversight responsibility for the legal compliance rests with the 


Legal Affairs Department and GCSO Office. The Legal Affairs Department and GCSO Office will report suspected non-


compliance activities and potential risks to the GCSC, following the individual Business Group Executive Team’s review, 


for further review and follow-up action.


The Huawei compliance model is imbedded into each person’s role and each function’s role, which in itself is 


independently checked and audited. Accountability for adhering to the controls, policies and standards rests with the 


individual and his/her supervisor and manager. In terms of incentives and disincentives this includes the management 


hierarchy, not just the individual who generated the breach or issue.


Take part in legislative activities: 


Over the past year, we have seen many notable changes to cyber security laws and regulations in a number of 


countries. In the United States, President Obama issued a cyber security Executive Order to develop voluntary cyber 


security standards for critical infrastructure and assurance-related requirements for governmental ICT procurement. The 


European Commission published a proposal for a Directive on Network and Information Security to establish a secure 


and trustworthy digital environment. Australia publicly discussed potential reforms of national security legislation 


and New Zealand released its new Telecommunications Bill to encourage partnership between network operators 


and the Government. Huawei was invited to submit its comments and suggestions in Australia and New Zealand on 


cyber security-related legislation activities and in the United States we provided formal comments in response to the 


NIST Cyber security Framework Request for Information (RFI) and are contributing our thoughts on the USA security 


standards that will be referenced in the Framework. To avoid further conflicting or ambiguous legal obligations, and to 


hopefully encourage simplification of requirements for the global supply chain, Huawei welcomes the development of 


a globally-consistent cyber security framework. We also believe security outcomes are best delivered by a competitive, 


well-informed marketplace - so we strongly support the risk-based, technology-neutral and outcomes-based approach. 







17


In addition to cyber security areas such as export control, IPR protection, fair competition and anti-corruption, we 


have established relevant compliance management systems to ensure compliance with the law. For example, in export 


control, we provide equipment all over the world and we ensure that equipment meets communication standards for 


civilian use and all applicable laws and regulations and implement and enforce an internal compliance policy (ICP) of 


export control that meets the industry standard. 


In IPR protection, we pay more than $300 million for patent licenses each year and are one of the global top three 


patents applicants (with more than 30,000 patents granted worldwide). In fair competition, Huawei has established 


a series of policies to ensure that employees are required to abide by the rules of fair competition, including product 


pricing, management of cooperating partners, business contacts with competitors and commercialised banking 


relationship. In anti-corruption, we believe that an efficient and transparent anti-bribery system helps in building 


trust with partners and customers, and that promotes the consistent development of Huawei. Our Business Conduct 


Guidelines describe Huawei's anti-corruption and anti-commercial bribery policies and must be signed annually by our 


global employees.
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Figure 3, Imbedding cyber security into Human Resource processes


Many companies say that their people are their most important asset, which is true. However, from a 


security perspective they can also be their greatest weakness. The way people are employed, trained, 


motivated and their performance managed, often determines the difference between success and failure – 


not just for cyber security but also for the delivery of the overall company strategy.


The Human Resources management framework of cyber security is based on the foundations of a country’s legal 


system and regulations. Cyber security requirements on Human Resources are to ensure that the background of 


our employees is appropriate, that the behaviour of employees is in line with all laws, policies, and procedures and 


Huawei’s Business Conduct requirements, and that our employees have the knowledge, skills and experience to 


undertake their duties. The overall model is detailed below:


7.4 People matter
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In terms of cyber security awareness education for all employees, Huawei is building a cyber security education and 


culture atmosphere across the company that recognises the importance of cyber security. To do so, Huawei organises 


ongoing cyber security awareness activities to improve and enhance employees’ cyber security understanding. 


In 2012, Huawei organised managers’ workshops involving over 6,000 managers in discussions on cyber security 


issues. The purpose was to nurture an environment across the organisation for cyber security awareness education 


and learning within the company. Huawei also carried out a round of cyber security awareness training for all 


employees and organised all employees to learn cyber security requirements, take part in and pass an exam and sign 


a commitment letter indicating their understanding of their cyber security responsibilities. This work covered over 


150,000 employees all over the company globally and achieved the objective of having cyber security awareness-


education cover every employee. Moreover, business departments also carried out cyber security knowledge and skills 


training and other awareness education activities for employees based on their own business requirements, and they 


also studied cyber security cases specific to their business area. 


We also distribute cyber security periodicals regularly through the internal publicity platform. In addition, we use other 


methods, such as posters and cards to publicise the content of cyber security education. Business departments carry 


out customised cyber security publicity activities according to their own business requirements and features, such as 


soliciting articles of cyber security and recognising these articles with an award, the selection of cyber security slogans, 


case studies etc. All the activities help cyber security awareness education to be inculcated into the daily work of 


employees. 


Huawei regards cyber security training as a long-term campaign. On the one hand, we have embedded cyber security 


requirements into the Business Conduct Guidelines (BCG) of Huawei employees to pass on cyber security requirements 


to all employees through the annual BCG learning, testing and commitment-signing activities to help them improve 


cyber security awareness. On the other hand, we will continue to carry out the study of cyber security training and 


case studies, the publicity of cyber security requirements on behaviours and knowledge, so as to keep enhancing the 


cyber security awareness of all employees. 


From a risk perspective, some roles pose a greater insider threat in relation to security than others. Huawei has 


identified the cyber security-critical positions in each business area and clearly defined positions that could provide 


opportunities to embed tamper or undertake malicious activity throughout the design, build, deployment and support 


of products we provide to our customers.


For employees undertaking cyber security critical positions, Huawei has established the following requirements:


Before an employee joins the company • , we will conduct background vetting to ensure the potential employee has 


an appropriate background and history that matches the requirements of our customers’ requirements for that 


position.


We use a detailed and consistent template with cyber security requirements built into the “qualifications review” 


process of searching and selecting candidates. This pre-job vetting covers both external recruitment and internal 


allocation of existing employees.


When the employees are in their positions • , we use the criteria of job qualification and certification to direct them 


to raise their awareness and improve relevant skills, and we also conduct regular security audits.
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For the behaviours of employees in cyber security-critical positions, we review their cyber security-related conduct 


to check whether there are any violations and thus ensure the behaviours of employees are appropriate.


When the employee leaves the position • , or when an employee leaves a critical position, we use check-points in 


the off-job vetting process to guide Human Resources and cyber security personnel in removing or modifying 


privileges and remove assets of the employees, where appropriate. The off-job vetting covers internal re-allocation 


and resignations. 


Growing the skills and knowledge of our employees so that they can adequately fulfil their roles efficiently and 


effectively forms a core part of Huawei’s performance-based culture. We develop specific security competence 


improvement plans and baseline courses to improve the cyber security competence of employees through our 


systematic learning schemes. Huawei aims to improve the cyber security knowledge and skills of employees in critical 


positions to reduce the occurrence of non-compliant behaviours. Meanwhile, we also direct employees to learn 


proactively to supplement passive training with proactive learning. In addition, for the competence required in cyber 


security-critical positions in different business departments, we have developed customised courses and test papers. 


We organise annual learning and exams for employees to push them to learn proactively and hold them accountable 


for doing so. Various practice-oriented competence improvement activities are carried out to improve the knowledge 


and skills of employees in critical positions. For example, we have cyber security lecture series, cyber security forums 


and a database of cyber security cases. To evaluate competence improvement, we adopt the Kirkpatrick model6 and 


use methods such as the surveying of training satisfaction and exams to evaluate the effectiveness of competence 


improvement.


Huawei has adopted a strict cyber security responsibility system that implements formal accountability mechanisms. 


We require that every employee should be accountable for what they do and for the consequences of their actions, 


not only in terms of technology, but also laws. Our employees know that in the case of any occurrence of a cyber 


security issue, there may be significant impact to the customer, the company and the individual. Therefore, no matter 


whether the behaviour is intentional or unintentional, we execute a formal procedure based on the event and the 


consequences. We have determined seven categories of violations and five business scenarios according to cyber 


security statutes in various countries and regions, including Europe and the US. Based on this, we have published the 


Accountability System of Cyber Security Violations in which we clarify the consequences to the individual in the event 


of any cyber security violations.


Our starting position is that our employees, and the employees of most companies, come to work to do a great 


job. However on occasion, employees may see other colleagues doing things that make them feel uncomfortable, 


either because it is just plain wrong, they morally think it should be wrong, or they are not sure, but want someone 


knowledgeable to know about the conduct. Like all good organisations we recognise such situations and offer a 


whistle-blowing channel to report any suspected wrong-doing through our Business Conduct Guideline (BCG) process.


6      http://www.kirkpatrickpartners.com/OurPhilosophy/TheKirkpatrickModel/tabid/302/Default.aspx 
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Figure 4, Market Management to Integrated Product Development


The Research and Development Organisation consists of over 75,000 engineers and follows a formal set of processes 


and methodologies as depicted in the following figure. It builds on the MM (Market Management) process and IPD 


(Integrated Product Development) processes that are detailed in Figure 2, Overall process architecture. 


Companies do not want to use their scarce capital to buy high-technology products from companies who 


do not have rigorous R&D processes that deliver consistent high quality, safe products. Nor do they want 


to see vendors having to make investment decisions between ‘do they invest in a new product’ or ‘do they 


invest in making all products safe and secure’. Just as quality cannot be bolted onto a product neither 


can cyber security; companies need to demonstrate their long-term commitment to enhancing their R&D 


approach to accommodate appropriate cyber security design, development and deployment, as well as 


investing in the next generation of products.


7.5 Research and development


The core process within our Research and Development (R&D) area is the Integrated Product Development Process, or 


IPD. We introduced the IPD process in 1999. The process is an integration of the PACE methodology of PRTM, advice 


from IBM and Huawei’s long-term extensive practices and experience.


Based on the breadth of Huawei’s R&D activities and with reference to industry security practices such as 


OpenSAMM7 and SSE_CMM8 , and customer and Government feedback, we have embedded in the IPD process 


7    http://www.opensamm.org/ 
8       http://en.wikipedia.org/wiki/ISO/IEC_21827 







21


security activities such as security design, security development and security testing. This ensures the effective 


execution of those security activities so as to improve product robustness, enhance privacy protection and 


provide products and solutions to customers that are more secure. A more granular level of detail of the IPD 


process shows how cyber security is being built into everyone’s daily operations; in this way security becomes 


everyone’s job and something that is done naturally.


We take a built-in approach to embed into our end-to-end business processes cyber security requirements 


such as security threat analysis and security scanning of source code, etc. To support this approach we have 


established the Security Technical Competence Centre that works across Research and Development and all of 


Huawei’s business to build security into design, respond to security attacks, and improve security defence. 


In the  • concept phase, the security requirement analysis mainly focuses on two aspects. First, the product 


security baseline should be included in the list of requirements and should be executed without fail – these 


are the mandatory requirements. Second, a threat analysis of the scenarios regarding where the product 


will be installed in the customer’s site should be undertaken to identify any additional, or customer-specific, 


security requirements.


Product security baseline consists of security requirements to ensure the achievement of security assurance or 


the containment of risks to an acceptable level. The baseline is derived from international and local laws and 


regulations, government requirements, a customer’s threshold and live network issues, etc. The objective is 


to ensure security legal compliance, protect users’ communication and privacy, enhance the system’s access 


control / protection of sensitive data and improve the defence capability of the system. 


Threat analysis is used to find the potential source and types of threats and attack points according to 


specific scenarios where the product is used so that we can assess the risks and ensure that counter-


measures are included in the list of product requirements. 


In the  • plan phase, we further specify the security threats identified in the concept phase as the product 


design goes into more detail. At this point we design the product security architecture and security design 


features. We always refer to industry best practices such as X.805 and OWASP security specifications and 


develop our cyber security design standards based on a wide range of standards and best practices. 


In th • e development phase, product developers follow the secure coding specifications when writing 


software and then conduct cross reviews. Automatic code scanning tools are used to conduct security 


scanning and analysis of the code to reduce security defects in the code and to identify areas of further 


investigation. 


In the  • qualifying phase, testers conduct testing based on the specifications of security requirements. The 


density of product defects is an important index for decision making at ADCP (Availability Decision Check-


Points). The internal Cyber Security Lab checks products of all Business Groups (Carrier Network, Enterprise, 


Consumer) including OEM products independent from business departments to verify whether they comply 


with the product security baseline.


In addition, we ensure full segregation of duties throughout the complete R&D process. Software developers cannot 


approve the final test results or the final release. Nor can software developers authorise the release of their own 


software. There is an independent and rigid review and release process---once the software is released, it will be 







22


Implement the policies and requirements on network security 
and continuously carry on the improvement 


Security requirements Continuous improvement 


A
n
alyze n


etw
o


rk
 secu


rity th
reats, risk


s, an
d


 req
u


irem
en


ts 


Estab
lish


 m
u


tu
al tru


sts an
d


 face n
etw


o
rk


 secu
rity ch


allen
g


es 


 Law compliance 


 Government 
requirements 


 Network attacks 


 Malicious 
embedding and 
tampering 


 Behavior tracing 
and audit 


 Government 


agencies 


 Carriers 


 Enterprises 


 Terminal users 


 Stakeholders 


Include network security elements in the IPD process, and adds security management requirements and activities to existing 
management and policy-making systems. 


Ensure the implementation of the process through long-term improvement of security capabilities. 


Security threat 
analysis capability 


Security design 
capability 


Security testing 
capability 


Security coding 
capability 


Security delivery 
capability 


Security capability center 
Network security 


engineering department 
Security SE 


Optimize the organization structure to ensure the accumulation and inheritance of these capabilities. 


R&D personnel 


Concept 


TR1 


Plan 


TR2 TR3 


Development 


TR4 TR4A TR5 


Verification 


TR6 


Release 


GA 


Life cycle 


Security delivery 
and maintenance 


Security 
requirements 


Security design 
Security 


development 
Security testing 


Figure 5, Security imbedded into the IPD process


7.5.1  Configuration management and the Build Centre
Configuration management includes the processes by which Huawei ensures integrity, consistency and traceability 


of their products. Configuration management not only ensures the integrity of Huawei self-designed and developed 


software, but also ensures the integrity, of third-party and open-source components. 


Huawei’s configuration management process is an integral part of the Integrated Product Development (IPD) process. 


Configuration management activities are carried out at different stages of the IPD process. These include configuration 


management strategy and planning, configuration item identification, configuration item change control, release 


management, configuration library management, configuration status accounting, and a configuration audit. 


This environment creates full traceability, which is a key cyber security outcome. To access Huawei’s configuration 


management library, developers need to apply for the proper authority, thus ensuring the code in the configuration 


library is secure and that only authorised developers assigned to the project can gain access.


An important role in configuration management is the segregation of duties, which isolates the activities, roles and 


responsibilities that are involved in the building process, and ensures that roles are clearly defined, from the iteration 


preparation, planning, and development, to system acceptance.


At the integration preparation stage, a Continuous Integration Engineer (CIE) develops a list of compilation and 


building tools required for the development of the products, and establishes the continuous integration environment 


according to the relevant tool list. Once a product reaches the iteration development stage and the R&D engineers 


have completed coding, the CIE develops the building scripts and compilation guide, and implements a one-click 


automatic building process. Automating the build process ensures that there is no potential to input additional non-


digitally signed and then automatically uploaded to the support website for download in manufacturing or at a 


customer’s site. 


A summary of the imbedded IPD process can be seen in the following figure. 
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authorised code or items. The build process also uses appropriate tools such as Fortify9 as well as numerous other 


commercial and self-built analysis tools, which check for coding errors. These errors are then logged into our Defect 


Tracking System (DTS) and re-assigned to the engineer responsible for the development of the code. Once all the 


defects have been addressed, the CIE initiates the single-build process again.  


At the system acceptance stage, the integration and verification team will confirm that the building process was 


completed based on the compilation guide, and at the same time ensure that the compilation guide is correct and 


workable. The Quality Assurance team will perform audits for the tools that are actually used in the build process to 


avoid the use of tools without application or approval. Upon completion of all these tasks the software is then released 


into Huawei’s distribution portal for customer download.


To ensure the build process is repeatable, Huawei has established a build centre where all hardware, compilation 


tools, third-party software, database source and operating systems meet a rigorous set of standards and support 


requirements. The Build Centre is a solution to product building and compilation and it provides a cloud service to 


support the software-building activities during the IPD process. It has three major features: standardised management 


of resources, building process standardisation and service acceleration. 


Standardised management of resources: conducts centralised management of standard hardware, standard operating 


systems, virtual technology, cloud technology and the hardware and operating systems involved in the product building 


environment. It significantly increases the stability of software building and improves the success rate. It ensures that 


any product contains legitimate components, from legitimate sources at the correct service, patch and version number. 


It ensures that only approved components necessary for the product are included in the software build process.


Building process standardisation: automates the complete building process from environment building, to code 


download, to one-click compilation, packing, static code review, automated low-level test to high-level test through a 


centralised management of tools, standardisation of building scripts, one-click building and automatic installation of 


the building environment etc. In doing so, we ensure the product-building process can be reproduced / restored and 


traced. 


Service acceleration: leverages the building efficiency. In essence this is a cloud-based service available 24 hours a day.


Two additional functions have been implemented into the build centre, these are: a virus scan centre that runs four 


anti-virus software products concurrently has been integrated into the testing process and, secondly, a digital signature 


centre to digitally sign the compiled code with the key being stored in a key database for safety.


Huawei has introduced Application Lifecycle Management (ALM), which is a mature industry solution, to establish an 


integrated software collaborative development platform to support end-to-end traceability. Huawei has grouped its 


business objectives for using ALM into three areas:


During requirement analysis • , raw requirements (RRs) are broken down into initial requirements (IRs) and system 


requirements (SRs).


In system design • , test cases and functions are designed based on the system requirements. The development 


engineers write and build code to implement the functions during the coding and building activity. 


After coding and building • , a test version is produced. After it passes the testing and verification process, it will be 


delivered to customers as a release version. 


Traceability relationships between these business objectives have been implemented to ensure that all customer 


requirements are correctly developed and verified. In particular, linkages between the various stages of development 


enable forward and backward traceability of requirements and identification of individuals associated with the 


development of the product during each stage. 


9     http://www8.hp.com/uk/en/software-solutions/software.html?compURI=1338812 
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7.5.2  Tools and third-party component management


Huawei sources many third-party and open source software components from around the world. Sourcing software 


from third-parties provides challenges to all companies and it is important to consider the following:


Is the source code or component you are using from a reliable source? •


How do you track its usage for fault rectification and licence management? •


How will you deal with security vulnerabilities? •


How do you intend to reuse the component?   •


How does the overall lifecycle management of the third-party component fit into your product’s own lifecycle? •


Not only do we need to consider the third-party component, we also need to ensure that the component and the 


selection of all of the associated components required to compile the source code or third-party component are also 


controlled. Huawei has implemented the full lifecycle management of the sourcing of third-party software, from the 


sourcing of these components to how they are incorporated into our products.


Huawei strictly controls the use of open source and third-party components and ensures that the components are only 


acquired from authenticated sources. We have created a library in which we store all our third-party and open source 


components and our developers can only obtain access to the components after receiving appropriate approvals. This 


ensures that Huawei can centrally keep the open source or third-party components up to date and properly maintain 


the tools required to build the code. 


Using a centralised repository for our third-party and open source code that is embedded into Huawei’s overall IPD 


process also allows us to ensure that each component has been obtained from a reliable source, is properly licensed 


and to track where the component has been used and in which product, as well as to ensure that the selection of 


tools used is appropriate. Importantly, we can manage vulnerabilities and ensure that the developers fully address any 


issues related to the use of the component. 


An extremely important part of the centralised database is to ensure Huawei can trace vulnerabilities that may occur 


from time to time in the third-party and open source code. Once a vulnerability is detected by the customer, the 


component supplier or Huawei, it is then evaluated, and either a resolution is provided by the original developer or a 


workaround is obtained. At this point it is then passed to our PSIRT group to be addressed with our customers.


The use of a centralised repository allows us to manage the lifecycle of the third-party and open source code. This 


is extremely important as while Huawei’s software is produced with its own lifecycle; the third-party or open source 


component may be updated during this lifecycle and will need to be changed to ensure consistency, especially in the 


event that the third-party or open source component is declared end-of-life by the original developer.


Whilst a robust R&D process is fundamental to quality and to safe and secure products, R&D can be under 


pressure to launch new products quickly without the right testing and verification. Having in place a multi-


layered “many hands” and “many eyes” approach to independent verification reduces the risk of unsafe products 


being distributed. A balance of end-to-end checks and balances, supplemented with tiered independent security 


verification, ensures a “no shortcuts” approach and protects customers’ investment and services.


7.6  Verification: Assume nothing, believe no one, check everything
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At Huawei we subscribe to the “many eyes and many hands” approach to provide openness and transparency on 


what we do. We encourage audits, reviews and inspections on all technology vendors, including Huawei, in a fair 


and non-discriminatory manner, as every audit or review enables companies to challenge their thinking, policies and 


procedures, in turn enhancing their capability, product quality and product security. We believe that from an efficiency, 


effectiveness and security perspective, the more people who are looking, touching, testing, and questioning everything 


we do, the better it is for Huawei and the better it is for our customers. It is something we positively encourage for all 


vendors.


In recent years, Huawei has implemented many initiatives to proactively address the serious and complex cyber 


security challenges faced by governments and telecommunications network providers globally. One such challenge is 


helping all stakeholders gain a significantly greater understanding of what all technology vendors should be doing to 


mitigate security concerns. We believe that most of our stakeholders agree that there should be a standard or set of 


standards for cyber security in the telecommunications context. However, it is difficult for stakeholders to come to an 


agreement on what those standards should be, or if new standards need to be developed. Huawei believes that we 


must collectively (vendor, carrier, and government) address these common challenges in a broad, rational manner that 


addresses the most commonly held concerns. 


While there is no global consensus about cyber security evaluation standards, Huawei believes that by building a 


fair and objective cyber security assurance environment, many of the common cyber security challenges can be 


overcome. At Huawei we review our products from initial concept through to deployment and ongoing management 


and patching / upgrades to ensure that security of the product is reviewed at every stage. The creation of a global 


conformity assessment program for ICT products would contribute greatly to the ability of purchasers of ICT products 


to make more informed decisions about ICT products and provide additional incentives for manufacturers and vendors 


to make products with fewer vulnerabilities and higher assurance characteristics.


Tiered evaluations


Huawei has built a multi-tiered cyber security evaluation process to ensure that our products are reviewed for 


potential security issues from product design, development, and right through to deployment and maintenance in our 


customers’ networks around the world. 


Figure 6, Multi-tiered independent verification approach
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We carry out and continuously improve our product development by using “closed-loop management”. Closed-loop 


management aims to ensure customer security concerns and requirements are incorporated into the design phase of 


our products to improve the quality and security at an international level. Any reports generated from an evaluation of 


our products are provided to our Research and Development (R&D) organisation to ensure any findings are corrected 


for future product releases.


We provide customer security assurance through independent testing and evaluation of our products through many 


different platforms such as Huawei's Internal Cyber Security Lab, the UK Cyber Security Evaluation Centre (CSEC), 


customer evaluations, and third-party auditors and evaluators. 


Due to the different approaches and understanding of security, one customer’s security requirements might differ 


significantly from another’s. Security requirements also vary among networks and equipment at different levels. 


Accordingly, we provide security evaluations to satisfy the security requirements of individual customers. Huawei 


currently operates three different evaluation models to continuously improve the security of our products:


The Huawei Internal Cyber Security Lab is responsible for security self-verification. Security self-verification involves 1. 


reviews against known vulnerabilities and the product’s security baseline. This involves internal checks and controls 


of Huawei products from initial concept through to deployment. 


The Huawei External Cyber Security Lab model is responsible for security evaluation at regional and national levels. 2. 


This kind of evaluation aims to meet the security certification requirements proposed by local governments and 


customers. Currently, the UK Cyber Security Evaluation Centre (CSEC) provides such evaluations. In these centres, 


code quality and security is analysed using commercial and self-designed tools to search for potential code 


weaknesses. The software is also tested using a range of tools and techniques to assess its ability to withstand 


being hacked and finally additional reviews are provided on security design characteristics.


Huawei also works with independent third-party evaluation agencies and evaluators who provide unbiased security 3. 


evaluation of our products, and in some cases, certification. This type of evaluation is commonly carried out by 


customers and third-party auditors, including the Common Criteria (CC) security certification model. Huawei has 


gained CC certificates for multiple products. Some carriers conduct their own internal security testing on products 


as they continue to develop more secure environments, while other customers invite a third-party to test products 


independently such as customers in North America and Europe.


Many eyes, many hands, many checks


Another benefit from the multi-tiered approach is the “many eyes, many hands and many checks” approach to 


ensure that one lab’s review receives additional verification with a different review approach thus providing another 


perspective through which products are evaluated. 


Our Internal Cyber Security Lab is also set up to allow customers or third-parties to perform their own testing from 


within the facility itself. Within our current internal lab, we have implemented private, secure environments that can 


support simultaneous evaluations from customers or third-party subject matter experts. Customers and third-parties 


can leverage this platform to carry out independent security evaluations in a fast and effective manner. This provides 


them with a private testing environment with access to resources, test tools, and equipment to satisfy their own 


evaluation needs. Customers are already leveraging this facility to directly evaluate and assure the security of their 


products.


Customers may also use a third-party lab that is independent of Huawei, and whose tools, technologies and 


approaches are not known to Huawei. In such cases once an evaluation has been completed, a confidential audit 
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report is issued to customers, key stakeholders such as relevant government bodies, and Huawei’s R&D team. These 


reports are statements of fact, providing details of any issues discovered and their potential severity assessed, as well 


as any details of mitigating measures that the customer may wish to implement until a permanent solution is available. 


Any findings are also provided to the product development teams to ensure a consistent improvement in overall 


product security and quality. 


Following the publication of the report, any changes to software made because of upgrades or problem solutions can 


be tested by customers and governments, providing continuous assurance of the solutions over their lifecycle.


In some cases, product certifications such as a Common Criteria (CC) certification may be required, and Huawei works 


with our stakeholders to achieve this. 


Huawei believes that cyber security evaluations work best when stakeholders collaborate. We work with the security 


departments of customers, third-party security vendors and security groups to learn from their experience and to 


improve our evaluation capabilities, practices and requirements. In addition, we leverage the independent and 


objective results presented by third-party security vendors, security agencies and customers to verify whether our 


reviews are accurate and objective. 


Importantly, the approach to independent testing and verification takes, not surprisingly, an independent approach. 


Each lab or third-party model adopts different tools, techniques, approaches and methods. The objective is to test and 


verify the product from as many different dimensions and approaches as possible to enhance its security.


In summary, we at Huawei are acutely aware of the risks that companies face in today’s world and we will continue 


to proactively participate in product evaluations and work to achieve fair and objective reviews of our products. While 


the industry deliberates on a global consensus of what a standard cyber security review might look like, Huawei will 


continue to work with our customers and stakeholders to meet their security needs.


Many large high-technology companies use third-party companies for hardware components, software 


components, delivery support and installation. If the third-party’s technology or processes have security 


weaknesses this can significantly increase the weaknesses of the vendor’s products and services as they 


are integrated into the product the customer will receive. End-to-end cyber security means a vendor must 


work with its suppliers to adopt best practice cyber security approaches.


7.7   Third-party supplier management


7.7.1  Supply chain


Huawei has established a comprehensive supplier management system through which Huawei selects and qualifies 


suppliers based on the supplier’s systems, processes and products, continuously monitors and regularly evaluates the 


delivery performance of qualified suppliers, and selects suppliers who can contribute to the quality and security of the 


products and services procured by Huawei. 


The Huawei supply chain management (SCM) program regards the quality of products as a core strategy and 


continuously improves product quality and process efficiency through a number of continuous improvement activities, 


such as Six Sigma, optimisation projects, quality control circles (QCCs), the traditional suggestion box, and the Huawei 
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Production System (HPS). For example, since the launch of Six Sigma in 2002, Huawei has extended its quality efforts 


from internal product quality to external customer satisfaction and from production to the end-to-end supply chain 


process, such as plan and order management. 


Through Huawei’s global logistics management process and regional and country logistics processes, Huawei manages 


the global logistics businesses in a hierarchical (global-region-country) manner that supports the supply chain security 


management system. Huawei has deployed an IT system, HTM (Huawei Transportation Management), which enables 


visualisation and monitoring of the transportation process. 


Huawei has established processes for supply chain return performance. Huawei sets requirements for the applicable 


return, or reverse-goods handling methods, based on the local laws and regulations to meet all local requirements for 


obsolete goods and returned goods. To ensure the customer's data security, such as the risk that sensitive data might 


exist in the returned equipment, Huawei requires the customer to properly erase any data before the equipment is 


returned. Huawei’s global supply chain strategy emphasises the following foundational, security-related characteristics:


Effectiveness •  –promote the timely and efficient flow of Huawei products and services in the supply chain in order 


to protect the supply chain from being violated or exploited, and to reduce the vulnerability of exploitation or 


disruption.


Security  • – ensure the integrity of the products and services throughout the global supply chain; identifying and 


addressing threats at the earliest stage of the process, and establishing and maintaining a supply chain security 


management system that operates uninterrupted and is improved continuously.


Resilience  • – identify and manage supply chain risks and developing response, recovery and improvement 


plans to ensure the quick response, recovery and continuous improvement of Huawei's supply chain. Huawei 


has established an accurate and efficient traceability system to identify and mark issues, and relate them to 


vulnerabilities or defects in components or processes that need to be improved to enhance the resilience of the 


supply chain.


Huawei believes that malicious damage may occur in all activities of the supply chain, so it is important to focus not 


only on a certain activity, but the entire supply chain.


Supply chain threats fall into two major categories: tainted products and counterfeit products. Threats that can cause 


tainted and counterfeit products include malware, unauthorised parts, unauthorised configuration, scrap sub-part 


parts, unauthorised production, and intentional damage.  


Huawei has established a supply chain security management system based on Huawei’s requirements and processes 


for quality assurance, information security, environmental protection, and IT assurance, as well as the requirements of 


ISO28000 (supply chain security management), C-TPAT10 (Customs-Trade Partnership Against Terrorism), and TAPA11 


(Transport Asset Protection Association). The supply chain security management system has passed third-party 


certification requirements for ISO28000 and has been awarded the corresponding certificate. 


Huawei develops supply chain cyber security baselines to ensure the integrity, traceability, and authenticity of the 


products in the supply chain. The baselines include requirements on physical security (entity delivery security), software 


10     http://www.c-tpat.com/ 
11     http://www.tapaonline.org/ 
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delivery security, as well as organisational, processes, and personnel security awareness. Physical security baselines are 


designed to prevent physical access that might permit tampering or implementation of unauthorised code. 


Software delivery security ensures the end-to-end integrity of software by preventing unauthorised physical access to 


software and enabling technical verification. To manage risks related to incoming materials Huawei inspects incoming 


materials based on the technical specifications for the materials and relevant quality standards and materials guidelines, 


and follows unique processes in each of the following phases of the product lifecycle: procurement, development, and 


supply chain. 


For the supply chain phase, Huawei has established an ISO28000-compliant supply chain security management system, 


which can identify and control the security risks during the end-to-end process from incoming materials to deliveries 


to customers. Huawei checks the integrity of the third-party components during each of the incoming material, 


production and delivery processes, records the performance, and establishes a visualised traceability system throughout 


the process.


Software management is a significant activity of security management. Huawei uses key software security management 


methods for the supply chain, including strict access control and physical security. We apply a unique Part Number for 


each software version (VRC) which will be delivered to customers, and this Part Number goes all the way through the 


software delivery process. In the software delivery process the system generates the related authorisation and license 


automatically according to contract information; meanwhile, the system sends a software pre-loading request to the 


manufacturing (ATE) server automatically. All these data transfers among systems are conducted automatically, without 


manual intervention, to avoid the risk of tampering. We keep detailed records for software loading and testing, and 


when we need to track something such as a software version in the equipment of a certain site, it can be quickly 


located.


Huawei continuously improves its support systems and software distribution platform to support service engineers 


and to provide upgrading services to customers and to support customer self-upgrading programs. We adopt a 


hierarchical authorisation management approach where only authorised employees can apply and download software 


or license from the support system and the software distribution platform according to the contract or the equipment 


requirements, otherwise, the system will deny the login or download. All requests and the individuals who accepted 


the requests are fully logged for auditing purposes.


As a key part of the supply chain security management system, Huawei has built in traceability of components and 


products from first contact to delivery, based on the Advanced Planning and Scheduling System (APS) and Cooperation-


Manufacturing Execution System (C-MES).
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In the absence of applicable cyber security procurement standards, Huawei developed 46 procurement cyber security 


baselines built on the security characteristics of products and services from global suppliers, an analysis of suppliers' 


potential security risks and hazards, and an assessment of customers' cyber security needs. 


The procurement cyber security processes were established in coordination with – rather than independent of – the 


procurement business to ensure both parties understand what is required and recognise that cyber security is a joint 


effort. Huawei implements procurement management security through these processes, which include supplier security 


qualification, material security testing, supplier security inspection / audit, performance management, risk evaluation, 


vulnerability management and emergency response and traceability. Huawei also requires suppliers to sign security 


agreements that clearly define joint responsibilities.


At a high level, procurement cyber security requires managing the supplier and managing the supplier’s security. 


Managing the supplier involves managing procurement requirements, strategy, qualification fulfilment and acceptance. 


Managing supplier security involves:


supplier and material security certification •


security agreement and execution •


supplier security audit and emergency response •


security test and acceptance  •


supplier security and phase-out •


Procurement security is not only incorporated into the production material procurement and engineering service 


procurement processes, but is also integrated into two supporting processes: supplier management and material 


management. Procurement security has also been integrated into Huawei’s processes for R&D Integrated Product 


Development (IPD), Lead to Cash (LTC), supply chain, and Service Delivery (SD), and links to R&D, production, service, 


Descriptions Supplier Management Model 


1. Technology: Technological edge, open resources, and capabilities of early 
involvement  R&D, innovation, and technical service capabilities.  


2. Quality: Quality system, quality performance, response speed in problem handling, 
and capabilities of continuous quality improvement.  


3. Response: Lead time, supply flexibility, market information sharing, promptness in 
capacity preparation, and response to push in orders.  


4. Delivery: timely, accurate and completeness of delivery   


5. Cost: Price competitiveness, capabilities of continuous price reduction, contribution 
to the TCO, Total Loss, and favorable commercial payment terms and conditions.  


6. Environment: Establishment of environmental system, including removing harmful 
substances, controlling and reducing pollution and greenhouse gases 


7. Social Responsibility: Establishment of Integrity of the social responsibility and 
occupational health and safety management system (OHSMS). Including Labor 
standards, health and safety and business ethics 


8. Cyber Security: Policy, Baseline, Process, Agreement, Training, Test, Emergency 
Response 


Supplier 


Management 


Model 


 


Technology 


Cost  


Delivery 


CSR Response 


Cyber Security Quality 


Environment 


Figure 7, Supplier management model


7.7.2   Procurement security
Huawei’s supplier management system is comprised of the following elements: technology, quality, response, delivery, 


cost, environment, social responsibility, and security.


Huawei has developed and implemented procurement cyber security baselines applicable to suppliers, which clearly 


define product and service security criteria that must be satisfied by suppliers. 
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and marketing processes. Because of this integration, security management initiatives at Huawei are linked from end 


to end to become an effective and indispensable part of Huawei's cyber security assurance system. 


In the supplier qualification stage, Huawei integrates cyber security requirements into four key procedures: the supplier 


Request for Information (RFI), self-check on supplier systems, the qualification of the supplier system, and the terms of 


the mandatory security agreement that must be executed. Each stage is conditioned upon the preceding stage; and 


only suppliers who meet Huawei's security requirements can become a supplier to Huawei.


Huawei has developed a security system qualification mechanism that targets material suppliers, engineering service 


suppliers, logistics suppliers, EMS suppliers, device service suppliers, and software outsourcers. After obtaining the 


supplier’s system qualification, all prospective suppliers must sign the cyber security agreement before becoming 


formal suppliers to Huawei.


The security agreement Huawei executes with suppliers covers a range of related areas, including: product security 


requirements, service security requirements, system security requirements, and obligations in the event of future 


violations.


Huawei has also developed an engineering service security agreement targeted specifically at engineering 


subcontractors, and that has been signed by all of Huawei’s cyber security-related engineering subcontractors. This 


agreement includes service security requirements, system security requirements, and obligations in the event of 


violations. In addition, Huawei has developed security agreements for logistics suppliers, EMS suppliers, software 


outsourcers, and device service suppliers. All these suppliers have signed agreements with Huawei and are committed 


to working collaboratively to reduce cyber security risks.


Huawei places equal importance on supplier materials security qualification and on supplier security qualification. 


Given this, Huawei has integrated cyber security requirements into three critical procedures: material specifications, 


cyber security risk evaluation in technical quality risk evaluation, and integrating cyber security testing into the material 


testing and verification process. Doing so helps ensure that Huawei only procures materials that have minimal security 


risks and pass security testing and verification.


To manage the security of existing suppliers, Huawei uses a hierarchal management mechanism based on security risk 


evaluations, which involves assessment of supplier security risk levels, and inspection and improvement of any supplier 


security issues. Huawei uses a scorecard to evaluate supplier security performance, supplier vulnerability notification, 


and emergency response. The scorecard contains six elements and 11 evaluation items. Every year, Huawei evaluates 


and rates suppliers' security performance. Huawei reduces cooperation, or even ceases cooperation, with suppliers 


with poor security performance.


Huawei uses the supplier cyber security risk evaluation tool to evaluate suppliers' security risk levels, and then places 


suppliers in lists based on their risk level: low, medium, and high. Based on these lists, Huawei manages suppliers 


hierarchically, requiring high-risk suppliers to conduct self-checks and conducting a two-day onsite audit at the 


supplier’s facilities; medium-risk suppliers to conduct self-checks and conducting a half-day inspection; and low-risk 


suppliers to implement self-checks.


At Huawei, supplier security vulnerability notification and emergency response are an extension of supplier 


management initiatives by Huawei Product Security Incident Response Team (PSIRT). By requiring suppliers to release 


warnings on vulnerabilities and responding to them quickly, Huawei helps to ensure that vulnerabilities in third-party 


software are effectively managed.


When security vulnerabilities are found in products, suppliers must send the information in writing to Huawei PSIRT 
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based on requirements stipulated in Huawei’s vulnerability notification service level agreement. Suppliers must fix the 


vulnerabilities in a timely manner by developing new product versions or patches, and must notify Huawei through 


formal version-release channels.


7.8 Manufacturing


Manufacturers of products must take in all of the components from whatever their source country of origin 


and security standard, manufacture an end-product for a customer, and ensure that throughout every 


stage of manufacturing and product shipment, no security risk has inadvertently or intentionally been 


introduced.


Manufacturing security is a key component of Huawei’s global assurance program. Huawei has established a 


standards-based, efficient, high-quality, and secure end-to-end manufacturing / production system that encompasses 


incoming material across the entire process through to packing and shipment of end-products. The system has been 


integrated into all activities of the production process based on the required process documents, standard operations, 


and other work instructions. 


Huawei's manufacturing / production process is divided into the following core steps: incoming quality control, tin 


printing, surface mounting, reflow soldering, plug-in, wave soldering, board commissioning, assembly and aging, 


functional (system) test, and packaging and shipping. 


In addition, based on the processing characteristics of the specific products at each stage, Huawei has inspection 


stations at each of the five levels, with 1,188 inspectors who conduct inspections on raw materials through to finished 


goods. Huawei applies advanced instruments and equipment for automatic inspection and testing, such as automated 


optical inspection (AOI) and automatic X-ray inspection (AXI) equipment, as well as in-circuit test (ICT) and functional 


test (FT) equipment.


Huawei continuously improves product quality and process efficiency through a number of activities, such as Six 


Sigma, optimisation projects, quality control circles (QCCs), suggestion box, and the Huawei Production System (HPS). 


For example, since the launch of Six Sigma in 2002, Huawei has enhanced its quality assurance efforts from internal 


product quality to external customer satisfaction and from production to the end-to-end supply chain process, such as 


plan and order management.


Huawei has adopted a series of measures to ensure the production process conforms to legal requirements and 


industry standards, including, carrying out environmental protection testing on incoming materials, and effectively 


transferring relevant requirements to the suppliers where this is appropriate.


To address manufacturing security risk and ensure the integrity of hardware and software, Huawei implements end-to-


end processes to prevent tampering, including such risks as unauthorised hardware replacement, software implantation 


or tampering, and virus infection. Huawei records, and inspectors check, every operating step in the manufacturing 


process.


Software management is a significant activity of security management. Huawei uses key software security management 
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methods and software is treated as confidential data within Huawei: 


R&D personnel release software only via a secure internal system and all software information is managed as 1. 


confidential data within the company, with only designated personnel being allowed to receive software update 


information. 


Designated authorised personnel download the software from the R&D software library Product Data 2. 


Management System (PDM) to the Cooperation-Manufacturing Execution System (C-MES), a secure manufacturing 


distribution system and the software is verified by other authorised personnel. The C-MES server automatically 


verifies and records changes to the server on a daily basis and releases corresponding reports. 


Robust physical security processes are implemented for the equipment room and production preparation 3. 


management.


Huawei uses automatic loading and testing of 95% of its products. Products without automatic testing are covered 


under strict software download management processes through the software application approval process and the 


loading and testing of such products are inspected by inspectors.


Through automatic testing, Huawei has reduced risks and security threats caused by man-made errors. In addition, 


Huawei can readily locate the links or points where the errors and threats occur through the records generated and 


traceability enabled in the end-to-end processes and supporting technology.


Huawei has implemented a secure and strict maintenance process to ensure the integrity of the products in the 


process. Huawei records the whole process in the manufacturing and bar code systems and this record includes 


points of failure, maintenance materials, maintenance personnel, software reloading, test information, goods-product 


warehousing, and replaced faulty components. The records and audit trails enable Huawei to query the bar code of 


the faulty board, the fault phenomenon, the maintenance personnel involved, the loaded software version, and the 


testing results, among others.


In the area of Electronic Manufacturing Services (EMS) security management, Huawei has a dedicated EMS 


management team to manage EMS partners. Huawei has different management modes for supply centres in and 


outside China. In China, Huawei has factory directors and inspectors working within the factories; supply centres 


outside China are managed according to Huawei's factory mode requirements which include having a production 


management team working within the factories that is responsible for the technical support, quality monitoring, 


and security management of the EMS partners Huawei cooperates with. For software management, Huawei ensures 


software is directly synchronised from the Huawei HQ software distribution server to ensure accuracy and to prevent 


any alteration to the software prior to it being loaded onto the equipment. 


The internal logistics of the manufacturing process – materials selection and verification, product packaging, weighing 


and labelling, and packing – are also important from a security perspective. Huawei manages the facilities in strict 


accordance with C-TPAT12 (Customs-Trade Partnership Against Terrorism) requirements. In the area of personnel 


management, Huawei conducts strict background checks on the personnel in the packaging area before, and carries 


out security awareness training after, their enrolment. Access to the packaging area is closely controlled to ensure that 


unauthorised personnel are not allowed to enter the area, and authorisation is cancelled after the personnel resigns.


12     http://www.c-tpat.com/what-is-ctpat/ 
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End-to-end traceability is a high priority for Huawei and, as stated previously, Huawei uses a product traceability 


system based on bar codes. The bar code application IT system is the core of Huawei's product traceability system. All 


the bar code systems share the same bar code database. The bar code system undertakes part of the functions of the 


ERP system and handles part of the administrative services and a few data collection tasks. Through the data transfer 


and interconnectivity of all systems, Huawei assures complete traceability from incoming materials to delivery of end-


products.


Huawei’s manufacturing processes contribute to the global assurance program by enhancing understanding of risks, 


setting and enforcing requirements, and emphasising continuous improvement.


7.9   Delivering services securely


There is not much point in focusing on designing your products with security in mind if when you come 


to deploy your technology, or support and maintain the technology, this is not done in a secure way. 


Customers rightly want to ensure when equipment is supporting their business that its operation and 


maintenance is safe and secure including upgrades, patches and fault fixing – they expect security 


throughout the life of the product.


Huawei recognises that service delivery touches every part of our company’s core processes, from our core operating 


business processes through to enabling and support processes. 


The starting point for any service operation is clarity on the needs of the customer. Core elements include: control 


and access to networks; the access and control of data, both business and personal; requirements for the use of local 


employees; and the approach to be taken to trouble-shooting must all be addressed. 


The customer’s network and information are a customer’s assets. Therefore, any access to and operations performed 


on them must be explicitly approved by approved customer’s personnel, and be in line with relevant laws and 


regulations. Huawei has implemented a set of specific processes and procedures in the early stages of network design 
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Figure 8, Bar-code traceability approach







35


Information asset 
management 


Access management Software Integrity 
Authorization 
management 


Privacy protection  
Security design and 


reinforcement  


Behavior 
requirement 


Business 
requirement 


Physical and environmental 
security 


Telecommunication & 
operation security 


Access control  
Information systems 


development and 
maintenance  


Information asset 
classification and control  


Consultation& 
Evaluation Network Planning


Network design, 
rollout& 


integration


Customer 
support and 
assurance 


Managed serviceLearning & skill 
development


Service 
Delivery


Figure 9, Service delivery overview


that encompass obtaining approval for the collection, storage, usage and processing of customer network data. 


There are four key business processes in Huawei’s Network Integration Service, these are: network planning and 


design, network roll-out, acceptance and cutover, skill transfer and handover. 


Each of these business processes requires a level of risk and security assessment. Huawei has incorporated the key 


cyber security management requirements into each of these service delivery activities. The following key security 


management requirements have been incorporated into the Network Integration Service:


Skill transfer and handover  •


Project solution review •


Personnel management  •


Security hardening •


Project transfer-to-maintenance •


Customer data management •


Software management •


Network cutover management •


Skill transfer to customer •


By implementing end-to-end cyber security assurance processes, we enhance our capabilities in addressing and 


resolving cyber security issues, including improving product techniques, process and regulations, and personnel 


management. By doing so, we can ensure that products and services delivered by us are as secure as they can be.


As telecommunications operators move to reduce their capital expenditure by outsourcing the management and day-


to-day operations of their networks, a new set of security risks have to be considered and these will need repeatable 


and auditable processes and procedures. Areas to be considered include:


Information security •


Personnel management •


Local laws and regulations compliance •


Core business strategy •


Physical security •


Transition management •


However, unlike a network integration service, these risks are now shared by both the managed service provider and 


the network owner.
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Prior to any work on a network, express permission must be granted by the network owner. When software is being 


loaded onto our customer’s networks it is scanned before implementation to eliminate viruses, and to ensure that the 


tools and software used are acquired through legitimate channels (such as official support websites), and have the 


correct digital signature when leaving the R&D process. 


All operations on a network are recorded in audit logs to ensure the customer can validate their prior authorisation for 


the work, and that the work that was undertaken matches the work that had been authorised. 


However, things can go wrong on a customer’s network, be it a hardware or software fault, or performance issues 


with the technology. What matters to customers is that the problems can be quickly identified and resolved. Huawei 


identifies cyber security incidents based on their definitions as logged with support centres and cyber security issues 


are tagged with the "Cyber Security" label in the iCare system to escalate such issues to the TAC/GTAC team, and 


submitted to PSIRT, ensuring that progress on problem-handling is reported in a timely manner. 


In addition, four major control points are in place in the spare parts repair and return services process to ensure data 


security, these are:


After a repair and return service application is submitted, the system automatically reminds the customer to delete 1. 


data stored in the parts to be repaired.


Before spare parts are returned to Huawei, the repair card template is used to remind the customer to delete data 2. 


or remove storage media.


In the case where the parts cannot be repaired locally and have to be returned to Huawei’s headquarters, the 3. 


fault tag is checked item by item. Products for which stored data has not been forensically cleaned or the storage 


media have not been removed are prohibited to be returned to headquarters. The customer can also authorise 


Huawei to delete data if permitted by the local laws.


In the case where the faulty parts are to be repaired locally, the test equipment will automatically cleanse the data 4. 


from the faulty parts.


Service delivery employees are the front-line of any company as they have access to potentially sensitive information, 


and as such, it is essential that they are trained to assist in protecting the network against identity concerns, access 


control issues, communication security issues and data protection concerns among others. In the area of employee 


management, Huawei has developed, based on ISO27001 and other standards, a Code of Conduct for employees 


comprising five key aspects, such as physical and environmental requirements. Network management must also take 


into consideration multi-vendor domains and protection against unlawful removal of personal or private information. 


Huawei strictly manages employees who have access to customer networks. These employees sign letters of 


commitment that detail roles, accountabilities and potential legal liabilities, and are required to study and take relevant 


tests on cyber security topics.


Representative offices and project teams must manage cyber security on a regular basis and follow up on the 


progress of team members and employees in regard to compliance with cyber security requirements. Management of 


outsourced employees is an important part in onsite project management. Outsourced employees may have a different 


understanding about cyber security; therefore, they must participate in training sessions organised by project teams 


and they can undertake tasks only after they pass the evaluation of the project team. Huawei has developed standards 


for accepting projects completed by outsourced employees and evaluates the quality of their projects based on these 


standards. 
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We live in a globally-connected world, which faces-globally distributed cyber threats. These threats are not restricted by 


geographical boundaries of nations, and are targeted at all technologies and hardware / software / service providers. 


The threats are at an all-time high, in terms of sophistication and volume, and continue to trend upwards.


The Issue to Resolution (ITR) process provides an end-to-end framework for receiving, analysing and resolving any 


problems encountered by our customers, security-related or not.


Potentially, customer issues can affect any part of our business whether it is a technical service request, an operational 


service request and a spare part issue, a reported security issue or a customer complaint. Hence, the ITR process is 


tightly integrated with the R&D lifecycle (IPD), PSIRT, Defect Tracking System (DTS) and other processes. This helps to 


ensure a timely response to resolving customer issues.


7.10    When things go wrong: Issue, defect and vulnerability 
           identification and resolution
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Figure 10, PSIRT integration with other processes


It goes without saying that no responsible company can give a 100% guarantee when it comes to security. 


Therefore, a company’s ability to respond effectively to issues and learn lessons from what has gone 


wrong is critical to both the customer and the vendor. Knowing what to do in a “crisis”, ensuring senior 


executives are informed to make speedy decisions and working effectively with customers and stakeholders 


ensures that normal service is restored quickly and safely.


Any issue being experienced by our customers with our products, solutions, or services has the potential to have an 


impact on our customers in terms of the availability, integrity, confidentiality, traceability, robustness and resilience of 


their operations. It is therefore important that we are able to identify any security impact as early in the process as 


possible.


In responding to an issue, no matter how trivial, it is important that any solution proposed and implemented does not 


inadvertently introduce security issues or risk behaviours.
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We need to continually improve and learn from any issues that arise. The diversity of issues raised is significant given 


that Huawei serves over a third of the planet’s population, but we need to be sure that we as an organisation grow 


and learn from the experience – the same issue should not keep recurring; if it does, it means that the root cause of 


the problem or issue has not been addressed and effectively.


Huawei has developed a virtuous closed-loop system to create a holistic and integrated ITR process that connects other 


critical processes. This ensures all issues are resolved appropriately and effectively.


To support the ITR process, and vice-versa, a Computer Emergency Response Team (CERT) is a fundamental component 


of a holistic cyber security system as it enables technology users to reduce or eliminate potential risks resulting from 


vulnerabilities to live networks and technology through the confidential sharing of vulnerability information, practical 


mitigation actions and management of vulnerability resolution. At Huawei this function is owned and delivered by the 


Product Security Incident Response Team (PSIRT). 


Without the timely sharing of vulnerability information, technology may be exposed to exploitation and abuse. If 


product vulnerability information was to get into the hands of the wrong people then all technology built using the 


hardware and/or software that contains that vulnerability is potentially at risk.


Huawei takes this threat extremely seriously and applies the strongest controls around vulnerability information. In 


addition, Huawei actively participates in international standards bodies and forums to advocate education around 


these issues and share best practice with the cyber community. However, in the absence of strong international 


standards13 and auditing systems, it is left to individual vendors to make judgment decisions on how and with whom 


to share such vulnerability information.


Cyber security is an arms race between those who wish to break into technology for illegal or the wrong reasons, 


and vendors and customers who are working hard to stop them from succeeding. In response, the role of PSIRT is 


to ensure that network operators are briefed on any potential vulnerability, along with either mitigation techniques 


or permanent solutions to risks associated with Huawei products. The timely and accurate communication of this 


information allows network operators to maintain the security of the network by ensuring their protection measures 


comply with the latest product advice.


The PSIRT vulnerability-handling process is divided into four stages: 


Vulnerability research and collection1.  - This has to do with the identification and/or reception of incoming 


vulnerability notifications. Incoming notifications are accepted from any sender, including customers, external 


CERTs, researchers or staff searching website and analysing risks factors. At Huawei we encourage responsible 


disclosure which means external vulnerability finders should give the vendor reasonable time to handle and fix 


any issues before public disclosure. The vulnerability collection stage also covers the communication of security 


requirements to upstream supply chain vendors through procurement staff, and ensures the effective fulfilment 


of these requirements through contracts. These contractual commitments ensure suppliers report security 


vulnerabilities related to Huawei products in a timely manner.


Security vulnerability assessment, analysis, and verification2.  - Once a vulnerability is either suspected or verified, the 


PSIRT team works with the product owners to quickly complete an assessment of the vulnerability’s authenticity 


and associated risks. During the analysis and verification process the PSIRT team employs industry-leading 


commercial and open source tools and standards to enhance the accuracy and timeliness of vulnerability analysis.


Tracking and fixing3.  - Once a vulnerability has been confirmed, PSIRT promptly conveys the information to the 


teams responsible for the affected products, and then actively tracks the progress to resolution. The vulnerabilities 


13     ISO 29147 vulnerability disclosure and ISO 30111 vulnerability handling processes are both under development
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Figure 11, PSIRT/CERT process
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In all stages of this process, protecting the confidentially of the customer and the vulnerability information is of 


paramount importance to Huawei.


In working with customers to address vulnerabilities, we have to recognise that not every vulnerability that exists can 


be exploited by hackers, as this is determined by the exact configuration and architecture of the network. For instance, 


if a vulnerability exists in a feature that is disabled by a particular network operator, or applies to an interface that is 


guarded by other security features, then exploitation may not be a practical concern.


As noted, the vulnerability information that is shared could have far-reaching consequences if it was to fall into the 


wrong hands. Confidentiality must be safeguarded by all parties. Therefore, the bi-directional relationship and trust 


between the vendor and the network operator is central to network security. 


are checked to confirm whether they exist in common components or platforms, or in unique parts of products 


(customised parts based on common platforms), thus ensuring that the issue is addressed in all product families, 


product versions and product models. The PSIRT process is tightly integrated with the R&D core process to ensure 


a timely response to vulnerabilities. The R&D and IPD process includes the product development, documentation, 


configuration management, and testing and release management. The integration of the PSIRT and IPD has 


the additional benefit of improving staff security awareness and product security through timely reporting, case 


sharing, and training. These actions deliver a closed-loop, virtuous environment for continuous improvement.


Disclosure4.  - The communication of concise, accurate information to the network operators is an important 


requirement to maintain a secure environment. Throughout the process the PSIRT team manages the 


communication to both the entity that reported the suspected vulnerability and to customers. The communication 


to customers includes mitigation strategies along with information on permanent solutions. The list of customers 


with the affected products is generated from the supply chain database to ensure the accuracy of the point-to-


point communication (PSIRT to CERT). Before releasing a Security Advisory externally, the company streamlines 


and aligns information across its frontline support engineers (GTS), field account departments, public relations 


departments, and legal affairs departments, to ensure the accuracy and consistency of vulnerability information 


when communicating with different stakeholders. Information is shared on a strict “need to know” basis to 


protect confidentiality. In some situations Huawei may find vulnerabilities in integrated third-party software and 


Huawei PSIRT immediately reports the vulnerability to the corresponding supplier and encourages them to take 


necessary remediation action and to disclose the vulnerability. 


The process flow is summarized in the following diagram.
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Imagine these news headlines in your country: “widely-used open source component contains critical weakness that 


allows hackers full access to computer systems”, or “a supply of computer parts widely-used by tech vendors may have 


been compromised and installed into local networks”.


The first question that a CEO might ask his IT security staff is “are we impacted by this threat” triggering security 


officers to immediately contact their ICT vendors asking a series of questions:


“Do you use this component?”


“If so, is it included in our equipment?”


“If so, which specific equipment contains the component and where was the equipment sent to?”


And, “when will a solution be available”


Huawei’s handling of incidents is detailed in the discussion on our PSIRT process in section 7.10, “When things go 


wrong: Issue, defect and vulnerability resolution”. When things do go wrong both PSIRT and the customer will need 


information in advance of the full review to assess the scale and scope of the potential risk. An ability to trace any 


software request from the customer throughout every stage of your process, from design, software coding, testing, 


QA, authorisation, live deployment and all the way back to the original source speeds up problem resolution. Vendors 


also need to be able to trace every hardware component from every supplier, route, factory, logistics method, R&D 


centre, and end-customer product and back to the original supplier. 


The process for software traceability is detailed in the diagram below. Huawei traces forward from the original 


customer requirement through to the final product, and reverse, from the final product all the way through to the 


original requirement to cover all steps, all processes, all “who touched it”, all components, all versions of the software 


and so on.


7.11   Traceability: finding the needle in the haystack


When things go wrong being able to quickly identify where it has gone wrong, what hardware or software 


component caused the issue and identifying where else that component is used is crucial to timely 


recovery. However, that is not enough; root-cause analysis demands an ability to forward and reverse 


trace every person, every component from every supplier in every product for every customer.


The Huawei PSIRT team is actively engaged at an industry and general public level in driving proactive change to 


enhance best practice and raise general cyber security awareness among regulators, legislators and business leaders. 


This includes, but is not limited to, membership in the Forum of Incident Response and Security Teams (FIRST), 


established connections with government CERTs, customer CERTs, other vendors, researchers, and third-party 


coordination bodies.


In order to contribute to enhancing understanding of this important issue among the cyber security community and 


to drive the alignment of international standards, Huawei actively participates in organisations such as the European 


Commission Network Information Security Forum.


Huawei believes that to counter the threat posed by cyber criminal activity it is essential that the industry adopt open 


and transparent methodologies to foster international cooperation and standards. The PSIRT is an example of this 


cooperation in action.
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Figure 12, Software forward and reverse traceability diagram
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Figure 13, Hardware forward and reverse traceability diagram


We do the same for hardware. Huawei’s bar-coding systems and Electronic Manufacturing Systems (EMS) allow us to 


forward and reverse trace 98% of all components used. The only items that are not traced are “non-technology” items 


such as fixtures, labels, packing materials, housing, instructions and documentation.


In summary, forward and reverse traceability enables the identification of which employees have been involved with 


what product; who approved what product for implementation; which suppliers provided the components that 


went into what products; and collectively all of this enables issues to be found quickly and an assessment of the 


consequences of these issues to be made effectively.
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7.12    Audit


The Huawei audit process is risk-based and begins with the understanding of the business objective(s) associated 


with the environment under review. Audit focuses on the controls related to: compliance with laws and procedures, 


accomplishment of business objectives, reliable information for decision-making, efficient operations, and the 


safeguarding of assets. 


This risk-based approach is established through detailed meetings and interviews with business owners and those 


involved operationally. When the objectives are clearly understood, an audit assesses and identifies the potential 


risks associated with the business area and those that would impact the achievement of the business objectives. As 


detailed in section 7.1, “Strategy, governance and control”, process controls and key control points are embedded 


in each process to manage and mitigate these potential risks. An extensive testing strategy is designed and 


executed that seeks to identify any gaps, failure, strengths and weaknesses, and importantly, how best to assess if 


these controls have been implemented and executed as designed. The results of this testing are then used to focus 


on specific mechanisms that are in place (monitoring, measurement, and reporting), to understand how assurance 


is achieved on a day-to-day basis.


This same robust audit approach is used for Cyber Security Assurance, which from an audit perspective within 


Huawei focuses not only on the processes but also on the link between core business units that are essential in 


ensuring an end-to-end cyber security approach. This begins with a review of existing mechanisms to see how 


requirements from customers (Government, customers, end-users etc.) are managed through to major business 


processes, such as Integrated Product Development (IPD), where these requirements are analysed, solutions are 


designed developed and tested. Additional validation is undertaken to ensure the relevant business areas, such as 


Marketing and Sales, have received the necessary communication to be in a position to understand and advise on 


the appropriate product features for different markets based on local laws and regulations. 


In between these steps supporting processes such as Procurement and Supply Chain are also reviewed to ensure 


qualified suppliers are used to provide products (hardware and software) that are in line with Huawei’s cyber 


security requirements, and that the products delivered to clients are in fact the same as what were developed and 


tested prior to shipment (i.e. there is traceability and integrity).


The delivery mechanisms are also audited to ensure engineers and project managers are aware of cyber security 


elements that need to be included in processes such as Service Delivery for product maintenance and remote 


services, and Issue to Resolution (ITR) when customer goods are returned and privacy becomes a priority. The latter 


of which comes into play in closed-loop mechanisms that ensure we are responsive to any cyber security related 


incidents in a timely and efficient manner.


The audit approach is evolutionary; therefore changes in the market and within Huawei’s business and operations 


will continue to drive the need for an on-going review of this strategy and approach. 


Rigorous audits play a key role in assuring the Board and senior company officials, and assuring your 


customers, that the appropriate policies, procedures and standards are being executed to deliver the 


required business outcomes.
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It was Francis Bacon the English philosopher and scientist who said, “He that will not apply new remedies must expect 


new evils; for time is the greatest innovator”.14


2013 will go down in history as a year where the sharp reality of the extent of digitisation and the way that technology 


has permeated all of our lives became real as we obtained a better understanding of the critical need to protect the 


privacy, integrity, and availability of personal and organisational data. 


Building cyber security into a vendor’s product goes hand-in-hand with the protection of citizen data. However, 


national security and personal privacy often appear to be on opposing ends and we must work collectively to optimise 


this balance.


The time has come to up the ante and concretely address the security challenge of global information infrastructure. 


While in the past we have looked at cyber security as an issue that could be dealt with locally, this hasn’t yielded any 


significant results. On the contrary, the cyber challenge is more pressing now than ever. Governments, the industry 


and end-users worldwide need to collectively come to an understanding on how we will work together to define and 


agree on new, specific norms of behaviour, standards, and laws, and how we promote privacy and security in global 


networks. 


In section 5, “Securing the future – security for tomorrow’s world”, we detail the way the world will change as the 


next wave of the digital society descends upon us, the way 5G technology will provide 100 times more speed than 


today and the way the world, economies and businesses will be redesigned, reconfigured and rebuilt.


Just as the pace of technological innovation continues to race ahead we must also accelerate our pace when 


considering the security needs of the future – we cannot drive the car by looking in the rear view mirror. For too long 


we have been discussing the same issues and challenges, still talking about cooperation, new norms, new standards 


and new behaviours, but without any concrete outcomes. The technological pace of change we will inevitably 


experience will jeopardise our success over the next ten years if we do not address these security challenges.


In our view, it is paramount that the entire ecosystem of governments, industry and end-users step up to collectively 


work on the problems and challenges we will face in the future. In doing so we should consider:


The challenge of privacy in a digitised world • : Given that much of our lives and business are online, with our data 


being globally distributed and processed in many countries by many technology vendors and governed under 


many different laws, we need strong and compatible legal frameworks, and globally-agreed rules of engagement 


and technology that support the protection of personal and business data. 


Thorough risk assessment practices • : With the increasing rate and speed at which devices and users connect to the 


internet, combined with the continuous development of technology, society exposes itself to ever-evolving threats 


as well. Technology cannot be secured to the point of satisfying everyone’s needs in every scenario. Strategic 


focus on a risk management approach that references the critical elements as described in this document, and 


14     http://en.wikiquote.org/wiki/Francis_Bacon 


8 Going forward together – pressing the 
     reset button on security
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recognition of the fact that global networks rely on the global supply chain, are essential to enhancing cyber 


security.


Customer is king:  • Buyers of technology - be it governments, enterprises or consumers - should use their economic 


buying power to demand more from their technology vendors and service providers. The top 100 questions we’ve 


collected from our customers can help buyers formulate their requirements and incentivise vendors to raise the 


bar on the assurance characteristics of their products. Because many major enterprises operate across national 


borders, these companies and vendors need to ensure compliance with regulatory frameworks while maintaining 


the benefits of economies of scale. The reality is that localised approaches to personal and organisational data 


hinder economic gains (and profit) and stifle innovation.


From Huawei’s perspective we will continue to be passionate about working with governments, customers, standards 


bodies and other interested stakeholders to drive forward the quality and completeness of Huawei’s end-to-end cyber 


security approach and ensure our technology complies with all of the applicable laws, regulations and codes. We will 


continue to champion the need for independent verification of products that enables many different stakeholders to 


satisfy themselves that a vendor’s product is as safe as it can be. We will also work tirelessly with the ICT industry to 


ensure that all vendors are treated in a fair non-discriminatory way and collectively we use our talents to drive forward 


innovation to better the lives of citizens around the world – we will continue to do this in an open, transparent and 


collaborative way.


In our last white paper we proposed a set of principles:


Guiding Principles


IT’S GLOBAL: 1. Efforts to improve cyber security must properly reflect the borderless, interconnected and global 


nature of today’s cyber environment


IT’S THE LAW: 2. We must harmonise and align international laws, standards, definitions and norms 


IT’S COLLABORATIVE:3.  Efforts to improve cyber security must leverage public-private partnerships. It cannot be a 


club of “some”; it must be a club for “all”


IT’S STANDARDS-BASED:4.  We must agree on and implement international standards and benchmarks of ICT 


security


IT’S VERIFICATION-BASED:5.  We must develop and implement global independent verification methodologies that 


ensure products conform to these agreed standards


IT’S EVIDENCE-BASED: 6. Efforts to improve cyber security must be based on evidence of risk, evidence of the 


attacker, evidence of loss or impact and evidence of what works


IT’S DOING THE BASICS:7.  All of us must implement basic cyber security “hygiene” so that we drive up the entry 


cost of attack


We believe that these principles are still valid today. 


Huawei will continue to play our part as a leading global information and communications technology (ICT) solutions 


provider working with governments, customers and other stakeholders to live up to those principles and meeting their 


cyber security assurance requirements in an open, collaborative and transparent way.
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Huawei operates in over 140 countries and our products and solutions serve more than one-third of the world's 


population. We employ 150,000 people and the average age of our employees is 31. On average, 73% of our people 


are locally-employed in countries in which we operate. As of 2012, we have deployed over 130 LTE commercial 


networks and more than 70 EPC commercial networks, ranking first in the world.


Huawei has a leading role in the industry through continuous innovation and has one of the most significant IPR 


portfolios in the telecommunications industry. Huawei respects and protects the IPR of others. Huawei invests 10% of 


its annual revenues into R&D and 45% of our employees are engaged in R&D. In 2012, Huawei invested USD4.8 billion 


in R&D, accounting for 13.7% of the total annual revenue. The total investment in R&D in the last decade is over 


USD19 billion. 


As of the end of 2012, Huawei had filed 41,948 patent applications in China, 12,453 under the Patent Cooperation 


Treaty (PCT), and 14,494 patent applications overseas. We have been awarded 30,240 patent licenses, 90% of which 


are patents for invention. Compared to the quantity, Huawei attaches more importance to the commercial value 


and quality of IPR. Huawei holds over 15% of the basic patents in the new generation wireless telecommunication 


technology LTE and is in a leading position in terms of patents in FTTP (Fibre To The Premises), OTN (Optical Transport 


Network), G.711.1 (fixed broadband audio) etc. The protection of IPR is therefore critical to the ongoing success of 


Huawei, and because of this, Huawei is a champion of IPR protection.


We have 16 R&D centres around the world, 28 joint innovation centres, and 45 training centres. Overall, 68% of our 


revenue is generated outside of Mainland China, and we source 70% of our materials from non-Chinese companies. 


The United States is the largest provider of components at 32% -- some USD5.72 billion of Huawei’s purchases were 


from American companies in 2012.


We provide managed services for more than 120 operators in over 70 countries to help customers achieve operational 


excellence and we have acquired an accumulated total of over 330 managed services contracts. Huawei has built 


cloud-based IT solutions and collaborated with over 400 partners to accelerate the commercial application of cloud 


computing technologies across various industries. By August 2013, we had helped customers around the world set up 


330 data centres, including 70 cloud computing data centres.


In 2012, Huawei's consumer business shipped 32 million smart phones all over the world, an increase of 60% of that 


in 2011. The device shipments totalled nearly 127 million units, including 52 million mobile phones, 50 million mobile 


broadband terminals and 25 million home terminals. 


Huawei is passionate about supporting mainstream international standards and actively contributes to the formulation 


of such standards. By the end of 2012, Huawei had joined over 150 industry standards organizations, such as the 


3GPP, IETF, ITU (International Telecommunication Union), OMA, ETSI (European Telecommunications Standards 


Institute), TMF (Tele Management Forum), ATIS, and the Open Group, among others. In total, Huawei submitted more 


than 5,000 proposals to these standards bodies and we hold more than 180 positions in organisations supporting the 


drive for consensus and agreement on international standards.


By December 31, 2012, 74,253 employees had purchased an equity stake in the company. The Employee Stock 


Ownership Plan closely links Huawei’s long-term corporate development with our employees’ personal contribution 


and forms a long-standing mechanism for dedication and reward-sharing. This gives us the ability to take a long-


term view; it also ensures we balance risk with reward and strategy. Employees know if we do not excel at serving our 


customers, or if we undertake inappropriate activities, their equity and pensions may be destroyed. 


9 About Huawei
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1  Introduction


This document provides an open and frank perspective of Huawei’s 


viewpoints regarding cyber security and the overall ramifications and impact it 


has on technology, society and our daily life. 


Within this document we provide an overview of the current state of cyber 


security in terms of historical context, the players, and the unique challenges 


that the ever-expanding global supply chain poses for all of us.


Included is an overview of the Huawei approach to the cyber security and 


global supply chain challenge and suggestions for how to address these 


concerns in a proactive and pragmatic way across our industry. Without a 


doubt, the need for ongoing transparency and an even-handed partnering 


approach across our industry to proactively manage cyber security and global 


supply chain risk mitigation is required between both the public and private 


sectors.   


As a global company, Huawei is dedicated to closely collaborating, innovating 


and establishing international standards with other global organisations to 


ensure that the integrity and security of the networked solutions and services 


we provide meets or exceeds the needs of our customers and provides 


the assurance confidence required by their own customers. This document 


represents one step to improve industry awareness of our own global efforts 


to ensure a secure and better cyber future for all of us and to present our 


view on actions companies and governments need to carry out to manage 


the global cyber security challenge.  
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2  Executive Summary


Our world has become truly connected.


During the past twenty years, we have witnessed the blossoming of the 


commercial Internet, which planted the seed of an interconnected and 


global digital network that has made such things from email to telemedicine 


to browsing and social networks to online banking and retailing ubiquitous 


and affordable.  


Cyberspace is a new strategic domain, but it is unlike the physical territory 


of which we are used to. It has gradually become the “nervous system” through which society operates. Countries 


now attach significant importance to the development of cyberspace technologies. The development of networks has 


helped to advance social progress. Open networks have encouraged information flow and sharing, provided more 


opportunities for innovations, lowered the costs of innovation, and has helped improve the world's health, wealth and 


prosperity.


Network technologies have turned out to be remarkable innovations. Open networks have made it easier to obtain 


and share information and have created untold opportunities for people to invent. As technologies become more 


pervasive, the costs of innovation are lowered which means that consumer, small and medium-sized enterprises and 


micro-enterprises have the opportunity to innovate on the same platform as large enterprises. 


The development of interconnected networks has encouraged investment and has enabled new consumption models 


that has driven global economic growth and has fueled the global economy. Open networks connect the world, 


facilitate economic exchanges across regions, and promote global trade.  Information technology has become a key 


driver behind economic growth. As reported by the World Bank, for every 10% increase in broadband penetration, 


the GDP in developing countries will increase 1.38%.1


With the substantial growth in data and the use of technology we must adopt a positive attitude towards “data 


floods” and technology – not merely looking at the ills or complexities that they create. We must utilise information to 


bridge the digital divide, provide more people with access to communications and information systems, and allocate 


information resources more appropriately, so that everyone on the planet can benefit from the use of technology. 


The openness of networks makes it possible for people to have equal access to information, improve social justice, 


and balance development across regions. The openness of networks has promoted cultural exchanges and helped to 


soften many of the misunderstandings, acts of discrimination, and cultural conflicts that exist between people with 


different cultural backgrounds.


Yet, notwithstanding the monumental personal, social and enterprise-oriented benefits that we have realised as a 


result of the digital and broadband revolutions, age-old real-world evils ranging from vandalism, theft and disruption 


to espionage and wilful destruction have naturally gravitated to the new digital environment.  


Huawei, a global organisation doing business in over 140 countries and connecting almost one-third of the planet’s 


population, is actively engaged in meeting these challenges head-on. As one of the world’s leading ICT solution 


1   http://www.broadbandcommission.org/Reports/Report_2_Executive_Summary.pdf
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providers, Huawei has deep technical understanding of how networks operate, and how technology fundamentally 


underpins and drives the health, wealth, safety and prosperity of citizens around the world.


Yet not a day goes by that we do not read or hear politically - or competitor-inspired negative commentary about 


cyber security. While worry about breaches of cyber security is understandable and legitimate, the rhetoric risks 


distracting from the wide range of challenges our industry faces. Achieving an effective, global, industry-wide solution 


is going to demand sober and fact-based dialogue, not commercial or political jousting.


In a world where over 87% of the planet’s population are mobile users, where the Apple App Store has seen over 


25 billion downloads, and where the downloads of Google Play Application Store have exceeded 20 billion, the stark 


reality is that cyber security is a growing global challenge demanding rational and universal solutions.2, 3, 4


No longer is technology designed, developed and deployed only in one country; no longer can any country or large 


company claim to rely on a single sourcing model; and no longer is it possible with today’s complex technology 


ecosystem and architecture that we can stop all threats from all threat actors.


As governments, enterprises and consumers have become increasingly reliant on ICT solutions that integrate inputs 


designed, developed, coded and manufactured by multiple suppliers around the world, the scale of the cyber security 


challenge has grown exponentially.  


Cyber security is not a single country or specific company issue. All stakeholders – governments and industry alike – 


need to recognise that cyber security is a shared global problem requiring risk-based approaches, best practices and 


international cooperation to address the challenge.


With the recent publications of threats such as Stuxnet and Flame, the world has reached a decision point: does it 


continue on its current path whereby any misguided actor, regardless of motive, can operate freely in an unregulated 


world and develop malware for any purpose? If we accept this route, then we must stop complaining and accept the 


consequences of the cyber race to the bottom of the pit and the return of the Wild West. Or should we collectively 


step back from the precipice, as we have done in other forms of warfare, and establish laws, norms, standards and 


protocols – accepting that trust has to be earned and continually validated and also accepting that a lack of trust exists 


between some stakeholders when it comes to cyber security. In this scenario we must be realistic but determined. 


This paper favours and supports international collaboration, openness and verifiable trust as the foundation for a world 


where technology can continue to drive economic and social improvement for the majority of the 7 billion citizens on 


the planet.


We hope you support this option too.


At Huawei we make this commitment: We will support and adopt any internationally agreed standard or best practice 


for cyber security in its broadest sense; we will support any research effort to improve cyber defences; we will 


continue to improve and adopt an open and transparent approach enabling governments to review Huawei’s security 


capabilities, and finally, as we have done to date, we warmly welcome the assistance from our customers in enhancing 


our processes, our technology, and our approach to cyber security so that we can provide even greater benefits to 


them and their customers.


2   http://www.itu.int/ITU-D/ict/facts/2011/material/ICTFactsFigures2011.pdf
3   http://www.apple.com/pr/library/2012/03/05Apples-App-Store-Downloads-Top-25-Billion.html
4   https://sites.google.com/a/pressatgoogle.com/google-i-o-press-2012/android
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3   Communications and our 
    21st Century Society


It’s about keeping faith…in a global ecosystem
Much of the world today tends to take the ability to communicate by voice 


and data for granted. In this respect, we expect and desire it to always 


be accessible and always be on. The way communications technology 


has woven itself into the interactions of our society is itself a marvel to behold; the availability and capability of the 


systems and applications we use every day has come to be relied upon to make our lives easier.  


There has been a dramatic increase in the use of technology by governments, enterprises and consumers. By the end 


of 2011, global mobile users reached 5.96 billion people accounting for 86% of the global population, an increase of 


12.3% from 2010.5


Increasingly rich telecommunications and Internet applications have become widely available. The market share of 


smartphones is increasing year by year. Take the United States as an example: the market share of smartphones in 


March 2012 reached 50.4%, up from 47.8% in December 2011.6  Smartphones integrate more and more functions 


and applications, among which are applications involving personal data such as contacts, location data, personal 


photos and mobile banking. The number of applications for smartphones is surging. For example, the number of 


applications in Apple's App Store has reached the 25 billion downloads milestone; an average of 79 downloads for 


every iPhone, iPod Touch and iPad owner.7


Malicious collection of personal data and unintended design errors all potentially cause damage to the network and 


to its users. 


The global growth in social networks has created personal security challenges with one survey claiming that in 


England and Wales, a Facebook crime occurred every 40 minutes, with some 12,300 cases linked to the site.8 This is 


not an indication of the cyber security provided by the social network, but of how innocent social media technology 


can be misused or abused.


As the usage of smartphones has increased, so too have the motives and methods of attacking them. Between 2004 


and 2011, the prevalence of malware in smartphones increased by 600%.9


With the enrichment of business capabilities and improvements in user experience, the complexity and scale of ICT-


related software is rapidly expanding. As the scale and complexity of software has increased, so too has the number 


of security vulnerabilities. 10


In the past, the telecommunications network infrastructure was closed and dedicated. However, nowadays with 


5   http://www.itu.int/ITU-D/ict/statistics/
6   http://techcrunch.com/2012/05/07/nielsen-smartphones-used-by-50-4-of-u-s-consumers-android-48-5-of-them/
7   http://www.guardian.co.uk/technology/appsblog/2011/jul/07/apple-iphone-app-store-downloads
8    http://www.dailymail.co.uk/news/article-2154624/A-Facebook-crime-40-minutes-12-300-cases-linked-site.html
9    F-Secure Mobile Threat Report Q4 2011
10  Alhazmi OH et al., Measuring, analyzing and predicting security vulnerabilities in software systems, Computers & Security (2006), doi:10.1016/j.cose.2006.10.002
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11  http://www.heavyreading.com/details.asp?sku_id=2228&skuitem_itemid=1111
12  http://secunia.com/resources/reports/?action=fetch&filename=Secunia_Moving Target_presentation_RSA2012.pdf


the development of new services such as VOIP IMS, the network infrastructure also provides interfaces to third-party 


service providers and IP-based open protocols are applied more frequently. In the past, telecommunications equipment 


was usually run on special hardware, whereas today, more and more equipment is based on common infrastructure 


components and operating systems. The shipment of Advanced Telecommunications Computing Architecture (ATCA) 


platforms, which are based on common infrastructure and operating systems, increased by 10 times from 2008 to 


2011, and more than 100 companies participate in the ATCA ecosystem today.11


Uncertainty about being able to securely communicate and access online data and applications can create disorder 


and confusion and shake the faith of users. As stewards of communications technology, we need to ensure that trust 


is maintained and relationships, processes and approaches continually evolve to meet the digital challenges of the 21st 


century and beyond.


3.1   The Growing Cyber Security Challenge
Approaches to cyber security were originally developed to protect networks and data, evolving in recent decades to 


the fight against cybercrime and other online malicious activity. Cybercrime is the same as any other kind of crime 


– there is a culprit and a victim. For a cybercrime to be successful, like any other crime, it needs the motive, the 


opportunity and the means. As technology has become more widespread and more intertwined into the fabric of 


everyday government, business and personal use, so too have the potential rewards for cybercrime. As accessibility 


and connectivity have increased, the means and the opportunity have also increased for cyber incidents. Prior to the 


Internet age, only a few people knew how to use computers and there was little reason to “assault” them. Today, the 


Internet can be easily accessed from a mobile device in your pocket, so the means and the opportunity have therefore 


greatly increased. Now nearly everyone is connected and there are many ways to use cyberspace both for private and 


commercial use – for good motives and for bad.


In a presentation to the RSA Conference, Dr Stefan Frei, the Research Analyst Director at Secunia, a Danish computer 


security service provider, articulated how the threat environment is changing from script-kiddies undertaking hacking 


for curiosity to experts developing a means for others to implement for personal gain. Where there is money or 


advantage to be gained, there will be crime – technology is no different; in some instances it just makes it easier.12


Global technology companies have to protect their technology from a range of malicious uses, these include: 


Use in sabotage: Control, paralysis, interruption or take-down of networks or infrastructures


Use in espionage: Enabling a third-party to illegally spy on another person or entity through their technology


Becoming the extension of another group/state: The Company’s global reach and capability being directed by 


another government/group to act against another state/sub-state, group or individual


Lack of precaution and competence: Lack of best practice, end-to-end cyber security capability renders the 


technology an easy attack vector – used by any of the threat actors to use the company’s technology or capability 


for an illegal or inappropriate purpose


All companies that develop and support technology must build in risk-informed mechanisms, counter-measures, 


policies and procedures that limit the likelihood of perceived or actual threats from being successful. These include, 







6


but are not limited to:


Hardware/software “kill switch” (fixed or remotely controlled)• 


Control via backdoors, Trojans, viruses and software logic bombs • 


The company (individuals or groups) is instructed to close down networks, undertake espionage or sabotage or • 


assist a third party in illegal activities


Enabling access to data (including technological intelligence, national security information, commercial security • 


information, private data)


Built in “call home”/ wiretap capability to transfer data or control to another country/group• 


Weakness in R&D process – inject person or software threat• 


Weakness in supply chain – inject component (pre or post build)• 


Weakness in person – bribe• 


Weakness in onsite support capability – inject person/bribe or install illegal software• 


As can be seen by the range of ways and methods technology vendor’s hardware and software could be maliciously 


used requires continuous assessment of the techniques and potential weaknesses to be undertaken. At Huawei we 


assess all of these items and ask ourselves the question “what would someone need to do to execute one of these 


attack mechanisms?” We then ask “what would be a cheaper, lower risk, higher probability of success mechanism?” 


and from these answers we work out how best to mitigate any such event. Our current model is, we assume nothing, 


we believe no one, and we check everything.


3.2   Devices, Data, Drama
Given the intense media attention being given to cyber security, you would think 


that “data/IPR loss” was something new, something that didn’t happen in the 


non-digital or paper world. But of course it did, and it continues to this day.


Just remember all of those people who left their company and took client lists 


with them, or the future product portfolio, or the product pricing model or even 


the designs and technical drawings of the next product. It just so happens that 


technology has helped people who are so inclined to do it faster and cheaper, 


while accruing vast amounts of data – they can even do it remotely. A recent 


survey discovered that 51% of European office workers take information from 


their current employer when they switch jobs and are helping themselves to confidential customer databases, despite 


data protection laws forbidding them to do so.13


The cost of this data leakage, at its kindest or industrial espionage at its most aggressive, is claimed to run into the 


billions, although actually getting an accurate assessment of losses appears impossible. One thing is for certain, any 


search for a company whose asset value has been reduced due to alleged cyber espionage is impossible to find. Nor 


has it been possible to find an external audit on such a potential loss or a declaration to any stock exchange for listed 


13  http://www.businesscomputingworld.co.uk/when-employees-leave-your-company-so-does-your-data/
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companies by Board Directors as part of their fiduciary duties. Unless we are honest with what is happening we cannot 


assess where to invest, and importantly might end up over regulating and reduce the untold benefits technology 


brings.


Other things have changed too. We are almost totally reliant on technology to store data, process transactions and run 


our businesses, and, to some extent, our lives. The data that we store continues to increase at dramatic rates.


We own more and more devices and we are connecting more and more of them together. In developed countries it is 


not uncommon to find mobile penetration rates that exceed the number of citizens – each one of these devices gives 


us yet another place to store, and perhaps lose, data. Crucially, these devices also act as a potential entry point for 


people who wish to steal your data from your infrastructure, corrupt it in total, or, even worse, corrupt small elements 


of your data, thereby significantly reducing your confidence in the data that is held.


Just imagine the horror of stored blood types being changed in some random way, or some of your banking 


transactions being changed infrequently by random amounts – it is hard to spot, hard to trace and therefore hard to 


fix. Imagine the negative impact on the confidence of the public in institutions affected by such a scenario.


Of course the threat is not limited to random manipulation. It could be someone hacking into your car’s technology 


and manipulating your engine to turn it on or off via a text message,14 although there are companies working hard to 


prevent this.15 Or, indeed, it could be cyber terrorists hacking into the electricity grid, a scenario detailed in the RUSI 


Journal article “Cyber-Weapons” by Rid and McBurney, which clearly showed how critical infrastructure often has 


remote access and can therefore be exploited.16


A less dramatic scenario involves that small smartphone application you downloaded – the one that asked for “trusted 


status” and access to your stored phone data. If malicious software was downloaded inadvertently, suddenly your 


calendar, your contacts, emails and texts have been uploaded (probably unencrypted) onto some distant server for 


purposes you may never know, and you may never know that it happened.


3.3   Identifying the Players
It is important to recognise the wide range of adversaries in the cyber world we live in. They include:


Individuals, who engage in a range of activities, including harassment, intimidation, bullying and grooming • 
children for sexual exploitation


Hacktivists, who are individuals or groups (lose or tightly linked) that have a particular point to make and use • 
hacking to promote their cause(s)


Criminals, organised (and disorganised) who run various scams, from illicit trade and counterfeiting to industrial • 
espionage


Terrorists, however defined, who set out to cause harm• 


Government-sponsored agents who use technology as they use other intelligence methods: to gather data and • 
information on items of interest to them


Commercial espionage undertaken by a range of parties to obtain advanced information from a country or • 
competitor for their own advantage


14  http://www.securityweek.com/car-hacking-researchers-highlight-emerging-risks-and-lack-security-automobiles
15  http://www.reuters.com/article/2012/08/20/us-autos-hackers-idUSBRE87J03X20120820
16  http://dx.doi.org/10.1080/03071847.2012.664354
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Without a doubt, there is a need for everyone to consider the issue of technology security, as part of the larger risk 


environment in which we live and work. As the world has become increasingly interconnected and as governments, 


enterprises and consumers have become more reliant on technology, the scale of the challenge has become 


significantly greater.


The world has probably lost more confidential records than there are people on the planet, and it is easy to get the 


impression that there are more breaches of security each year than there are drops of rain in a storm. Barely a day 


goes by without a report of a potential critical infrastructure in some part of the world being attacked (or having the 


potential for attack) by cyber criminals.


As we deploy more technology, connect more technology, use more technology and share more technology, we 


are becoming more blasé about personal and corporate data and the technology we use. This naivety represents a 


dangerous disrespect for the importance of data to our daily lives, which in itself fuels an increase in security risks.


Consider this: International protection software vendors now claim that there are 12 new unique malware technology 


threats being created every second of every day17 and if you knew where to look, each of us could go and purchase 


unique malware offered for $249 with a service level agreement and replacement warranty if the purchased malware 


is detected by any anti-virus software within nine months.


While the inclusion of governments on the list of cyber world adversaries seems incorrect given the outspoken nature 


of governments that vehemently decry those hacking their country, it is important to keep in mind that throughout 


history, spying and espionage have continually played a role in diplomacy, for better or for worse. In two recent Forbes 


articles – “Meet The Hackers Who Sell Spies the Tools to Crack Your PC (And Get Paid Six-Figure Fees)” and “Shopping 


For Zero-Days: A Price List for Hackers' Secret Software Exploits” – Forbes detailed that there is a vibrant industry 


in identifying and selling zero-day exploits, which are defined as attacks on security vulnerabilities as soon as those 


vulnerabilities are discovered. In fact, the articles indicated that governments around the world are frequently the 


purchasers of zero-day exploits and that large defence contractors also buy and sell zero-day exploits. If Governments 


are indeed involved in the acquisition of zero-day exploits or are developing or “weaponising” attack software, such as 


Flame and Stuxnet, the phrase “what we sow we reap” springs to mind.18, 19, 20, 21


17  http://www.symantec.com/threatreport/topic. jsp?id=threatreport&aid=2011_in_numbers&om_ext_cid=biz_socmed_twitter_facebook_marketwire_         
linkedin_2012Apr_worldwide_ISTR17


18   http://news.cnet.com/8301-1009_3-57445975-83/flame-a-glimpse-into-the-future-of-war/
19   http://www.bbc.co.uk/news/technology-12633240
20   http://www.europeaninstitute.org/EA-November-2011/main-cyber-threats-now-coming-from-governments-as-state-actors.html 
21   http://www.smithsonianmag.com/history-archaeology/Richard-Clarke-on-Who-Was-Behind-the-Stuxnet-Attack.html
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3.4   Understanding the Impact of the Global Supply 


        Chain
Open up any smartphone, tablet, personal computer, television or even 


consumer white good and you will see within the device the work of a global 
supply chain. Taiwan for instance, produces a notebook computer every 0.35 
of a second, a PDA every 8.54 seconds, and a desktop computer every 0.68 
seconds.22 


In the United States, a Government Accountability Office (GAO) report 
published in March 2012 warned that the global supply chain of IT products 
could be putting national security at risk:


“Federal agencies rely extensively on computerized information systems and electronic data to carry out 


their operations. The exploitation of information technology (IT) products and services through the global 


supply chain is an emerging threat that could degrade the confidentiality, integrity and availability of 


critical and sensitive agency networks and data.”  23


The report said officials at the Departments of Energy, Homeland Security, Justice and Defence told investigators from 
the GAO that they did not know the extent to which their telecommunications networks contained foreign-developed 
equipment, software or services. According to the report, the Departments of Energy and Homeland Security had 
not defined supply chain protection measures. The Justice Department had defined protection measures, but had not 
implemented them or developed procedures for monitoring compliance with the measures. 


There appears to be no definition of what is meant by “foreign-developed” and whilst the report may have focused on 
telecommunications networks, it really needs to consider all technology from all vendors.


The reality is a single piece of equipment, such as a laptop, can include components from all over the world, from 
Canada, Ireland, Poland, Italy, the Czech Republic, the Slovak Republic all the way to China,  Israel, Japan, Malaysia, the 
Philippines, Singapore, South Korea, Taiwan, Thailand, Vietnam and many others. 


Consider this: The Chinese city of Chengdu has 16,000 companies registered and 820 of them are foreign-invested 
companies.24 Of these, 189 are Fortune 500 companies. Household brand names such as Intel, Microsoft, SAP, Cisco, 
Oracle, BAE, Ericsson, Nokia, Boeing, IBM and Alcatel-Lucent are all located there to name but a few. Should what 
these companies do be considered “foreign developed”?


Cisco has a huge presence in China, with R&D centres in six major cities. Over 25% of all Cisco products are produced 
by Chinese partners, and the company announced a US$16 billion investment in China that includes training 
100,000 network engineers and the opening of 300 centres at vocational colleges to train students in networking 
technologies.25 Cisco CEO John Chambers stated, “What we are trying to do is outline an entire strategy of becoming 
a Chinese company.”26, 27 - does this constitute “foreign developed”?


According to company reports, every major telecommunications equipment provider has a substantial base in China. 


22   http://www.taiwan-technology.com/edit/p/epaper/200902180.htm
23   http://www.gao.gov/assets/590/589568.pdf  
24   http://www.chengduhitech.co.uk/Default.asp
25   http://www.usatoday.com/tech/products/2007-11-01-425344141_x.htm
26   http://www.epi.org/publications/trade_policy_and_the_american_worker/
27   http://news.xinhuanet.com/english/2005-06/17/content_3096764.htm
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Alcatel-Lucent has one third of its global manufacturing done by Shanghai Bell; 28  Ericsson’s joint-venture Nanjing Ericsson 
Panda Communications Co. has become the largest supply centre of Ericsson in the world; 29 at the end of 2011, Nokia 
Siemens Networks had 10 manufacturing facilities worldwide: 5 in China (Beijing, Shanghai, Tianjin, Hanghzou and 
Suzhou), and 2 in India 30 – is what they do “foreign developed”?


If we look at India, a mature professional set of international companies and support services has been created over 
the last 20 years, providing technology on-shoring and off-shoring for the global enterprise community. In purely 
financial terms, total exports from the Indian IT sector were at US$59 billion during FY11. The industry has seen strong 
growth at a CAGR of 16.4% during FY07-11 despite weak global economic growth,31 and India has generated world-
class IT players, such as TATA, Wipro, Infosys and HCL Technologies. World-class companies, such as many of those 
mentioned above, plus the likes of Siemens, HP, Philips, ABB, Flextronics and AT&T, have all established operations 
there. Cisco has over 8000 employees in India including R&D, sales and business support staff. There is extensive 
support system for customers with 18 logistics centres. The Cisco Global Development Centre is in Bangalore and is 
the largest outside of the US. Cisco also established joint development centres with Wipro Technologies and Infosys 
Technologies in Bangalore; HCL Technologies in Chennai and Zensar Technologies in Pune.32


In summary, the concept of “foreign developed” in today’s globally intertwined world is meaningless just as the notion 
that companies or products from one part of the globe can be trusted more than companies or products from another 
part of the globe. You have to wonder whether this thinking is any more than trade protectionism masquerading as 
national security. In today’s globalized world, any policy toward cyber security that is based solely upon the nationality 
of the provider or upon where the provider’s headquarters is located is bound to be ineffective. Any approach to 
cyber security that simply singles out companies on the basis of their national origin is not logical. Such an approach 
moreover is inherently discriminatory and violates most-favoured-nation treatment.


A Microsoft paper entitled, “Cyber Supply Chain Risk Management: Towards a Global Vision of Transparency 
and Trust“, which we fully endorse, includes the following:


“First, vendors have a significant economic incentive to resist the efforts of national governments to taint 
the supply chain for a very simple reason: there is a significant risk that back doors or other intentional 
defects will be discovered and made public, and such a revelation will lead to loss of public trust, and, 
ultimately, market share. Indeed, it is likely that a company engaging deliberately in such activities may 
be forced out of business, especially if one appreciates that the loss of trust would be global; that is, even 
people in the vendor’s home country are likely to reject a product with secret backdoors, even if they were 
inserted primarily so that the local government could obtain advantage against foreign adversaries. In 
many countries, there is concern not just about foreign surveillance, but domestic surveillance as well.”


And their conclusion:


“While government concerns are understandable, it is important that government responses do 
not threaten the vitality of the global ICT sector, stifling both innovation and competition.” 33


The fact is that when you connect devices from multiple suppliers into your technology infrastructure, the equipment 
and software are likely to be designed, developed and manufactured via tens, if not hundreds, of companies from 
around the world.  


28   http://www.alcatel-sbell.com.cn/Default.aspx?tabid=262&ArticleID=1173
29   http://www.ericsson.com/cn/thecompany/ericsson-china/background-china
30   http://i.nokia.com/blob/view/-/1015984/data/3/-/form20-f-11-pdf.pdf
31   http://www.ibef.org/industry/IT-ITeS.aspx
32   http://www.cisco.com/web/IN/about/company_overview.html
33   http://www.microsoft.com/en-us/download/details.aspx?id=26826
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The global ICT supply chain issue was summed up by Richard Clarke, who served as Chair of the Counter-terrorism 
Security Group and as a Member of the National Security Council under President George H.W. Bush, and who also 
served under President Clinton. In 2002-2003 Clarke served as a Special Advisor to President Bush on cyber security 
and chaired the President’s Critical Infrastructure Protection Board that helped draft the United States National Strategy 
to Secure Cyberspace that was released by President Bush in February 2003. Clarke said, “My attitude is, whether it 
comes from New York state or Shanghai, it probably has the same risk in software. There are people in the United 
States who can be bribed, too.” 34 


 


3.5   Analogue Law in a Digital World
Cyber security is a global issue. The transfer and process of data is a global activity and data flow does not respect 
national boundaries or the territorial jurisdictions of governments or courts; an Internet search in the US could be 
processed by a server in the US, or a server in Europe or even in Asia. However, legal and regulatory systems are based 
on such boundaries and jurisdictions, which pose a major problem to all multi-national businesses engaged in the 
processing and transferring of data. 


Taking data protection and privacy laws as a measure for laws in general that impact the ICT industry, Europe has a 
more consolidated approach to data protection law. But even so, while there is a uniform approach to data protection 
law provided for in the EU Data Protection Directive, the implementation of the Directive through each of the 27 
Member States varies significantly. In the United States, privacy laws are fragmented between the federal and state 
levels. Federal legislation is sector specific, where laws addressing privacy in the financial, health and other select 
industries exist but there is no comprehensive federal law addressing privacy. States also have privacy laws, but such 
laws are not consistent among the various states. For example, virtually every state has enacted its own data security 
breach notification law. Obligations related to the content of breach notification notices, as well as whether the 
company has to notify regulators, state attorneys general or credit bureaus vary significantly. 


Many countries and regions (e.g., Australia, India, China, Argentina, Malaysia, Hong Kong, etc.) differ greatly in 
obligations imposed by laws and in enforcement. Even in a single country, different regions may be inconsistent in 
enforcement and interpretation of relevant law. Companies are confronted by additional challenges in countries that 
may not have formal laws, but instead define standards and codes that are not enshrined into law.


In summary, this demonstrates that all companies, including equipment vendors such as Huawei and its corporate 
customers, face a patchwork of laws and regulations where obligations vary not just based on geography but also on 
subject matter. The legal and regulatory environment imposes obligations with respect to surveillance and interception 
that impacts industry standards. Thus, equipment manufacturers must produce equipment that will comply with 
numerous industry standards and laws. Further, equipment manufacturers face additional challenges given that 
laws are by no means static. As laws change, hardware and software must be modified to reflect the new legal 
requirements. 


Huawei would welcome a coordinated international approach to principles of data protection and cyber 
security. We believe that such an approach would foster better overall standards of data protection on a global 
basis, rather than having vendors, service providers and corporations struggle to apply inconsistent standards 
and approaches across various countries. As illustrated by this White Paper, equipment manufacturers such as 
Huawei operate in a complex legal and regulatory environment. Huawei is committed to complying with all of 
the applicable laws and regulations in every jurisdiction in which it operates and will restrict its operations as 
necessary to comply with international sanctions and local law.   


34   http://www.networkworld.com/news/2011/091911-clarke-cybersecurity-251014.html
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4  The Huawei Approach


In cyber security…it’s a marathon, not a sprint


Huawei is proud of its heritage and proud to have an entrepreneurial founder 


who, by an act of fate, just so happens to have been born in China. We would 


be equally proud if our heritage was American, Indian, German or of any other 


country. 


The complexity of communications infrastructure, diversity of suppliers, 


technical vulnerabilities created by rapid development and difficulties in complying with changing legislative and 


regulatory mandates, make managing supply chain risk challenging, but in our experience, the problem is not 


insurmountable. One of Huawei’s commercial values is maintaining its business and political independence. As a 


global company headquartered in China, Huawei knows that it needs to be committed to going the extra mile in 


cyber security assurance. Huawei does not, and would not, support, condone or conduct activities intended to acquire 


sensitive information related to any country, company or individual, nor do we knowingly allow our technology to be 


used for illegal purposes.


This is a continual effort, and Huawei is committed to providing best-in-class (as defined by our customers and 


government stakeholders) products and services to meet the needs of our customers. We take cyber security 


seriously and have invested substantial resources into our efforts to promote and improve the ability of our 


company, our peers and others to provide the best-possible security assurance and ensure a safer and more 


secure cyber world for all. 


 


4.1   Cyber Security as a Corporate Global Policy


Huawei has always understood that to provide the level of confidence required in a small number of markets by 


customers who have been “challenged” by their local or regional political or commercial environments to “buy local” 


or “buy Western” may require us to provide independent assessments of our products and processes along with 


dedicated localisation to ensure that the integrity of the supply and support flow is maintained to a high degree of 


security assurance. 


We have established and implemented an end-to-end global cyber security assurance system. We emphasize that our 


commitment to cyber security will never be outweighed by the consideration of commercial interests. It is our primary 


responsibility and guiding principle to ensure the stable and secure operation of our customers’ network and business 


(especially in times of natural disasters such as earthquakes and tsunamis and other emergencies); we understand that 


cyber security concerns of the industry and society are increasing. 


For reasons detailed in the Microsoft paper referenced earlier, for our survival, we have never damaged any nation 


or had the intent to steal any national intelligence, enterprise secrets or breach personal privacy and we will never 


support or tolerate such activities, nor will we support any entity from any country who may wish us to undertake an 


activity that would be deemed illegal in any country. In this context, with the eyes of the world always upon us, with 
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us positively encouraging audits and inspections of our capabilities, those that wish a vendor to undertake such an 


activity is more likely to select a company that is under less scrutiny.


We understand the sensitivity of the industry we are engaged in and the vulnerability of advanced technology. The 


end-to-end cyber security assurance system has been established and implemented in terms of policy, organization, 


process, management, technology and specifications. Huawei started its cyber security journey in 1999 when it 


published its first set of security technical regulations to enhance the security of products and solutions. In 2011, our 


founder and CEO Ren Zhengfei fully endorsed the strategy and issued the following Cyber Security Assurance policy 


that further reinforced and enhanced our commitment:


“As a global leading telecom solutions provider, Huawei Technologies Co. Ltd. ("Huawei") is fully aware of 


the importance of cyber security and understands the concerns of various governments and customers about 


security. With the constant evolution and development of the telecom industry and information technology, 


security threats and challenges are increasing, which intensify our concerns about cyber security. Huawei will 


therefore pay a great deal more attention to this issue and has long been dedicated to adopting feasible 


and effective measures to improve the security of its products and services, thus helping customers to reduce 


and avoid security risks and building trust and confidence in Huawei’s business. Huawei believes that the 


establishment of an open, transparent and visible security assurance framework will be conducive to the 


sound and sustainable development of industry chains and technological innovation; it will also facilitate 


smooth and secure communications among people.


In light of the foregoing, Huawei hereby undertakes that as a crucial company strategy, based on compliance 


with the applicable laws, regulations, standards of relevant countries and regions, and by reference to the 


industry best practice, it has established and will constantly optimize an end-to-end cyber security assurance 


system. Such a system will incorporate aspects from corporate policies, organizational structure, business 


processes, technology and standard practice. Huawei has been actively tackling the challenges of cyber 


security through partnerships with governments, customers, and partners in an open and transparent manner. 


In addition, Huawei guarantees that its commitment to cyber security will never be outweighed by the 


consideration of commercial interests.


From an organizational perspective, the Global Cyber Security Committee (GCSC), as the top-level cyber 


security management body of Huawei, is responsible for ratifying the strategy of cyber security assurance. 


The Global Cyber Security Officer (GCSO) is a significantly important member of GCSC, in charge of developing 


this strategy and managing and supervising its implementation. The system will be adopted globally by 


all departments within Huawei to ensure consistency of implementation. The GCSO shall also endeavor to 


facilitate effective communication between Huawei and all stakeholders, including governments, customers, 


partners and employees. The GCSO reports directly to the CEO of Huawei.


In terms of business processes, security assurance shall be integrated into all business processes relating 


to R&D, the supply chain, sales and marketing, delivery, and technical services. Such integration, as the 


fundamental requirement of the quality management system, will be implemented under the guidance of 


management regulations and technical specifications. In addition, Huawei will reinforce the implementation 


of the cyber security assurance system by conducting internal auditing and receiving external certification and 


auditing from security authorities or independent third-party agencies. Furthermore, Huawei has already been 


certified to BS7799-2/ISO27001 accreditation since 2004.


In connection with personnel management, our employees, partners and consultants are required to comply with 


cyber security policies and requirements made by Huawei and receive appropriate training so that the concept of 


security is deeply rooted throughout Huawei. To promote cyber security, Huawei will reward employees who take an 


active part in cyber security assurance and will take appropriate action against those who violate cyber assurance 


policies. Employees may also incur personal legal liability for violation of relevant laws and regulations.
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Taking on an open, transparent and sincere attitude, Huawei is willing to work with all governments, 


customers and partners through various channels to jointly cope with cyber security threats and challenges 


from cyber security. Huawei will set up regional security certification centers if necessary. These certification 


centers will be made highly transparent to local governments and customers, and Huawei will allow its 


products to be inspected by people authorized by local governments to ensure the security of Huawei’s 


products and delivery service. Meanwhile, Huawei has been proactively involved in the telecom cyber security 


standardization activities led by ITU-T, 3GPP, and IETF etc., and has joined security organizations such as FIRST 


and partnered with mainstream security companies to ensure the cyber security of its customers and promote 


the healthy development of industries.


This cyber security assurance system applies to Shenzhen Huawei Investment Holding Co., Ltd., and all 


subsidiaries and affiliates which are under its direct or indirect control. This statement is made on behalf of all 


the above entities.


This statement should comply with local laws and regulations. In the event of any conflict between this 


statement and local laws and regulations, the latter shall prevail. Huawei will review this statement on an 


annual basis, and shall keep it in line with laws and regulations.


Huawei Technologies Co., Ltd.


CEO Ren Zhengfei”


4.2   Designing Security from within – “Built-in” not “bolted on”


Many companies will talk about quality and innovation; yet delivering sustained, innovative quality products and 
services requires consistent, repeatable, globally rolled-out processes that deliver on those objectives.  Without this 
level of commitment, each event, each product and each customer interaction becomes a random event – sometimes 
the experience and product quality is good, and sometimes the experience or product quality is bad. Huawei has 
employed IBM since 1997 to develop, train and support Huawei in becoming a process-based organisation – one that 
is fundamentally driven by repeatable processes, which deliver a consistent quality of products and service.


Our high-level process map is detailed below. As you can see, we use some of the world’s most innovative and 
professional organisations to support us: IBM on processes and technology, Accenture on our customer relationship 
management, the Hay Group on our HR processes, PricewaterhouseCoopers on finance and (not shown on the chart) 
we use KPMG as our global external auditor.
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In addressing the requirements of cyber security, we have built into all of our standard processes, baselines, policies 


and standards the best practice that is required. In this way, cyber security is not something that is an afterthought. 


Instead, it becomes a standard part of the way we do our daily business – it has become part of our DNA.


However, we accept that just because you have a process that does not mean that it is a good process, or that anyone 


actually executes the process. To address these issues, we have taken the following actions:


Huawei has established standardised business processes globally and has identified Global Process Owners (GPOs) • 


for each process and Key Control Points (KCPs). In addition, Huawei has established a Global Process Control 


Manual and a Segregation of Duties Matrix that are applicable to all subsidiaries and business units. The GPOs are 


responsible for ensuring the overall internal control effectiveness, in light of changes in operational environment 


and risk exposures. 


From a governance perspective, there is a standing Board Committee dedicated to cyber security chaired by a • 


Deputy Chairman. On this Board sits the main Board Members and Global Process Owners who have a role in 


ensuring that cyber security requirements are imbedded in processes, policies and standards and that they are 


executed effectively. If there is any conflict, or resource issue in cyber security, this committee has the power, remit 


and seniority to make decisions and change the business without reference to anyone else.


Huawei Auditors use the Key Control Points and the Global Process Control manual to ensure processes are • 


executed and that they are effective. Audits, external inspections and third-party reviews all validate what is 


happening against what should happen. Individual personal accountability and liability (the rules and regulations) 


are built into Huawei’s Business Conduct Guidelines and business processes that specify how we must behave in 


our daily operations. Knowledge is updated through online exams every year to keep knowledge current and this 


forms part of our Internal Compliance Programme.


However, there is nothing more important than allowing your processes and internal systems to be opened up to 


audit and scrutiny from your customers and from governments. It is this ability to use real customers and experts from 


many fields and governments to inspect, vet and validate our approach that truly enables us to develop world-class 


processes and integrated systems. Huawei operates in over 140 countries because it is trusted by customers in over 


140 countries. Once again, it is a repeatable process that is also a virtuous circle: we develop – we test – we validate – 


we learn – we update – we develop. It is depicted in this model:


Concept
TR1 TR2 TR3 TR4 TR4A TR5


Plan Development Qualify


What we learn updates all Huawei processes, standards andpolicies 
and is applied to allproducts and services - virtuous"circle"


IPD: Integrated Product Development Process


Launch Lifecycle
TR6 GA


Independent
Penetration


Test
Independent
Huawei Cyber


Security Test Lab


UK CESC
(operator)


Independent
Testing


Customer/
Third Party 


Independent
Testing/ Common


 Criteria


Third Party


Third Party
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In practice what does this mean? Let us give you an example. Many global technology vendors such as Huawei licence 


and use software components from many third parties, and this is included within our own developed computer code. 


Our own software may be developed by multiple teams in multiple countries. Yet when there is a security issue, or 


vulnerability is found, it is crucial that our internal processes and systems give us the ability to forward and reverse-


trace the software components that have been developed and pinpoint what products they are in.


At Huawei, we are continuously enhancing our internal systems and processes to enable us to trace-forward from a 


raw customer requirement all the way through to the computer code that was produced, and also to reverse-trace 


from the computer code (or patch/modification) all the way back to the raw requirement that required that computer 


code to be developed.


Within this, we ensure segregation of duties in the R&D process. Software developers cannot approve the final test 


results or final release. No software developers can authorise the implementation of their own software as there is an 


independent rigorous review and sign-off process – once signed off, software is automatically uploaded onto support 


websites, ready for downloading into manufacturing or customer sites.


However, cyber security is not just about technology. It is also about people, laws, incentives and disincentives. Whilst 


there is undoubtedly a focus on the design, development and deployment of technology, there is an equal focus on all 


other processes – human resources, legal, sales, finance, marketing, and supplier management. For instance, in terms 


of supply chain diversity, 70% of the components used by Huawei come from suppliers outside of Mainland China, 


with the United States serving as the largest provider at 32% and the majority are high technology components, and 


Taiwan and Europe combining to provide 32%. In terms of people diversity, the average localisation rate in the more 


than 140 countries in which we operate is 72%.


At Huawei, because we have built cyber security requirements into our processes, each executive, manager and 


individual has personal accountability and ownership of their responsibilities. This level of responsibility implies several 


underlying factors, including continuous training, getting the balance right between incentive and personal liability, 


and continuous loop-back processes to enhance our capabilities and validate our assurance level. This is the Huawei 


way of meeting the challenges of cyber security.


At Huawei, we adopt the “many eyes” and “many hands” approach to provide openness and transparency on what 


we do. We positively encourage audits, reviews and inspections on all technology vendors, including Huawei, in a fair 


and non-discriminatory manner, as each audit or review enables companies to challenge their thinking, their policies 


and their procedures, in turn enhancing their capability, product quality and product security. At Huawei, we already 


provide our customers and governments with the ability to undertake comprehensive validation and verification of our 


products.


With the growth of mobile and cloud computing, Huawei closely follows the increased demands of network capability 


brought about by this explosive growth. We actively participate and undertake cloud computing research and we 


develop some of the industry leading technologies and products in virtual platform security, virtual network defence 


and the security of cloud computing data to build comprehensive security capabilities in terms of cloud computing. 


Huawei has become one of the core members of the International Standard Council (ISC) of the influential cloud 


computing security standard organization (CSA). The ISC of CSA has enabled Huawei, as the liaison officer of CSA, to 


promote and communicate CSA cloud security standards with Chinese Japanese and Korean Security workshops and 


CCSA (China Communications Standards Association) on behalf of CSA. 
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To address cyber security threats, Huawei is proactively communicating with governments, operators and industry 


experts to discuss establishing a global Cyber Security Advisory Committee to guide the capability building of Huawei 


cyber security. Huawei has also established the Cyber Security Verification Lab, which is independent from the business, 


to conduct independent security testing on Huawei products and provide verification reports that fully detail the quality 


and security capability of the products that have been verified to our customers. In addition, this Lab is also open to 


Huawei customers and governments for them to validate the security of Huawei products. 


Huawei has established deep cooperative relationships with many organizations focused on key cyber security areas, 


such as threat modelling, malware detection and attack behaviour analysis, to effectively share security capabilities. 


These include: APWG (Anti-Phishing Work Group), CNCERT/CC (China CERT), OPERA, CNNIC (China Internet Network 


Information Centre), APAC (Anti-Phishing Alliance of China), anti-virus provider AVG, InterPol (International Criminal 


Police Organization) and IWF (Internet Watch Foundation). 


Huawei has sponsored and participates in numerous cyber security forums and conferences so that we can share and 


learn from each other. For instance, in EWI (East West Institute) Cyber Security Conference, Huawei participated in 


workshops about how to reach global cyber security consensus and supply chain security; Huawei also sponsored and 


presented at the GIIC (Global Information Infrastructure Commission). Huawei sits on the GIIC board, as a Chair, and 


has also joined the Quest Forum.


Huawei is a substantial contributor to global security standards. For instance, Huawei submits numerous security 


proposals to 3GPP (The Third Generation Partnership Project) each year. Huawei also takes the lead in developing the 


H(e)NB security standard and pushes the security research on M2M (Machine to Machine) and PWS (Public Warning 


System) system together with the main operators and vendors in the industry. Huawei positively encourages its people 


to be very active in many IETF (Internet Engineering Task Force) work groups such as IPsec, Karp, syslog, OSPF, MPLS, 


Hokey and IPv6 to discuss IP related security issues with industry experts and because of this active involvement many 


improvements to proposed standards have been released. Huawei contributes to the security of virtual networks 


and the standard of anti-junk information. Huawei is a member of the Open Group whose preliminary criteria for 


development for supply chain standard has been adopted by Huawei. Furthermore, Huawei has participated in the 


security standard activities of organizations such as IEEE (Institute of Electrical and Electronic Engineers), OMA (Open 


Mobile Alliance), UPnP Forum (Universal Plug and Play Forum) and WiFi-Alliance. 


In summary at Huawei we believe that the resolution of cyber security challenges is a shared challenge.  We must 


come together in an open and transparent way and all of us must make a positive contribution to improving our 


own knowledge, processes and products as well as actively supporting the development and implementation of 


international laws, standards, policies and best practice.
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5   Managing the Global 
Security Conundrum 
- It’s about collaboration 


We should not assume there is nothing that can be done to meet the cyber 


security challenge. Verizon's 2012 Data Breach Investigations Report (DBIR) 


affirms for the fourth year in a row that the majority of data breaches (97%) 


could have been avoided with the implementation of simple countermeasures.35


In Australia, the Defence Signals Directorate (DSD), an intelligence agency in the Australian Department of Defence, 


produced the Top 35 Mitigation Strategies, a document first published in February 2010 and periodically revised based 


on the DSD’s analysis of incidents across the Australian government. The DSD claims that by implementing its top four 


strategies, at least 70% of the intrusions that DSD responded to in 2009, and at least 85% of the intrusions responded 


to in 2010, could have been prevented.36 The Australian government, as well as other governments, can significantly 


reduce their concerns over cyber security risks by implementing mitigating actions.


There is much we can do if we show collective will, determination, openness and transparency.


The technology landscape is complex, and is getting more so, given the growing role of smartphones and cloud 


computing and the extensive use of application stores that contain software developed around the world to differing 


quality and security standards.


Cyber security issues add to this complexity as cyber security itself incorporates policies, technologies, behaviours, 


standards, guidelines and laws that cut across multiple sectors and levels of society. In order to adequately address 


cyber security issues, the private and public sectors must align their goals and responsibilities and collaborate to ensure 


the integrity and security of data and information systems within a risk-based framework.


Collaboration on cyber security should not be limited by geographical, political or competitive differences.  While some 


may view it as a competitive advantage, the reality is the impact of not collaborating provides the bad actors with 


many opportunities to exploit the weak links in the global cyber security chain. There are multiple forums available for 


collaboration, yet even these are the equivalent of loose cooperation and do not fulfil a true comprehensive united 


front.


In this context governments must take the lead to establish united and integrated governance to drive forward 


comprehensive and collaborative approaches to cyber security – Huawei commits itself to supporting such an 


endeavour.


35   http://www.verizonbusiness.com/resources/reports/rp_data-breach-investigations-report-2012_en_xg.pdf
36   http://www.dsd.gov.au/infosec/top-mitigations/top35mitigationstrategies-list.htm
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 6  Going Forward - Together


Looking back and reflecting on the current state of the cyber security landscape, we observed that a general lack of 


cooperation and trust amongst stakeholders has thus far stymied efforts to address these issues in a comprehensive 


manner. All technology users and vendors have an equally large stake in finding a solution to address these 


challenges and we must set a better example. Industry and governments must work together to develop the right 


policy framework to enhance cyber security. Our collective work should be guided by a set of principles to provide a 


framework for coordination of action to drive progress on an aligned set of strategic priorities and goals, and time-


based milestones. We should be prepared to accept that the commitment from some parties may initially not be as 


strong as we would wish it to be due to the inherent lack of trust between some parties, the issue of local politics and 


geopolitics, trade protectionism and competitor misinformation – having said that, we should not allow any of these 


issues to be used as an excuse for not taking action.


Guiding Principles


IT’S GLOBAL: 1. Efforts to improve cyber security must properly reflect the borderless, interconnected and global 


nature of today’s cyber environment in terms of governance, laws, standards and sanctions 


IT’S THE LAW:2.  Efforts to harmonise and align international laws, standards, definitions and norms must be 


undertaken, accepting the challenges of cultural differences


IT’S COLLABORATIVE:3.  Efforts to improve cyber security must leverage public-private partnerships to maximise 


our chances of increasing our collective ability to thwart attacks


IT’S STANDARDS-BASED: 4. Efforts to design, agree on and implement international standards and benchmarks 


of ICT vendors should set the standard based on the perceived risk level – there has to be a balance between 


security and risk


ITS VERIFICATION-BASED:5.  Efforts to design, develop and implement global independent verification 


methodologies that ensure products conform to the agreed standards and benchmarks should be agreed and 


adopted


IT’S EVIDENCE-BASED: 6. Efforts to improve cyber security must be based 


on evidence of risk, evidence of the attacker and evidence of loss or 


impact – we should focus on facts, not fiction


IT’S DOING THE BASICS: 7. Efforts to improve basic cyber security “hygiene” 


must be collectively prioritised to drive the entry point of successful 


attack to a much higher point


This paper favours and supports international collaboration, openness and 


trust as the foundation for a world where technology can continue to drive 


economic and social improvement for the majority of the seven billion citizens 


on the planet. We hope you will also support this option.
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7  About Huawei 


Huawei is a global information and communications technology (ICT) solutions 


provider that operates in over 140 countries. Our products and solutions 


serve more than one-third of the world's population and we employ 140,000 


people. On average, 72% of our people are locally employed in countries in 


which we operate, and the average age of our employees is 28. We serve 


45 of the world’s top 50 telecommunications operators, and, as of 2011, 


Huawei's wireless networks products and solutions had been deployed by 


more than 500 carriers worldwide. Huawei has shipped over two million base transceiver stations, serving more than 1.5 


billion mobile subscribers.


We are a science and engineering-based private company engaged in research, development and deployment of new 


commercial technology. Huawei keeps a leading role in the industry through continuous innovation and has one of 


the most significant IPR portfolios in the telecommunications industry. Huawei respects and protects the IPR of others. 


Huawei invests 10% of its annual revenues into R&D, with $3.76 billion invested in R&D in 2011 and total investment 


of over $15 billion in R&D in the last decade. 


Huawei has reached patent licensing or cross-licensing agreements with companies such as: Ericsson, Sony Ericsson, 


Nokia, Nokia-Siemens, Sisvel, Qualcomm, Alcatel-Lucent, Nortel, Dolby, Rovi, BT and KPN etc. In 2011, we paid more 


than $300 million for patent licenses and the accumulated total payment reached $1.2 billion. Our internal innovation 


comes from our 1,265 world-class PhDs, 44,690 masters, 62,000 R&D employees, and as of the end of 2011, Huawei 


had filed 36,344 patent applications in China, 10,650 under the Patent Cooperation Treaty (PCT), and 10,978 patent 


applications overseas. We have been awarded 23,522 patent licenses. The protection of IPR is therefore critical to the 


ongoing success of Huawei, and because of this, Huawei is a champion of IPR protection.


We have 23 R&D centres around the world, 34 joint innovation centres with some of our key customers, and 45 


training centres. Overall, 68% of our revenue is generated outside of Mainland China, and we source 70% of our 


materials from non-Chinese companies. The United States is the largest provider of components at 32% (some 


$6.5 billion of purchases from United States companies in 2011) through 185 suppliers; Taiwan provides 22% of 


components, and Europe 10%; Mainland China provides 30% of components. 


We provide managed services for 115 networks in 60 countries to help customers achieve operational excellence. 


Huawei has built cloud-based IT solutions and collaborated with over 300 partners to accelerate the commercial 


application of cloud computing technologies across various industries. By the end of 2011, we had helped customers 


around the world set up 210 data centres, including 20 cloud computing data centres


In 2011, Huawei's consumer business shipments totalled nearly 150 million units, including 55 million mobile phones. 


In 2011, Huawei shipped over 60 million mobile broadband devices globally; Huawei also shipped over 30 million 


home devices, including fixed access and fixed wireless terminals. 
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Huawei is passionate about supporting mainstream international standards and contributes to the formulation of such 


standards. By the end of 2011, Huawei had joined 130 industry standards organizations, such as the 3GPP, IETF, ITU 


(International Telecommunication Union), OMA, ETSI (European Telecommunications Standards Institute), IEEE, the 


Open Group and 3GPP2. In total, Huawei submitted more than 28,000 proposals to these standards organizations and 


has served as a board member for OMA (Open Mobile Alliance), CCSA (China Communications Standards Association), 


ETSI, ATIS (Alliance of Telecommunications Industry Solutions), and numerous other authoritative organisations in 


which we hold more than 180 positions.


It is written by some that Huawei is different and that we play by different rules. In one sense this is true: we are 


wholly owned by 65,596 of our employees, who have purchased an equity stake in the company by 31st December, 


2011. This gives us the ability to take a long-term view; it also ensures we balance risk with reward and strategy. 


Employees know if we do not excel at serving our customers, or if we undertake inappropriate activities, their equity 


and pensions may be destroyed. We also grow significant talent by taking the best scientists and engineers from the 


best universities around the world, nurturing them and quickly giving them global experience.  


Finally, we are an innovation-based organisation: We were ranked fifth behind Facebook, Amazon, Apple and Google 


by Fast Company magazine in 2010, and we were also awarded the "2010 Corporate Use of Innovation Award" by 


The Economist.







You may copy and use this document solely for your internal, reference purposes. No other license of any kind granted herein. 


This document is provided "as-is" without warranty of any kind, express or implied. All warranties are expressly disclaimed. Without 


limitation, there is no warranty of non-infringement, no warranty of merchantability, and no warranty of fitness for a particular purpose. 


Huawei assumes no responsibility for the accuracy of the information presented. Any information provided in this document is subject to 


correction, revision and change without notice. Your use of, or reliance on, the information provided in this document is at your sole risk. 


All information provided in this document on third parties is provided from public sources or through their published reports and accounts.


Copyright ©  2012 Huawei Technology Co., Ltd.    All rights reserved


        , HUAWEI, and          are trademarks or registered trademarks of Huawei Technologies Co., Ltd. 


All other company names, trademarks mentioned in this document are the property of their respective owners.


During the creation of this document, my excellent team provided wonderful assistance and constructive 


suggestions which are reflected in the lines of the document. Their professionalism and cooperation 


affirmed my impression of Huawei that we employ some of the best people in the world. Here, I would 


like to express my gratitude to those who have given me valuable suggestions: Nan Jianfeng, Wang 


Weijian, Peng Liwei, Yu Zhilin, Paul Michael Litherland, Liu Chenxi, Andy Purdy, Andy Hopkins, Yang 


Guanglei, John Koshy, Peter Rossi, Didier Blanchard and other people who contributed to this paper 


directly or indirectly. Please accept my apologies if I have missed your name.
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Nokia Signing a Joint Venture Agreement with China Huaxin to Establish Nokia Shanghai 


Bell 


Source: Alcatel-Lucent Shanghai Bell Publishing date: May 18, 2017 


May 18, 2017 


Beijing, China - Nokia and China Huaxin Post and Telecommunication Economy Development 


Center (China Huaxin) signed an official joint-venture agreement today. Both parties agreed to 


integrate Nokia's business in China with Alcatel-Lucent Shanghai Bell. According to the 


agreement, the newly established joint-venture Nokia Shanghai Bell will be Nokia's main 


operation platform in China to develop IP networks, optical networks, fixed networks, 


next-generation 5G networks, and other innovative technologies. The joint-venture will expand its 


business internationally with Nokia's support. 


Left: Wang Jianya, Chairman of the Nokia (China) and Alcatel-Lucent Shanghai Bell joint 


management team 
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Yuan Xin, General Manager of China Huaxin Post and Telecommunication Economy 


ment Center


rties signed an official transition-period operation agreement in January 2016. 


-Lucent Shanghai Bell and Nokia (China) initiated effective collaborative operation 


ently. 


nt-venture agreement is scheduled to be completed in July 2017, but the final date depends 


pproval procedure of the competent authorities. The joint-venture is named Nokia 


ai Bell. Nokia will hold 50%+1 of the joint-venture's shares, and China Huaxin will hold 


aining shares. Nokia Shanghai Bell will form a board of directors and a management team. 


ia's exclusive operation platform in China, Nokia Shanghai Bell will fully leverage Nokia 


ina Huaxin's strengths of innovation, global business, and efficiency, as well as their 


 of local markets to further boost Nokia's performance in the Chinese market. Nokia 


ai Bell embodies Nokia's goals to drive the development of high-performance networks by 


ting with communication service providers and expand its business in non-operator 


 and other new sectors. 


hanghai Bell's R&D team will become an important part of Nokia's global R&D 


ent. It has 16,000 employees, 10,000 of whom are R&D engineers working at 6 R&D 


in China. The R&D team is dedicated to keeping up and improving its world-leading R&D 


e with a focus on 5G, Internet of Things (IoT), and cloud. 


hanghai Bell will keep its R&D field and activities consistent with Nokia's applicable 


, global R&D progress, and product planning. Nokia Shanghai Bell will also proactively 


 the Chinese government's strategic proposals, support and participate in long-term 


 projects, and is dedicated to Nokia Bell Labs' “The Future X Network” vision. 


reement signed today is historically significant, presenting Nokia and its Chinese 







operation's dedication to the development in the Chinese market in the coming decades. In 


addition, it also emphasizes China's leading role in the development of next-generation 


communication technologies," says Su Li, Chairman and CEO of Nokia. "Nokia Shanghai Bell 


will help us improve our innovation abilities, enhance our connection with communication service 


providers, and thrive in fast-growing new sectors with demand for high-performance networks." 


"We are confident that Nokia Shanghai Bell will play a leading role in the industrial 


transformation initiated by new technologies such as 5G and IoT," says Yuan Xin, General 


Manager of China Huaxin. "The joint-venture created upon Nokia and China Huaxin's strengths 


integrates both parties' leading end-to-end network technologies, and powerful and innovative 


engines. We feel excited to cooperate with Nokia to establish a future-oriented innovative 


technology company and carry out win-win cooperation in the new era with greater success." 


Follow Nokia: 


• For more information, visit


• Website 


• Blog 


• LinkedIn


• Twitter


• Facebook 


• Instagram


• Periscope


• YouTube


• Glassdoor


About China Huaxin


China Huaxin Post and Telecommunication Economy Development Center (China Huaxin) was 


established on January 21, 1993 and directly affiliated to the former Ministry of Post and 


Telecommunications of China (MPT). In 2000, China Huaxin was transferred to China Telecom 


Group Company (China Telecom). On July 1, 2011, the State-owned Assets Supervision and 


Administration Commission of the State Council (SASAC) transferred the stock ownership of 


China Huaxin to China Reform Holdings Corporation Ltd.


China Huaxin is an important investment and operation platform for the Chinese information 


industry in Sino-foreign cooperation and technology innovations, with efforts to establish and 


develop  a series of well-known companies such as Alcatel-Lucent Shanghai Bell and Yangtze 


Optical Fibre and Cable Joint Stock Limited Company. China Huaxin is on the path to become a 


technologically innovative enterprise group with global operation capabilities in the new IT sector.


Website: http://www.sinohx.com/
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About Nokia


Nokia is a global leader in innovating the core technologies of the connected world. Backed by 


Nokia Bell Labs' research and innovation, Nokia serves communication service providers, 


government agencies, large-scale enterprises, and consumers by using the industry's most 


comprehensive end-to-end products, services, and authorization platforms. 


We are dedicated to developing future technologies for improved human experience by building 


5G and IoT infrastructure and implementing new applications such as virtual reality and digital 


healthcare.


Website: http://nokia.com


Media inquiry 


Tel: +358(0) 10 448 4900 


Email: press.services@nokia.com


Li Xuyang 


Tel: +86 (0) 10 63108822-8668 


Email: xuyang.li@alcatel-sbell.com.cn



http://nokia.com/

mailto:press.services@nokia.com
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November to 
December 2016 
Set up a working 
team to conduct 
benchmarking 
analysis and 
information 
collection. 


From June 2017 
Collect feedback 
from stakeholders, 
and optimize the 
company's next 
social responsibility 
work plan. 


February to May 
2017 
Release the design 
report. 


December 2016 to 
January 2017 
Carry out the 
social 
responsibility 
training, and 
determine the 
report framework 
and content. 


January to February 2017 
Each department reviews 
and supplements the report, 
executives review the 
report, and an external third 
party assesses the report. 


Corporate Social Responsibility Report 
Preparation Process 


About This Report
Introduction


Dear stakeholders, this is the 9th Report on Annual Corporate Social 


Responsibility released by the company  which describes how the 


company integrates social responsibility into its management operations and 


fulfills social responsibility in economic, social, and environmental aspects, 


and demonstrates the performance and value generated therefrom. 


Time Range


January 1, 2016 to December 31, 2016, with some statements and data from 


previous years. 


Release Cycle


The report is annually released. 


Report Scope


The report covers Nokia Communications China and Alcatel-Lucent 


Shanghai Bell and their affiliates. 


References


The report is prepared based on the Guiding Opinions on the 


Implementation of Social Responsibility of Central Enterprises of State 


Council's State-Owned Assets Supervision and Administration 


Commission, Sustainability Reporting Guidelines (G4) of the Global 


Reporting Initiative (GRI), and ISO 26000: A Guide to Social 


Responsibility (2010) of the International Organization for Standardization, 


10 Principles of the UN Global Compact, GB/T 36000-2015 Social 


Responsibility Guide, GB/T 36001-2015 Social Responsibility Report 


Compilation Guidelines, Guidelines for the Compilation of China's 


Corporate Social Responsibility Report (CASS 3.0) of Chinese Academy of 


Social Sciences, and Guidelines for Corporate Social Responsibility 


(SEO-CSR 1.0) of the Shanghai Economic Organization Federation, and 


Corporate Social Responsibility Management System for China's 


Information and Communication Industry. 


Data Source  


All data in the report is from official reports and statistical reports of Nokia 


Communications China and Shanghai Bell Co., Ltd. and have been 


reviewed by the competent authorities.


Title Description  


To describe with ease, the "company" in the report refers to "Nokia 


Shanghai Bell Co., Ltd." As the integration started in 2016 and is still in a 


transition stage, "Nokia China" refers to "Nokia Communications China" 


and "Shanghai Bell" refers to "Alcatel-Lucent Shanghai Bell" in this report.


Report Form and Access Method


The report is available in printed and electronic versions. The electronic 


version is available at http://www.nokia.com/zh_int or 


Report Changes  


In terms of the content, this report actively responds to the issues most 


concerned by stakeholders, and elaborates adjustments that it has made in 


the company's integration and transition stages based on the sustainable 


development trend in China and abroad. It also demonstrates the company's 


responsibility philosophy, practice, and the comprehensive value created in 


economic, social, and environmental aspects. 


In terms of expression, this report puts the "We and the SDGs" topic at the 


end of each section in response to the United Nations' Sustainable 


Development Goals (SDGs), demonstrating how the company contributes 


to sustainable development through management and operations.


Report Preparation Process







• Value Sharing: Creating a 
Responsible Ecosystem


Eco-friendly: Maintaining a 
Pleasant Environment


People-oriented: Building 
a Better Future 


Won the "Best Practice Award" of 2015 


Excellent Cases of Shanghai Green Supply 


Chain


100% social responsibility procurement ratio


100% of new suppliers and  suppliers 


requesting expansion in compliance screening 


performed, and 100% of key suppliers and 


99% of preferred suppliers in comprehensive 


screening performed 


65% of Chinese suppliers passing the 


EcoVadis sustainability audit, 1.5% higher 


than that of 2015


50% of expenditure in localization 


procurement, with one new local supplier 


incorporated and nine local suppliers upgraded


57 quality improvement projects implemented, 


achieving a gain of 5.78 million euros 


Conducted quality audit for 10 suppliers and 


delivery evaluation for 103 suppliers


Won the title of "High-Integrity Enterprise 


for Environmental Protection"


Won "Gold Key Award in the 2016 Shanghai 


Energy Saving Industry - Best Energy 


Management Enterprise"


About RMB4.8 million yuan in environmental 


investment*


Carbon emissions decreased to 53,976.57 tons


(excluding petrol), less than the carbon quota 


of 2016; wastewater declined by 22%


compared with 2015; industrial waste gas 


declined by 55% compared with 2015*


Unit energy consumption was 0.0086


tons/RMB10,000 yuan (standard coal), 


49.41% less than 2014; water consumption of 


unit production value was 0.261 tons/ 


RMB10,000 yuan, 43.14% less than 2014*


100% of solid waste legally disposed and 


100% compliance in noise emission 


The shuttle bus ran 1,973,200 kilometers in 


total and served 890,000 ridership, equivalent 


to reducing carbon emissions by 237 tons*


Won the "2015 Poverty Alleviation Award"
of China Foundation for Poverty Alleviation
The "Hot Air Action" project won the 
"Bronze Award for the 3rd China Youth 
Volunteer Service Project" organized by the 
National Organizing Committee of the 
Volunteer Service Exchange Conference.
The total amount of charitable donations was 
about RMB1.67 million yuan in China
More than 10 public welfare projects were 
organized, and 1,837 employees participated 
in volunteer activities, contributing 16,670 
hours with 20,611 people benefited 
Since 2009, a total of 12,141 employees have 
participated in volunteer activities, 
contributing 108,080 hours of volunteering 
services
The employee training duration totaled at 
1,307 hours. The E-learning training duration 
totaled at 227,026 hours, with 198 courses 
and 18,192 people. The per capita learning 
duration was 12 hours/year*
36 large mental health lectures and group 
training were held, involving 4,000
participants, 265 case consultations, and 0
crisis interventions* 
RMB672,000-yuan condolence and poverty 
alleviation allowances were provided to 
employees


Note: The data marked with * covers Shanghai 


Bell only.







About Nokia Shanghai Bell
The company has been operating in China for more than 30 years and is directly supervised by the State-owned Assets 
Supervision and Administration Commission of the State Council. It currently employs more than 16,000 people, including 
about 10,000 R&D personnel. Its sales and service network cover 31 provinces and cities in China, and its international 
business covers more than 50 countries and regions. With powerful R&D capabilities and profound professional foundation, 
the company provides end-to-end information communication solutions and high-quality services for operators, enterprises, 
and industry customers, and is a leading company in various fields such as wired and wireless solutions, TD-LTE, applications 
and analysis, IP networks, and optical access solutions.


On April 15, 2015, Nokia announced the acquisition of Alcatel-Lucent for 15.6 billion euros. The two companies complement 


each other in terms of technologies, product portfolios, and geographic distribution. On January 14, 2016, Nokia and 


Alcatel-Lucent started operation on joint basis. Nokia's China Telecom equipment business was integrated with Alcatel-Lucent 


Shanghai Bell to establish a new joint-venture company and formed a joint management team. Till now, the integration has 


been efficient and stable with robust performance. 
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Building a Network Security Barrier to Guard Information Security 
Along with the emerging new technologies and applications such as mobile 


internet, big data, cloud computing, virtual reality, artificial intelligence, the 


Internet of Things (IoT), and social networking, people are facing 


unprecedented security challenges while enjoying huge benefits from the 


Internet. In the winter of 2015, hackers cut off the power supply of nearly 


250,000 people in Ukraine. In October 2016, US domain name service 


provider DYN was attacked by malicious software, involving tens of 


millions of IP addresses. The persistent network attacks have affected the 


normal operation of information society.


To ensure network security, the company believes that security mechanisms 


should be included in the design of all network elements and that the entire 


network architecture should be open enough to quickly absorb excellent 


third-party security solutions through a sound ecosystem. In addition to 


strengthening traditional security mechanisms, the company continues 


creating new security mechanisms in response to network changes. As the 


cloud system and IoT develop fast, the security of cloud data centers and 


IoT terminals will be the key in future security protection. In this regards, 


the company views network security as a top concern from the early stage 


of network design.


The Nuage solution provides a secure SDN for Chinese operators' cloud 


data centers by integrating multiple security technologies.


The network-based security solution NetGuard can integrate 


internationally-known virus characteristics libraries (such as Kaspersky 


and Symantec, etc.). It protects network security at multiple levels 


ranging from notification, mitigation, and clearance by using Bell Labs' 


patented intelligent identification technology. It is applicable to 


large-scale smart mobile terminals. 


In 2016, the company's network security applications expanded to 26 provinces, cities, and autonomous regions, occupying a Chinese mobile market of nearly 


90%. 


Distribution of network security applications


China Mobile  
China Unicom 
China Telecom







ics• 


Exploring the Internet development trend and promoting industrial upgrade and 


innovation


The company released the 2020 Network White Paper at the 2016 World Mobile Congress 
Shanghai to elaborate
its understanding of future business needs and its innovative solutions for 5G, IoT, large 
bandwidth, network intelligence, and network security, providing a comprehensive reference 
for application practice inside and outside the industry. 


The company released the Industrial Internet White Paper with China Unicom in Beijing, 
providing a guiding direction and space for the development of the industrial Internet in 
terms of evolution, network architecture, industry form, key technologies, launching, and 
cooperation model. This helps network transformation in industries such as finance, 
manufacturing, and medical care to seize new opportunities and confront challenges.


Cultivating Innovative Genes
With the concept of "creating value and pursuing excellence", the company integrates the spirit of innovation into its soul and genes, creating an atmosphere 


that encourages exploration and tolerance to failure, and sets up an international platform to cultivate global thinking and vision, forming a culture of 


innovation that emphasizes inheritance, tolerance, and openness.


Wireless 


Successfully completed the 5G technology R&D test organized by the Ministry of Industry and Information 


Technology 


Achieved a peak rate of 10.17 Gbps at 28 GHz using 5G technology 


Released new LTE commercial system LR15.1 for 4G products 


Fixed network


Released the world's first symmetrical 10G and 40G PON commercial software and hardware 


Released the world's first integrated ZigBee technology and end-to-end smart home solutions for PON optical 


network units


Released several new operator-customized unit devices for HGUs/intelligent optical networks 


Released an MBH enhancement solution for passive optical networks that can better support 4G LTE 


small-base-station backhaul 


IP and optical network


Released the latest version of the Nuage VSP platform by IP products 


Enhanced innovative scheduling capabilities provided by the NSP platform in the field of Internet data centers 


Released a series of new optical network products to complete the end-to-end product line 


Application and analysis


The first manufacturer to provide and test Cloud SBC products 


No. 1 in the market share of IOC integration 


First launched cloud platform-based deployment by using real-time charging platform (SurePay) and billing 


gateway 


The IMPACT platform achieved a high pass rate in the first phase of the "Shanghai MAN, IoT, and Backbone 


Network Test" organized by the Shanghai Municipal Commission of Economy and Information Technology 


Innovations in key product areas


The company released the 2020 Network White Paper at the 
2016 World Mobile Congress Shanghai.







Green Logistics 
Fuel consumption and fuel pollution by transport vehicles are the main 
causes of environmental pollution in logistics. The company actively 
promotes low-carbon logistics transportation. By optimizing distribution 
system software and inter-departmental cooperation, the company promotes 
complete delivery of the entire set of equipment and reduces separate 


deliveries by multiple batches to significantly shorten the delivery cycle. In 
addition, on the basis of data analysis, the company reasonably plans 
transportation routes, shortens the routes, increases the loading rate, and 
reduces carbon emissions generated during transportation. In 2016, the 
company saved about RMB514,000 yuan in transportation cost.


Overseas packaging and delivery cycle 


is:
International transportation (by air):


• Asia Pacific line: 3 days


• European line: 5 days


• North American line: 5 days


International transportation (by ship):


• Asia Pacific line: 12 days


• European line: 30 days


• North American line: 40 days


Domestic packaging and delivery cycle 


is:


7 days


Note: The above data involves Shanghai Bell only


Packaging and delivery cycles of main lines


Reasonable Arrangement of Com GSM Transport Route in Cambodia 


In 2016, in the Cambodia Com GSM project, to deliver 367 sets of 
goods in a timely manner and ensure the project progress while 
minimizing the number of airfreights and even charter flights as 
much as possible, the company's overseas project team worked 
closely with the on-site project manager to assess various factors 
such as the delivery amount, shifts, cycle, and transit capability of all 


starting and transit places based on the installation progress. 
According to the on-site project requirements, they adjusted the 
delivery batches and paces by transferring more than 40% of the 
goods by ship, which saved transportation cost and reduced carbon 
emissions.


Recycling 
Electronic wastes contain a variety of harmful substances such as heavy 
metals, volatile organic compounds, and particulate matter. If handled 
improperly, these harmful substances will be released into the environment, 
causing pollution to water and soil, which seriously endangers human 


health. To improve electronic waste disposal, reduce the landfill rate, and 
ensure environmental protection, the company has established a strict 
product recycling and disposal system to recycle and reuse electronic 
wastes and their packages.











I, Jing Zhang, certify that I am fluent in the Chinese (Mandarin) and English languages, and that 
the above/attached documents are an accurate translation of the document attached entitled "-1.1÷-
4g.frl_hn 9-1 n III SI  2016" and "Nokia China and Shanghai Bell Social 
Responsibility Report" 








EXHIBIT A 







DECLARATION OF JOHN SUFFOLK 


I am John Suffolk, the Global Cyber Security and Privacy Officer for Huawei 


Technologies Ltd, and I have been employed in this role, or a similar role, since 1 


October 2011.  Prior to this I worked for the United Kingdom Government where for 


7 years I was Her Majesty’s Government Chief Information Officer and Senior 


Information Risk Owner. I have worked in Information Communications Technology 


in multiple roles for 40 years, undertaking substantial large scale business 


transformations and have been heavily involved with security and privacy, including 


security at a classified level.  


I am submitting this Declaration in response to the FCC Docket Protecting Against 


National Security Threats to the Communications Supply Chain Through FCC 


Programs Notice of Proposed Rulemaking - WC Docket No. 18-89.  


In my opinion, the objective of the Notice of Proposed Rulemaking to protect the 


security of U.S. telecom carrier networks is laudable, but the proposed rule will not 


achieve this objective. 


The threats to carrier network security are varied, and cannot be addressed 


effectively by singling out a specific country or selected companies.  There are five 


main reasons why this proposed action cannot achieve its objective, and may indeed 


be counterproductive: 


1. The ICT supply chain is global;


2. Because the ICT supply chain is global, the risk is from the cumulative supply


chain, not the vendor whose name happens to be on the “box” or who provides


the named application;


3. The global supply chain generates thousands of security vulnerabilities from


vendors of all countries, including the United States;


4. Governments and companies could do more to protect themselves; and


5. Huawei’s approach to security by design development and deployment improves


the security of its products and the supply chain.


1. The ICT supply chain is global


In March 2012, the GAO published a report “IT SUPPLY CHAIN National Security


Related Agencies Need to Better Address Risk”1 that examined the inherent risks


in the supply chain.  The report, although dated some 6 years ago, identified that


a simple laptop might contain components from 18 separate companies.  The


world has continued to utilise global supply chains since 2012, and if anything the


situation is more complex now than it was then. Excluding one country or


specific companies from that country will not achieve the stated goal. In fact,


the GAO report observed that four “national security-related departments” – the


Departments of Defense, Homeland Security, Justice, and Energy – had stated


1 https://www.gao.gov/assets/590/589568.pdf
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that they have not “determined or tracked the extent to which their 


telecommunications networks contain foreign-developed equipment, software, 


or services” because “doing so would provide minimal security value relative to 


cost.” 


It is wrong to assume that the label on a vendor’s box, or indeed a computer 


application, conveys that the contents are solely from that named vendor.  Take 


Huawei for example.  Huawei uses a global supply chain like every other ICT 


vendor and service provider.  In general, around one third of what is in Huawei 


equipment is from Huawei/China and the remainder from the rest of the world, 


including the USA, Europe, Japan, South Korea, Taiwan. The name of the vendor, 


or vendor’s home country, does not determine the source of the product and 


cannot be used as a key criterion for a source of threat. 


This is true for other companies such as Nokia: some of its equipment is made in 


China, with components purchased from Chinese companies, and indeed Nokia 


has a joint venture with a Chinese Government-owned entity, Nokia Shanghai 


Bell. 


The same is true of Ericsson, which also has a joint venture with a Chinese 


Government owned entity, Nanjing Ericsson Panda Communication Co. Ltd., has 


some manufacturing based in China, and sources components from Chinese 


companies. 


Both Nokia and Ericsson provide substantial communications technology within 


the United States within the classified and non classified areas. 


The Chief Executive of Nvidia, Jensen Huang, recently stated in an article, “It is 


definitely better - and it’s actually vitally important - that the world continues to 


have a collaborative and open business relationship.  … If you just think about 


Nvidia, China is one third of Nvidia’s business. However, remember, everything 


we sell to China goes through our distribution partners, gets integrated into 


computers, it gets integrated into data centres and clouds.”  He went on to say, 


“Almost everything is made everywhere in the world. An iPhone is made in 


Taiwan, Korea, China, and the United States all at the same time. It is impossible 


for any product to be created in just one country. We are so interdependent. I 


think that’s a statement of fact, it’s not a political statement, it is not a policy 


statement. It is just a statement of fact.”2


It is clear that to achieve the stated objective of the FCC based on the criteria of 


where something is built, or where components come from, the USA would need 


to make all of its own ICT components locally or have total control over every 


global process and supply chain. This is completely infeasible as a practical 


2 http://www.datacenterdynamics.com/content-tracks/servers-storage/nvidia-ceo-there-will-not-be-
a-us-china-trade-war/99973.fullarticle
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matter, and could not be achieved without closing down most ICT companies, or 


infrastructures, telecommunications networks, and cloud services in the USA. 


2. Because the ICT supply chain is global, security risks arise from the cumulative 


supply chain, not the vendor whose name happens to be on the “box” or who 


provides the named application 


The world is now connected with a wide range of cloud computing 


infrastructures providing applications and services to all parts of the world.  It is 


not possible to understand and limit the components in this interconnected 


world.  According to an article in Wired many of the world’s well known and 


used cloud data centres use servers built in Asia and China.3 The article states 


“The move away from U.S. network equipment stalwarts is one of the best-kept 


secrets in Silicon Valley. Some web giants consider their networking hardware 


strategy a competitive advantage that must be hidden from rivals.” 


Facebook, which has been a leader in “open computing”, since as long ago as 


2014, helped open up the data centre market. As reported in the Register4, “the 


rise of Facebook helped to ruin the data centre hardware market, caused IBM to 


sell its x86 business to Lenovo, spurred HP to embark on an ambitious 


“Moonshot” server, and encouraged Dell to go private. … But most importantly 


of all, it propelled a scrappy group of Taiwanese and Chinese equipment makers 


into Western markets, and shook up the IT supply chain in the process.” 


Today, much of US Business and Infrastructure runs on hardware and software 


from Asia. 


Even today global companies such as Microsoft, Facebook, and Google have 


partnerships & supply agreements for their global products and services – 


including cloud data centres that are used by much of American business.  For 


instance, as reported by Microsoft, “Xiaomi and Microsoft sign[ed a] strategic 


MoU in cloud, devices and AI areas”5 that “ will help in strengthening Xiaomi’s 


leadership in mobile, smart devices and services, and contribute to the 


acceleration of its international expansion.” 


As previously detailed, non-Chinese companies have extensive access to Chinese 


vendors and utilise Chinese manufactured products in their global product lines, 


as well as operate extensively in China. 


3 “Exclusive: Google, Amazon, and Microsoft Swarm China for Network Gear”, Wired, 
https://www.wired.com/2012/03/google-microsoft-network-gear/ (March 30, 2012) 
4 https://www.theregister.co.uk/2014/02/20/facebook_hardware_feature/
5 https://news.microsoft.com/2018/02/23/xiaomi-microsoft-sign-strategic-mou-cloud-devices-ai-
areas/
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The CEO of CISCO, Chuck Robbins, stated that Cisco has “worked with carriers in 


China to build their networks”6 and when we examine widely available data, 


Apple, Nike and 18 other U.S. companies have $158 billion at stake in China.7


Similarly, China Daily8 stated “in 2016, Apple had 766 global suppliers, among 


which 346 were on the Chinese mainland. Additionally, about 3 million Chinese 


workers were working for Apple that year and the number has increased in 2017. 


The process of building iPhones requires 8,700 mid-level engineers. In the US, 


there were only 7,000 such college graduates in 2014. In China, there were 


240,000 skilled workers and engineers at Foxconn, Apple said in 2015”. In 


summary half of iPhones are manufactured in central China’s Zhengzhou city.  


If US Government policy were to be executed fairly to achieve the stated 


objectives of FCC then the Apple iPhone, to name one such product, should be 


banned from the USA. This is not to single out Apple, though; the same is true of 


nearly every other mobile handset marketed under a US brand name.


3. The global supply chain generates thousands of security vulnerabilities 


I have demonstrated that the world is interconnected with a global supply chain, 


and it is clear that simply excluding a country or a small number of vendors, will 


do nothing to achieve the stated objective of “protecting against national 


security threats”.  Let me elaborate: 


• In 2017 Huawei’s external global supply vendors notified Huawei of over 250 


vulnerabilities that they had identified in the components they had provided 


to Huawei.  That is, vulnerabilities found by other vendors in their products 


that had been imbedded in Huawei products.  As far as we are aware Huawei 


is the only vendor to have signed cyber security agreements with all of their 


high technology vendors to notify Huawei when they become aware of a 


vulnerability in their products. 


• The total number of vulnerabilities published by some (not all vendors 


publish their vulnerabilities) totalled 14,713 in 2017.9  All but one of the top 


ten vendors by volume publishing vulnerabilities were US technology 


companies.  All of these products are potentially a national security risk, but 


the solution is not to ban them from the market but to encourage vendors to 


adopt openness, transparency and commitment to improving the security of 


all things digital. 


• The issue is not about whether there is a vulnerability; it is about whether it 


can be exploited for illegal or immoral activity.  2017 saw major issues being 


6 https://www.cnbc.com/video/2018/02/28/cisco-ceo-have-worked-with-carriers-in-china-to-build-
their-networks.html
7 https://www.marketwatch.com/story/trade-war-watch-these-are-the-us-companies-with-the-most-
at-stake-in-china-2018-03-29
8 http://www.chinadaily.com.cn/business/tech/2017-09/19/content_32191283.htm
9 The responsible public disclosure database of known vulnerabilities, by type, vendor severity etc. 
https://www.cvedetails.com/browse-by-date.php







- 5 - 


generated through malware such as Wannacry, Petya, Locky, Apache Struts 


and many more, as well as major hardware issues such as the Intel, AMD, and 


Arm design issues and abundant open source software vulnerabilities .  The 


threats do not originate from the equipment manufacturer or software 


developer, but from external actors who target these vulnerabilities. The 


manufacturers and developers are the first line of defence against these 


threats. Once again this demonstrates that cyber security is a global issue 


which must be addressed globally. The actions proposed by the FCC do not 


address these cyber security issues and will not improve the security of the 


US infrastructure.


4. Governments and companies could do more to protect themselves 


As discussed above, prohibiting technology from one country or a few companies 


will not improve cyber security resilience of any country or company.  We all rely 


on a global supply chain and that global supply chain generates potential threats 


to all countries and companies.  The wide range of security issues in the past few 


years have not come from one single country or set of vendors. 


However, it has always been clear from all research on best practices that 


countries and companies could do more to protect themselves by just adopting 


basic cyber hygiene. 


The USA, through NIST, and Europe through ENISA with other bodies, have been 


productive in issuing what they see as best practices.  These are also well 


documented by organisations such as: 


• SANS Institute, CIS Critical Security Controls: Guidelines10


• Centre for Internet Security, Follow our prioritized set of actions to protect 


your organization and data from known cyber-attack vectors11


There are also many international standards such as the ISO 27000 range as well 


as cloud computing assessments including CSA – we are not short of knowing 


what to do to protect ourselves from all but the most determined of attackers. 


Whilst we have these best practices, and we have had them for many years, 


substantial evidence shows the basics of cyber security hygiene are not executed 


– even within the US Federal Government and even in classified areas. 


A recent report from Bitsight12 identified that a sample of 1,200 US Federal 


Government contractors fell well short of security expectations, “across 


industries including aerospace and aviation, business services, healthcare and 


wellness, engineering, technology, and manufacturing, who provide critical 


products and services directly to the federal government and are central to 


10 https://uk.sans.org/critical-security-controls/guidelines
11 https://www.cisecurity.org/controls/
12 https://www.prnewswire.com/news-releases/contractor-cybersecurity-gaps-put-us-federal-
government-at-risk-300599150.html







- 6 - 


national security, the national and global economy, and the environment.” Two 


key findings were: 


• Nearly 50% of contractors have a BitSight grade below C for the Protective 


Technology subcategory of the NIST Cybersecurity Framework, a sign that 


many are not following best practices for network encryption and email 


security. 


• Nearly one in five users at Technology and Aerospace/Defence contractors 


have an outdated internet browser, making these employees and their 


organizations highly susceptible to new variants of malware. 


The results of poor cyber hygiene and lack of management focus can be seen in 


major data breaches such as Yahoo, Office for Personnel Management, Target 


Stores, eBay, Equifax and many more.  Indeed research by Synk13 showed that 


24% of breach root causes were down to companies using components with 


known vulnerabilities. 


5. Huawei’s approach to security by design development and deployment sets a 


high standards bar that few can match 


All the factors discussed in the preceding sections do not mean that Huawei can 


escape its corporate social responsibility to ensure that the products and services 


it develops and operates conform to best practice, are designed and built with 


security and privacy in mind, are tested rigorously and independently and have 


the governance in place to ensure that the risk of insider threat is minimised to 


the lowest possible value. 


As the Global Cyber Security and Privacy Officer who reports directly to our 


Founder, Mr Ren Zhengfei, I am accountable for security and privacy across the 


whole organisation and sit on the Global Cyber Security (and Privacy) Committee. 


In my seven years at Huawei I can confirm that I have had full and unfettered 


access to all Huawei people, facilities, documentation etc.  I can confirm that my 


suggestions, requirements and instructions have been fully debated and 


implemented, or are being implemented.  I can confirm that I have never been 


unduly influenced by any person within Huawei, or outside of Huawei, to reduce, 


stop, or alter any requirement I might have had that would, in my view, improve 


security by design, development or deployment – or indeed do anything that 


would weaken the safety and security of the products and services we produce. 


That is not to say that we are perfect, or that we produce perfect code all of the 


time or that we execute every process right first time – no company in the world 


can say that.  But, as far as I am aware, our practices and standards are as robust 


and sound as any other telecom equipment vendor in the world. 


13 https://snyk.io/blog/owasp-top-10-breaches/
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I have previously published significant detail of the lengths we go to, to ensure 


our products and services are designed, developed and deployed to ensure the 


highest levels of security.  I have summarised some of the key points below. 
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Strategy, Governance 
and Control 


Huawei has a long standing executive committee, the Global Security & Privacy 
Committee that is chaired by a rotating Chairman.  This committee sets overall 
strategy, monitors execution and takes remedial action where necessary.  This 
committee is made up of the senior executives who have responsibility for 
business processes, business groups and functions and who ensure security 
and privacy is imbedded into their operations.  They are held to personal 
account for the success of their processes, and their operations independently 
audited to ensure compliance. 


Building the basics: 
Processes and 
standards 


Huawei has adopted since the late 1990s global repeatable processes across 
the organisation.  Originally designed and implemented in cooperation with 
IBM, Huawei is a process driven organisation – it is true to say we have a 
process for everything.  This is crucial because security and privacy has been 
built into these processes.  Huawei automates processes where possible for 
efficiency and quality. Processes and supporting IT build in control and 
checkpoints, escalate to management for higher approval and review and 
provide auditing and traceability capability.  We positively encourage 
customers and regulators to audit our processes and are a world leader in 
transparency in this area. 


Where a process can be measured against an international standard we will 
adopt this.  Huawei has achieved many international certifications from many 
standards and certification bodies including for ISO standards, counter 
terrorism protection in supply chain, cloud operations, TQM for Six Sigma and 
TL9000, product standards such as FIPS for encryption and common criteria for 
products.  Our portfolio of international certifications and accreditations are 
extensive. 


Laws and Regulations The law is complex, variable and ever-changing.  Even if there is a law in a 
country, the ways of enforcement might differ greatly or there might be 
different interpretations of the same law or code. Laws, codes, standards and 
international controls add complexity and risk to a supplier and a business. We 
ensure at a global level and local level that we adopt all applicable laws and 
regulations. We have a substantial in-house legal team and we employ external 
legal counsel in many countries in which we operate. 


People matter Many companies say that their people are their most important asset, which is 
true. However, from a security perspective they can also be their greatest 
weakness. The way people are employed, trained, motivated and their 
performance managed, often determines the difference between success and 
failure – not just for cyber security but also for the delivery of the overall 
company strategy. Huawei has comprehensive people management systems. 
Performance management and appraisal systems are globally adopted, with 
peer based reviews.  We have published conduct guidelines and annually all 
employees are retrained and re-examined on the adoption of Huawei business 
conduct guidelines.  Failure to adopt appropriate conduct will result in 
dismissal and this is evidenced, internally every month, where following 
independent review of behaviour those that have not adopted the highest 
levels of legal and ethical behaviour are dismissed or formally disciplined. 
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Research and 
Development 


Companies do not want to use their scarce capital to buy high-technology 
products from companies who do not have rigorous R&D processes that deliver 
consistent high quality, safe products. Nor do they want to see vendors having 
to make investment decisions between ‘do they invest in a new product’ or ‘do 
they invest in making all products safe and secure’. Just as quality cannot be 
bolted onto a product neither can cyber security; At Huawei we demonstrate 
our long-term commitment to enhancing their R&D approach to accommodate 
appropriate cyber security design, development and deployment, as well as 
investing in the next generation of products. Since the late 1990s we have 
developed and refined our Integrated Product Development (IPD) process, 
initially with the support of IBM, Based on PACE, enhanced using Microsoft 
support and measured against SDL, and independently audited our process 
versus reality using the BSIMM methodology from Cigital.  R&D is underpinned 
by comprehensive IT support, full capability to fully control and automate 
complex product development including: automated code scanning for quality 
and known code issues; full traceability to ensure any code changes are traced 
back to the developer or forward to the product the code ended up in; full 
third-party management control to ensure  known components from known 
third-parties are used; full vulnerability/ defect management to ensure known 
defects are resolved before product launch.  A tight “gated” development 
process that provides independent checkpoints on whether a product can 
progress to the next stage. Full digital signature capability to sign software to 
protect against tampering and full (no-man-in-the-middle) automated 
processes to take signed software from R&D into manufacturing with zero 
touch. 


Verification: Assume 
nothing, believe no 
one, check everything 


Whilst a robust R&D process is fundamental to quality and to safe and secure 
products, R&D can be under pressure to launch new products quickly without 
the right testing and verification. Having in place a multi-layered “many hands” 
and “many eyes” approach to independent verification reduces the risk of 
unsafe products being distributed. A balance of end-to-end checks and 
balances supplemented with tiered independent security verification ensures 
a “no shortcuts” approach and protects customers’ investment and services. I, 
as Global Cyber Security and Privacy Officer, have full veto rights to block any 
product or solution if I am not satisfied with the security quality of the product.  
We have a full independent security test lab, that reports to me directly, to 
independently test products after R&D have developed/ changed the product 
and before launch.  We also use, and customers are free to adopt any 
verification method they wish, a wide range of security testing companies from 
the USA, Europe and Asia to validate our products.  We adopt security 
standards and certifications where they exist.  We also have two independent 
labs, not under Huawei control, one in the UK and one in Canada that 
independently assure our products.  We believe our products are more 
stringently validated than any other commercial vendor in the world. 


Third-party supplier 
management 


Many large high-technology companies use third-party companies for 
hardware components, software components, delivery support and 
installation. If the third-party’s technology or processes have security 
weaknesses, this can significantly increase the weaknesses of the vendor’s 
products and services as they are integrated into the product the customer will 
receive. End-to-end cyber security means a vendor must work with its suppliers 
to adopt best practice cyber security approaches. We were the first, and we 
still believe today to be the only vendor, that has required all of its technology 
vendors to sign cyber security agreements, and work with us to improve the 
security of our supply chain.  Our work with third-parties is rigorous, 
comprehensive and auditable. 
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Manufacturing Manufacturers of products must take in all of the components from whatever 
their source country of origin and security standard, manufacture an end-
product for a customer and ensure that throughout every stage of 
manufacturing and product shipment, no security risk has inadvertently or 
intentionally been introduced. In manufacturing we have operated a fully total 
quality management approach for over 15 years.  We adopt Six Sigma, and are 
at 5.9.  We conform to all TQM certifications and security certifications 
including TAPA and CTPAT and our remote centres conform to ISO28000.  We 
were one of the founding members of the supply chain standard OTTPS, helped 
formulate the standard, promoted its adoption, and are only one of two 
organisations to have achieved it.  We have a zero touch mechanism where 
software is automatically taken off protected environments in R&D and loaded 
onto equipment.  We have secure cages to avoid tampering and use secure 
international shipping companies. 


Delivering services 
securely 


There is not much point in focusing on designing your products with security in 
mind if when you come to deploy your technology, or support and maintain 
the technology, this is not done in a secure way. Customers rightly want to 
ensure when equipment is supporting their business that its operation and 
maintenance is safe and secure including upgrades, patches and fault fixing – 
they expect security throughout the life of the product. Engineers are fully 
controlled in their environment, ensuring express permission is obtained from 
customers before action on their networks.  Spare parts, return and faulty 
components are all tightly controlled to ensure protection of any personal 
data. 


When things go wrong: 
Issue, defect and 
vulnerability resolution 


It goes without saying that no responsible company can give a 100% guarantee 
when it comes to security. Therefore, a company’s ability to respond 
effectively to issues and learn lessons from what has gone wrong is critical to 
both the customer and the vendor. Knowing what to do in a “crisis”, ensuring 
senior executives are informed to make speedy decisions and working 
effectively with customers and stakeholders ensures that normal service is 
restored quickly and safely. Our PSIRT Team works diligently with security 
researchers, third-parties and our own product teams to professionally resolve 
and disclose vulnerabilities.  Our end-to-end tracing capability enables us to, 
within hours, pinpoint what products might be impacted by vulnerabilities 
ensuring that we can provide speedy response to our customers. 


Traceability When things go wrong being able to quickly identify where it has gone wrong, 
what hardware or software component caused the issue and identifying where 
else that component is used is crucial to timely recovery. However, that is not 
enough; root-cause analysis demands an ability to forward and reverse trace 
every person, every component from every supplier in every product for every 
customer.  Our internal IT enables us to fully trace forward any code or 
component.  Who developed code, what product that code ended up in and 
what customers received that product.  We can trace back from customer 
equipment through manufacturing, through code development to who asked 
for a requirement to be added. 


Audit Rigorous audits play a key role in assuring the Board and senior company 
officials, and assuring your customers, that the appropriate policies, 
procedures and standards are being executed to deliver the required business 
outcomes. We apply the ABC model – Assume nothing; Believe no one; Check 
everything. From internal audit, to independent testing; from customer audit 
to regulator reviews; to third-party reviews Huawei fully opens up all of its 
processes controls, documentation and products for independent audit.  We 
believe we are the most audited, inspected, reviewed and examined ICT 
company in the world, and all of this demonstrates that a product or service 
from Huawei is a safer product or service. 







6. Summary 


In summary I have demonstrated that the ICT supply chain is global and it is not 
possible to achieve the FCC's stated objective by limiting products from one 
country. I have demonstrated and proven without doubt that through this global 


supply chain the USA, like every other technology based country, runs its 
infrastructure with components and software from around the world. The name 
of the vendor is not relevant nor is the name on the box. 


I have demonstrated that every vendor has vulnerabilities in their products and 
that every vendor must contribute to the improvement in cyber security. 


I have demonstrated that far from Huawei being a risk to security, we are in fact 
a champion of best practices, a champion of openness and transparency and a 
champion of protecting user data. As stated by our Founder "we will never put 
the commercial interests of our company ahead of security". 


I declare under penalty of perjury under the laws of the United States of America 
that the foregoing is true and correct. 


Executed on May  2018. 


John Suffolk 
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DECLARATION OF DONALD A. PURDY, JR. 


I, Donald A. Purdy, Jr., hereby declare, affirm, and state the following: 


I. Introduction 


1. The facts set forth below are known to me personally, and I have firsthand knowledge of 


them. 


2. I make this declaration in support of comments submitted by Huawei Technologies Co., 


Ltd. and Huawei Technologies USA, Inc. (“Huawei”) in response to a Notice of Proposed 


Rulemaking (“NPRM”) promulgated by the Federal Communications Commission 


(“FCC”), In the Matter of Protecting Against National Security Threats to the 


Communications Supply Chain Through FCC Programs, FCC 18-42, on April 18, 2018. 


The goal of this NPRM is to improve the security of carrier infrastructure by 


discouraging telecommunications carriers from procuring communications equipment or 


services from certain providers deemed a national security risk to communications 


networks or the communications supply chain. 


3. In a separate affidavit included in Huawei’s filing, John Suffolk, Huawei’s Global 


Cybersecurity and Privacy Officer, makes five points detailing why the stated objective 


of the FCC in the NPRM cannot be met by singling out a specific country or selected 


companies, and why it may be counterproductive: 


A. The ICT supply chain is global. 
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B. Because the ICT supply chain is global, cybersecurity risk arises from the 


cumulative supply chain, rather than the vendor whose name happens to be on the 


“box” or who provides the named application. 


C. The global supply chain generates thousands of security vulnerabilities from 


vendors of all countries, including the United States. 


D. Governments and companies could do more to protect themselves. 


E. Huawei’s approach to security by design, development, and deployment improves 


the security of its products and the supply chain. 


4. I agree with the analyses and conclusions laid out in Mr. Suffolk’s affidavit.  In addition, 


a realistic analysis of telecom carrier risks associated with vendor selection leads me to 


conclude that the proposed FCC solution ignores a much broader set of concerns 


regarding the vulnerable, global telecommunications supply chain; does little to improve 


the security of targeted infrastructures; and fails even to address fully the primary 


concern that lead to this proposal, namely, potential Chinese or other nation/state entities 


leveraging or exploiting telecom vendors and products for malicious purposes.  In the 


end, the exclusion of any individual vendor or set of vendors, based in whole or in part on 


the location of their headquarters, from participating in carrier-contracted activities would 


have a negligible positive effect on telecom infrastructure security. 


5. In this affidavit, I will discuss how Huawei US’s1 approach to cybersecurity, privacy 


assurance, and governance supports Huawei’s global approach and facilitates the FCC’s 


1 “Huawei US” refers only to Huawei Technologies USA, Inc. and Huawei Device USA, Inc., two entities 
that sell network products and terminal products in the US), and United States. It does not include 
Futurewei Technologies, Inc., which is also a subsidiary of Huawei Technologies Co., Ltd. in the United 
States, but is focused on research and development rather than product sales.  
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goal of improving the security and resilience of U.S. telecom infrastructure. Specifically, 


I will discuss: 


A. Huawei’s dedicated and thorough approach to cybersecurity and policy, which 


permeates every aspect of the company;  


B. Huawei US’s internal policies and processes, which provide enhanced and 


transparent protection of customer data and networks and facilitate assurance and 


transparency; and  


C. Huawei US’s experience with third-party testing of our hardware and software. 


II. Background and Qualifications 


6. I am over the age of eighteen and I am a citizen of the United States. 


7. I have been employed by Huawei since July 2012 as Chief Security Officer for Huawei 


US.  My current title is Chief Security Officer, Huawei US. 


8. My curriculum vitae, including my qualifications, is attached to this declaration as 


Exhibit 1. 


9. The following is a summary of my background.  


A. I am Chief Security Officer for Huawei US; in this capacity I oversee Huawei 


US’s cybersecurity assurance program, and support Huawei’s global assurance 


program.   I have security (CISSP) and privacy certifications (CIPP/US) and a 


legal background, although I do not function as an attorney at Huawei. 


B. I also serve as the Huawei global lead for the East-West Institute Global 


Cooperation in Cyberspace Initiative and serve on the Steering Committee of The 


Open Group Trusted Technology Forum, which developed the Open Trusted 
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Technology Provider Standard (O-TTPS), recognized as ISO/IEC 20243.   I also 


serve as Huawei’s alternate representative to The Open Group Board of Directors. 


C. I was the U.S. senior cybersecurity official at the Department of Homeland 


Security (DHS) from 2004-2006.  Prior to joining the DHS, I was a member of 


the White House staff where I helped to draft the U.S. National Strategy to Secure 


Cyberspace (2003).  At DHS, I helped to form and then led the National 


Cybersecurity Division (NCSD) and the U.S. Computer Emergency Readiness 


Team (US-CERT) (as Acting Director).  At DHS, I also served as Co-chair of the 


National Cyber Response Coordination Group (NCRCG), then the principal US 


interagency group to prepare for and respond to cyber incidents of national 


significance, and was the DHS representative to the Committee on National 


Security System (CNSS) that sets policy for the nation’s classified IT networks. 


D. Immediately before joining Huawei, I was the Chief Cybersecurity Strategist for 


Computer Sciences Corporation (CSC).  In this role, I provided strategic input to 


the development and implementation of a coordinated, company-wide initiative to 


address the cybersecurity needs of CSC’s global client base, and worked in 


national and international venues to influence cybersecurity public policy and 


awareness. 


E. Before joining the White House staff, I served as Acting General Counsel and 


Chief Deputy General Counsel at the U.S. Sentencing Commission, where I 


gained substantial experience with organizational compliance.   


F. Earlier in my career I served as a federal prosecutor in Philadelphia, 


Pennsylvania; Senior Staff Counsel of the House Select Committee on 
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Assassinations (President John Kennedy); Special Counsel to the U.S. House 


Ethics Committee; and Counsel to the U.S. Senate Impeachment Trial Committee 


(Judge Walter Nixon).  I also served for five years in network television news as 


an Associate Producer for NBC News magazines, and Producer for the CBS 


News broadcast NIGHTWATCH with Charlie Rose in Washington, D.C.    


G. I am a graduate of the College of William and Mary and the University of 


Virginia Law School.  I am a member of the Bar (inactive status) in the District of 


Columbia, Maryland, Pennsylvania, and Missouri. 


III. Huawei Global Assurance Program for Cybersecurity and Privacy 


10. Since 2011, Huawei has established, implemented, and improved a transparent global 


assurance program (the Program) for cybersecurity and privacy.   


11. The Program reflects a strong cybersecurity and privacy commitment by Huawei’s top 


corporate leadership, and leadership of the various business groups and units, to protect 


customer data and access to customer networks; to ensure that Huawei and its employees 


comply with government mandates, customer requirements, and Huawei policy and 


practices; and to fulfill Huawei’s commitment through a program of end-to-end assurance 


and internal compliance. 


12. Under the Program, Huawei’s Global Cybersecurity and Privacy Protection Committee 


(GSPC) conducts enterprise-wide governance of cybersecurity and privacy policies and 


procedures, which are implemented by the Global Cybersecurity and Privacy Protection 


Office (GSPO).  Huawei also ensures regional and national oversight by cybersecurity 


and privacy committees and security personnel. 
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13. All relevant internal business groups and functions are subject to detailed cybersecurity 


requirements based on legal and regulatory requirements, customer requirements, and 


Huawei internal policies and processes (global, regional, and national). 


14. Huawei also utilizes a robust supply chain assurance process of vetting and monitoring 


suppliers to ensure that suppliers are compliant with Huawei cybersecurity and privacy 


requirements for suppliers, including requirements that they assess and address the risk 


related to their products and services; and annual performance requirements for business 


units that include cybersecurity and privacy protection criteria.  


15. All Huawei employees are required to conform to cybersecurity and privacy policies.  


Nonconformance directly affects merit pay, annual increases, retention, and promotions, 


and individuals are incentivized to fully correct problems that are identified.  Employees 


receive cybersecurity and privacy training and are tested on cybersecurity and privacy 


policies.  


16. Huawei implements a separation-of-duties principle to ensure that those who must meet 


requirements are different than the employees who monitor conformance to those 


requirements. 


17. Huawei has a strong internal compliance program—globally, regionally, and nationally—


that has strengthened the clarity and completeness of compliance requirements related to 


cybersecurity and privacy, and has implemented a process of self-checks relative to 


cybersecurity and privacy requirements that assesses the status of compliance semi-


annually between audits.  The program includes periodic, unannounced audits of regional 


and national cybersecurity and privacy protection programs conducted by a dedicated 


team.  
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18. The Program ensures that Huawei’s cybersecurity and privacy protection efforts remain 


transparent, effective, and innovative, and are subject to ongoing improvement.  The 


Program includes periodic research and publication of global cybersecurity, privacy and 


other white papers; briefings of customers and stakeholders; and participation in public 


events concerning these issues. 


IV. Huawei US Cybersecurity and Privacy Policies and Governance


19. Huawei’s corporate structure includes governance that occurs at a national and regional 


level, in order to ensure that the entirety of the company conforms with legal, regulatory, 


customer, and Huawei requirements.   


20. Cybersecurity and privacy are key components of the overall compliance requirements of 


Huawei US, derived from Huawei’s global policy and process, United States statutes and 


regulations, customer requirements, and Huawei US policy and procedure.   


21. Huawei US has a Cybersecurity and Privacy Committee modeled after the GSPC, which 


conducts nationwide governance of cybersecurity and privacy policies and procedures.   


A. Huawei US’s Cybersecurity and Privacy Committee is chaired by me in my 


capacity as Chief Security Officer. 


B. Members of the Committee are appointees designated by the CEO of the Huawei 


Technologies USA Inc. (comprised of the Carrier and Enterprise Business 


Groups) and Huawei Device USA, and include representatives of the Business 


Groups and Departments (e.g., BG rep, services delivery, procurement, supply 


chain management, legal, HR, sales, and security). 


22. Like its global counterparts, Huawei US is subject to unannounced, periodic 


cybersecurity and privacy audits by an independent internal team, with the report and 
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action requirements provided to the US CEO and cybersecurity and privacy officials.  


Audit results impact organizational and individual performance assessment that impacts 


retention, bonuses, compensation, and opportunities for promotion.  


23. Huawei US conducts internal, semi-annual self-checks of adherence to cybersecurity and 


privacy policy and procedure. 


24. Huawei US products and software are designed and tested to meet strict security 


protocols. In addition, as discussed further in Section VI, below, Huawei US products 


and software have been subject to third-party testing. This has included software such as 


updates and patches, which have been externally validated before deployment. Huawei 


has various internal and external processes that can detect and protect against possible 


malicious acts by third parties or insiders; for example, the plant of a backdoor or other 


hidden functionality not covered in the product manual, or vulnerability, or allowing 


significant, known vulnerabilities to remain unpatched. 


25. Huawei US also ensures the integrity and security of any customer data and access to 


customer networks, in policy and in practice.  For example, Huawei US mandates use of 


the Secure Network Access Solution (SNAS),2 as depicted in Figure 1, below.  SNAS 


allows secure data access between customer network and the Huawei TAC terminals.  


SNAS only allows access to customer networks by approved U.S.-based Huawei 


personnel using secure configured laptops, and then only via a secured configured server, 


and uses a recorded logging system that facilitates customer monitoring and auditing of 


2 The SNAS utilizes was developed for Huawei US by a U.S. owned and operated virtualized solutions 
company. 
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all access and transactions. The Huawei Intranet (internal corporate network) and the 


SNAS are isolated from one another. 


Fig. 1.  SNAS Network Access Diagram 


26. Huawei maintains a U.S.-based Technical Assistance Center (US TAC) for remote 


support of customer’s networks. Customers may perform an audit of the US TAC. 


Huawei has developed a culture to follow U.S. cybersecurity policy and process 


regarding all U.S. access to customer data and networks. If and when customers decide to 


conduct an audit, US TAC is available to provide them with logs and access approvals as 


needed. This demonstrates Huawei’s commitment to cybersecurity and transparency. 


27. Huawei US performs quarterly checks of customer support for adherence to cybersecurity 


policy and process for engineers (examples: deleting passwords; following three levels of 


approval for data transfer and two levels of approval for access). Huawei US’s security 


assurance rules and customer service practices are discussed in greater detail in Section 


V, below.  
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V. Huawei US Services Cybersecurity Policy (SCSP) for US Customers


28. Huawei US implements a “Services Cybersecurity Policy” (SCSP), centered on auditable, 


enhanced protection of customer data and networks. 


29. The abstract of the SCSP is as follows: As part of Huawei US efforts to enhance 


Cybersecurity for each customer, raise awareness of issues and make certain that 


everyone follows the appropriate steps to ensure the security of customer’s information. 


The USA Delivery & Service Security Team has released the “Services Cybersecurity 


Policy”.  


30. The SCSP provides a formal set of rules by which those people who are given access by 


Huawei to “Huawei US” customer network(s) must abide.   


A. It is mandatory for all personnel working with/on any Huawei USA customer 


network(s) to know and abide by the SCSP.   


B. All personnel working with/on any Huawei USA customer network(s) have an 


annual requirement to obtain an internal Cybersecurity Certificate with mandatory 


training and exams.   


C. All personnel working with/on any Huawei US customer network(s) must sign the 


Cybersecurity Commitment letter pledging to follow Huawei US policy and 


procedure. 


31. The SCSP serves several purposes. The main purpose is to inform company users—


employees, contractors, and other authorized representatives—of their obligatory 


requirements for protecting the technology and information assets of the company and 


those of customers. The cybersecurity policy describes the technology and information 
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assets that Huawei must protect and identifies many of the potential threats to those 


assets.  


32. The SCSP imposes specific requirements that must be strictly followed.  For example: 


A. Under no circumstances is access to the Huawei US Secure Network Access 


Solution or any customer network allowed from outside of North America.  


B. SNAS “User” accounts are to be used only for services-related activities and/or 


technical support to the Customer via the Virtual Private Cloud Environment 


(“VPCE”). The servers providing the VPCE for Huawei US are physically located 


in the U.S., isolated from Huawei’s intranet, and managed by US citizens. All 


computing and data activity is contained within SNAS where the Zero Clients and 


Secure Laptops are only a virtualization of the data (viewable pixels and physical 


key presses). On Secure Laptops and Zero Clients, access can only be made with 


authorized accounts and devices are locked from external devices (e.g., USB). 


Account authorization and issuance of Secure Laptop requires several levels of 


management authorization, training, and certification prior to access being 


granted to a user. Passwords have minimum complexity and expiration 


requirements. Further, within the system, segregation of authority is maintained to 


minimize horizontal access such that authorization by the authorized customer 


interface for each engineer is needed for each customer’s data or network access. 


C. Users are responsible for protecting all confidential information used and/or 


stored on their accounts. This includes their logon IDs and passwords. 


Furthermore, they are prohibited from making unauthorized copies of such 
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confidential information and/or distributing it to unauthorized persons outside of 


the company.  


D. Users shall not purposely engage in activity with the intent to: harass other users; 


degrade the performance of the system; divert system resources to their own use; 


or gain access to company systems for which they do not have authorization.  


E. All data collected for analysis is only maintained within the Secure Network 


Access Solution. Transfer of data/information outside of the environment requires 


specific written authorization from customers.  


F. When inside the US TAC secure area, each engineer should use only Zero Client 


to access Customer network and perform any operations. Huawei-corporate 


laptops/desktops cannot access the SNAS virtual desktop environment.  


G. All necessary software tools used for interacting with a customer network are 


already preloaded in the VPCE. Any tools identified to be missing shall be 


requested through the D&S Security Team – Department Owner, who is 


responsible to assess and approve introduction of tools. 


VI. Huawei US Experience with Third-Party Testing of Huawei Hardware and 
Software 


33. Several years ago, acting on similar concerns as those articulated by the FCC, a Tier 1 


U.S. telecom carrier put in place a policy framework designed to eliminate the need to 


fully trust any vendor, accepting the reality that there existed very little basis for such 


trust.  The ultimate goal was to implement a security methodology that would allow the 


carrier to collect sufficient evidence in order to facilitate greater trust of the technology 


and systems being delivered for deployment into the production network.  In simple 


terms, vendors competing for carrier contracts were required to submit their technology 







13 


solutions to an approved independent evaluator and agree to a comprehensive trusted 


delivery process that eliminated significant supply chain risk concern.  These 


requirements were applied to all vendors of the Tier 1 carrier, and included most of the 


major global telecom vendors, including Huawei. 


34. Over the past five years, EWA North America (EWA NA) has performed and continues 


to perform as an independent evaluation laboratory contracted to conduct high assurance 


security evaluations and Trusted Delivery verifications in support of multiple carrier 


network development and modernization efforts.  During its involvement in the program, 


Huawei was among several vendors subjected to identical security scrutiny. Technologies 


addressed by EWA NA during this period included 3G CDMA and 4G LTE-TDD/FDD.   


35. The evaluation activities conducted by EWA NA are executed in multiple secure 


laboratory facilities.  EWA NA personnel involved in these activities are highly vetted 


and all possess high-level Government security clearances.  These laboratories contain 


exact replicas of vendor corporate software build/compile environments, as well as 


elements of operational environments necessary to facilitate system testing.   


36. EWA NA evaluation efforts include in-depth analysis of source code and resulting 


binaries, including design and actual available functionality; firmware; and an array of 


system-level testing processes executed in both EWA NA and carrier laboratory 


environments.  The extensive evaluation methods employed by EWA NA have been 


mapped to current threats and risks that are of concern to both carriers and an array of 


Government stakeholders.  This methodology was designed to create a verifiable, fully 


auditable set of processes that permit end users and carriers to fully trust the technologies 
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and systems deployed in their networks, and eliminate the critical need for determining 


whether or not a specific vendor should simply be trusted to deliver secure solutions. 


37. Early concerns that certain vendors, if they were collaborating with nation/state actors, 


might deliberately attempt to circumvent test and evaluation protocols, were addressed 


from the onset of the effort.  Vendors under evaluation are not provided any insights into 


test protocols, evaluation tool selection, or specific security assurance standards being 


applied.  Test protocols and custom-developed evaluation tools are rotated and 


continuously evolved to prevent any realistic possibility of any entity “engineering 


around the test protocols”. 


38. To further these efforts, Huawei employed a “Trust” solution to ensure that test subject 


evaluations would go directly from the third-party tester to the customer, rather than to 


Huawei. The Trust solution was extended across the full lifecycle of the technology 


deployment through implementation of an ongoing, highly rigorous, Trusted Delivery 


process.   


39. In this program, for Trusted Delivery, all software was required to be delivered to 


supported carriers by EWA NA, after verification of binaries provided by vendors.  EWA 


NA conducts in-depth testing of a statistically significant sample of assemblies that are 


chosen at random by the Carrier organization.  All software releases, patches and 


hardware upgrades throughout the lifecycle of the deployment, were fully evaluated by 


EWA NA prior to deployment. 


40. While the discussion above is a somewhat simplified description of the methodology that 


has been continuously improved over the years, it has long been validated by both carrier 


and key government experts as a valid solution to a wide array of threat/risk concerns.  
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This solution very seriously mitigates concerns over malicious changes in systems or 


software.  It certainly creates a situation where a customer can maintain full surveillance 


of all aspects of the systems and software designated for deployment, and it provides 


high-fidelity protection against the malicious introduction of unevaluated technology. 


41. There have been few issues across vendors in complying with the above requirements.  In 


the case of Huawei, mitigation efforts to correct any identified defects or vulnerabilities 


have always been aggressive, demonstrating Huawei’s full commitment to delivering 


security transparency.  In many cases, Huawei out-performed other vendors in delivering 


mandated mitigations.  


VII. Attestation 


42. As the Chief Security Officer for Huawei US, I report directly to John Suffolk, Huawei’s 


Global Cybersecurity and Privacy Officer, and the Head of the Public Affairs and 


Communications Department at Huawei Technologies USA, Inc., Regent Zhang. I am 


accountable—along with the CEOs of Huawei Technologies USA, Inc. and Huawei 


Device USA, Inc.—for security and privacy across the Huawei US business groups and 


departments. In my nearly six years at Huawei I can confirm that I have never been 


unduly influenced by any person within Huawei, or outside of Huawei, to take any action 


that I felt was inappropriate in the assessment or management of cybersecurity or privacy 


risk, or that was contrary to the need to assure compliance with law and regulation, 


customer requirements, and Huawei global and Huawei US policy and procedure.  Nor 


have I become aware of such inappropriate action by another person. 


43. I confirm that during my time at Huawei, I have never been unduly influenced to refrain 


from any action I believed was necessary or appropriate to the assessment or 
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management of cybersecurity or privacy risk, or that was contrary to the need to assure 


compliance with law and regulation, customer requirements, and Huawei global and 


Huawei US policy and procedure.  Nor have I become aware of such inappropriate 


conduct by another person. 


44. I confirm that during my time at Huawei, I have never learned any facts, nor have I 


received, or learned of, any allegations or been informed of allegations or even 


suspicions, that any employee, contractor, supplier, or partner of Huawei cooperated 


inappropriately with any government or any other organization or individual, to allow 


Huawei products (or third-party components) to be used for the unauthorized insertion of 


code (including for improper purposes, such as malicious code, programmable software, 


or code with an exploitable vulnerability) or, for malicious purpose, to intentionally allow 


a known, exploitable vulnerability to remain in code after discovery. 


45. I also confirm that I do not know of any improper relationship between anyone associated 


with Huawei and anyone associated with the government of any country, including 


China; nor do I know of any influence, much less undue influence, by anyone associated 


with the government of any country, including China. 







I declare under penalty of perjury that the foregoing is true and correct.


Executed on May}l_, 2018.
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 DONALD A. (ANDY) PURDY, JR., J.D., CISSP, CIPP/US


8201 Kenfield Court                                  Andy.Purdy@comcast.net                                              • 202/289-4019 - o
Bethesda, MD 20817               • 202/486-0720 - c


OBJECTIVE: IDENTIFY BOARD AND ADVISORY BOARD OPPORTUNTIES TO STRENGTHEN CYBER 


SECURITY AND PRIVACY RISK MANAGEMENT, INTERNAL GOVERNANCE, AND 


COMPLIANCE. POTENTIAL CYBERSECURITY AND PRIVACY ASSET FOR A 


CORPORATE RISK COMMITTEE. 


TO LEVERAGE A UNIQUE COMBINATION OF LEGAL AND CSO EXPERIENCE, AS A 


FEDERAL PROSECUTOR AND CONGRESSIONAL COUNSEL, AND AS ACTING GENERAL 


COUNSEL WITH THE U.S. SENTENCING COMMISSION, WORKING WITH THE U.S.
ORGANIZATIONAL SENTENCING GUIDELINES AND CORPORATE COMPLIANCE 


PROGRAM REQUIREMENTS, AND AS A CORPORATE CSO EXPERIENCED WITH 


CYBERSECURITY AND PRIVACY RISK MANAGEMENT AND INTERNAL GOVERNANCE. 


HIGHLIGHTS


• First CSO for Huawei Technologies USA; cybersecurity and privacy certifications. 
• Advisor to emerging technology companies, including two that were acquired (BigFix by IBM 


and Lancope by Cisco). 
• Chief Cybersecurity Strategist for CSC. 
• Lead cybersecurity official for the U.S. government at DHS; 
• White House role in helping to draft the National Strategy to Secure Cyberspace;  
• Helped to formulate the Federal Sentencing Guidelines for organizations and individuals;  
• Rich, diverse experience as a member of the national media and staffer on Capitol Hill; and 
• Persuaded an initially incredulous congressional committee that the inescapable validity of the 


“single-bullet theory” proved that a single gunman killed President John F. Kennedy. 


EXPERIENCE


Chief Security Officer (July 2012 to Present) 
Huawei Technologies USA


Oversees Huawei USA's cyber security assurance and privacy strategy and program, and supports 
Huawei’s global security assurance program.  Chairs the Huawei USA Cyber Security and Privacy 
Committee.    


Also the Huawei global lead for the East-West Institute Global Cooperation in Cyberspace Initiative and 
serves as the Vice Chair of the Open Group Trusted Technology Forum, which developed the Open 
Group Trusted Technology Provider Standard (O-TTPS), recognized by ISO as ISO/IEC 20243.   


Chief Cybersecurity Strategist (February 2010 to June 2012) 
CSC (Computer Sciences Corporation) 


Provided strategic input to the development and implementation of a coordinated, company-wide 
initiative to address the cybersecurity needs of CSC’s global client base, and worked in national 
and international venues to influence cyber security public policy and awareness. 



mailto:Andy.Purdy@comcast.net
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Advisor to Emerging Companies  (November 2006 to January 2010) 
BigFix, Lancope, 3VR, HB Gary, Trust Defender 


Acting Director and Privacy Officer  (April 2003 to October 2006)a


National Cyber Security Division (NCSD)/ 
U.S. Computer Emergency Readiness Team (US-CERT) 
Department of Homeland Security 


• Recruited from the White House staff to be a member of the senior leadership team that built and 
launched the NCSD)/US-CERT.


• Named by Secretary Tom Ridge to be Acting Director of NCSD/US-CERT to lead the effort by 
the Department of Homeland Security to work collaboratively with government and private sector 
stakeholders to reduce risk in cyberspace and protect America’s cyber assets (October 2004);


• Drafted a strategic plan to implement the cyber security mission pursuant to the authorities of the 
Homeland Security Act and Strategy, the National Cyber Strategy, and Homeland Security 
Presidential Directive-7.


• Managed the efforts of 30 government employees and over 125 contractors to address the 
overarching priorities of the strategic plan – to build a National Cyber Security Response System 
and a national cyber risk management program.  Manage a FY 06 budget of over $100 million 
that grew from $79 million in FY05.  


• Built a robust cyber security response system that entailed collaboration with the private sector 
and key government entities at the Federal, state, and local levels – and internationally – to build 
cyber situational awareness, attack attribution capabilities, coordinated response and mitigation 
capabilities, and the ability to reconstitute and recover after successful cyber attacks or the cyber 
consequences of cyber or physical attacks or natural disasters.


• Under the National Infrastructure Protection Plan, cyber risk management involved partnership 
with key government and private sector entities in the IT sector – and through lead agencies for 
other sectors – to identify assets and interdependencies, assess vulnerabilities and the 
consequences of their exploitation, and to assess cyber risk and the priority measures necessary to 
reduce that risk.


• Priority risk mitigation efforts included:  Internet Disruption Working Group, Control Systems 
Security Program, and Software Assurance Security Program (including close partnership with 
the Office of Information Assurance of the U.S. Department of Defense).


• Co-Chair of the Committee on National Security Systems Working Group on Globalization of IT.  
Mission to address the security challenges to national security systems and critical infrastructure 
owners and operators posed by the increasing globalization of information technology.


a Deputy Director through September 2004. 
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Deputy to the Vice Chair  (April 2002 to April 2003) 
Senior Advisor for IT Security and Privacyb


Deputy to the Vice Chair 
The President's Critical Infrastructure Protection Board (PCIPB) 
The White House 


• Advisor on privacy and cybercrime-related issues in formulation of the National Strategy to 
Secure Cyberspace. 


• Leadership role in the following strategic and implementation issues:   
 enhancing the cybersecurity of the financial services sector; 
 government procurement of secure IT;  
 creation of a government cyber incident sharing and analysis consortium;  
 Education committee’s priorities involving creation of a national cybersecurity academy 


and the initiative to facilitate the formation of a private, independent body for the 
certification of IT professionals; and  


 development and improvement of cybersecurity awareness and education efforts.  


Frequent speaker on behalf of the White House to further stakeholder engagement in the 
development of the Strategy and to raise cybersecurity awareness.   


Chief Deputy General Counsel (1987 to April 2002)c


(Acting General Counsel, Nov. 1999 to Jan. 2001) 
United States Sentencing Commission 


• As a member of the senior management team, provided legal, strategic, administrative, and 
ethical advice to chair and commissioners, staff director and unit chiefs.   


• As Acting General Counsel led the Commission through the historic 2000 and 2001 amendment 
cycles highlighted by promulgation of the economic crime amendments that dramatically 
restructured penalties for economic and new technology offenses across the nation.  


• Developed expertise on the compliance plans incentivized by the Corporate Guidelines. 
• As chief counsel for new technology issues, organized the National Symposium on Sentencing 


Policy for Economic Crimes and New Technology Offenses (10-01) 
• Vice Chair/contract manger for the acclaimed 1995 national conference "Corporate Crime in 


America:  Strengthening the 'Good Citizen' Corporation."
• Frequent speaker and trainer for federal judges, attorneys, and probation office. 


b On detail from the Sentencing Commission. 
c On detail to the White House.
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Counsel (July 1989 to October 1989)d


U. S. Senate Impeachment Trial Committee  
(Articles Against Judge Walter Nixon) 


• Developed committee strategy and procedure. 


• Explored the factual and legal issues raised by pre-trial motions and hearings.


• Briefed the full committee in closed meetings and by written memoranda.


• Advised committee members and staff during the trial, and during the Senate Executive Session.


• Co-drafted the committee's report to the full Senate.


Producer for News and Politics (1984-1987) 
CBS News nightly broadcast NIGHTWATCH 


• Covered national news stories for the Washington Bureau of CBS News (August 1986 on).


• As Producer for News and Politics for the CBS News broadcast NIGHTWATCH, with Charlie 
Rose,
 managed news and political coverage and supervised fifteen professional staff members; 
 produced three two-hour specials on law-related issues:  police corruption in 


Philadelphia, organized crime (hosted by Fred Graham), and the Chicago police.


Investigative Producer (1982-1984) 
NBC News Magazines 


• Managed breaking news coverage and produced news stories for the NBC News Washington 
Bureau (April to October, 1984).   


• Covered national news events, conducted interviews, and produced and packaged news stories for  
NIGHTLY NEWS, THE TODAY SHOW, NBC NEWS AT SUNRISE, MONITOR and FIRST 
CAMERA (Consultant/Associate Producer to news magazines from November ‘82 to April 84).


Special Counsel (July 1982 to November 1982)


Committee on Standards of Official Conduct  
U.S. House of Representatives 


• Led congressional investigation of then-Rep. Fred Richmond (D-NY) into 
allegations of securities, tax, and other violations.


• Led investigative stage of allegations of drug and sexual abuse of Capitol Hill Pages.


d On detail from the Sentencing Commission. 
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Assistant United States Attorney (April 1979 to June 1982)


Eastern District of Pennsylvania (Philadelphia) 
U.S. Department of Justice 


• Prosecuted complex white collar crime cases, including: RICO, tax evasion and fraud, 
embezzlement,  narcotics, complex financial fraud, and police corruption.   


• Served as Special Assistant U.S. Attorney in Miami (1980) and Atlanta (1981).  
• Instructor at the Attorney General's Trial Advocacy Institute. 
• Received Outstanding Achievement Award from the U.S. Department of Justice for 


successful nine-week trial in Atlanta of a $20 million RICO fraud case.  


Senior Staff Counsel (December 1976 through December 1978)


Select Committee on Assassinations  
U.S. House of Representatives 


• Led the investigation into the possibility that Jack Ruby conspired with Lee Harvey Oswald, or 
others, to kill President John F. Kennedy.  


• Led inquiry into the medical/autopsy evidence to determine if there was only one gunman. 


EDUCATION


University of Virginia School of Law
Juris Doctor


College of William and Mary 
B.A. High Honors (Govt.-Economics)


BAR MEMBERSHIP  (INACTIVE)
Washington, D.C., Maryland, Missouri, Pennsylvania 


HOBBIES:  GOLF, SURFING, AND WORKING OUT. 


PUBLICATIONS AND REFERENCES AVAILABLE UPON REQUEST
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DECLARATION OF THOMAS DOWDING 


I, Thomas Dowding, hereby declare, affirm, and state the following: 


I. Introduction 


1. The facts set forth below are known to me personally, and I have firsthand knowledge of 


them. 


2. I make this declaration in support of comments submitted by Huawei Technologies USA, 


Inc. (“Huawei Technologies USA”) in response to a Notice of Proposed Rulemaking 


(“NPRM”) promulgated by the Federal Communications Commission (“FCC”) in Docket 


No. 18-89 on April 18, 2018. 


II. Background and Qualifications


3. I am over the age of eighteen and I am a citizen of the United States. 


4. I have been employed by Huawei since July 2003 and have held several executive positions 


at Huawei. My current title is Senior Vice President of Sales, Wireless Business and Smart 


PV Plant Solution Division of Huawei Technologies USA, Inc., which is a subsidiary of 


Huawei Technologies, Co., Ltd (“Huawei”). 


5. I have substantial experience in sales in the telecommunications sector. Prior to joining 


Huawei, I served as Director of Strategic Sales at Lucent Technologies.  


6. In my capacity as Senior Vice President of Huawei Technologies USA, I focus on customer 


satisfaction and strategic opportunities for Huawei Technologies USA. I oversee key 


customer relationships, formulate strategies for developing business and achieving the 


company’s sales goals, and manage sales teams and operations. 
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III. Huawei Products 


7. Huawei provides Information Communications Technology (ICT) products and services in 


over 170 countries to, among others, over 500 major telecommunications operators. 


8. Huawei’s global operations primarily encompass four sectors. First, Huawei supports 


international carriers through its IoT, All-Cloud, and 5G offerings. Second, Huawei’s 


enterprise business supports almost 200 Fortune Global 500 companies through its 


products in cloud, big data, compass networks, data centers, and IoT. Third, Huawei’s 


rising consumer business group offers world-class smart devices to individual consumers. 


Huawei shipped 153 million smartphones in 2017 and is one of the top three phone makers 


internationally. Fourth, Huawei recently launched its Cloud Business Unit, which includes 


a service portfolio of 99 services across 14 major categories, with applications in 


manufacturing, healthcare, e-commerce, and connected vehicles. 


9. Huawei is a global leader in innovative technologies and has been recognized multiple 


times as such by third-party organizations. Huawei was listed 10th in the MIT Technology 


Review’s 50 Smartest Companies 2016. In 2017, Huawei was named one of Interbrand’s 


Top 100 Best Global Brands, placed 15th in Fast Company’s World’s 50 Most Innovative 


Companies 2017, and was in the Top 10 on the 2017 EU Industrial R&D Investment 


Scoreboard. Huawei holds 74,307 patents and is a member of over 360 standards 


organizations, industry alliances, and open source communities. In its membership role 


within these groups, Huawei holds over 300 key positions and has submitted over 54,000 


proposals. 
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IV. Huawei Operations and Governance 


10. Huawei is a private company wholly owned by its employees through an Employee 


Shareholding Scheme Ownership Plan, implemented by the Union of Huawei Investment 


& Holding Co., Ltd., and its founder, Mr. Ren Zhengfei. 


11. At the end of 2017, 80,818 employees were involved in the Employee Shareholding 


Ownership Plan1. 


12. Huawei dedicates a significant subset of its revenue to innovative research and 


development (“R&D”). In 2017, for example, Huawei’s annual investment in R&D 


reached USD $13.8 billion, an increase of 17.4% compared with 2016. 


13. Huawei has a corporate governance structure utilizing a number of different groups and 


committees with distinct foci.  


14. Corporate oversight of Huawei at the highest level is carried out by the Huawei Board of 


Directors (the “Board”), which takes an active role in the corporate governance of Huawei. 


15. The Board is responsible for, among other things, reviewing and approving all plans for 


entering industries or strategic changes; organizational restructuring; financial policies and 


business transactions; any internal controls and operational compliance systems; and the 


employment of senior management. 


16. The Board is currently comprised of 17 members, all of whom are private citizens who 


hold no positions in the Chinese government. 


17. Huawei’s governance includes multiple provisions for ensuring that it operates with the 


highest level of integrity, business ethics, and compliance with laws and regulations. 


Examples of these provisions include Huawei’s internal complaint channel, investigation 


1 Huawei Investment & Holding Co., Ltd. 2017 Annual Report, at 108 







4 


mechanism, anti-corruption mechanism, and accountability system. Huawei has also 


established Employee Business Conduct Guidelines (“BCG”), which outline the legal and 


ethical requirements that every employee should follow in conducting business activities, 


including requirements relating to protecting cybersecurity and privacy. All employees are 


required to study and electronically sign a BCG commitment letter on a yearly basis. 


Attached as Exhibit 1 please find the commitment letter I signed in 2017.  


V. Huawei-USA Operations and Governance


18. Huawei launched U.S. operations in 2001 and maintains its U.S. headquarters in Plano, 


Texas. 


19. Huawei currently has three operating entities in the U.S.: (1) Huawei Technologies USA, 


(2) Huawei Device USA Inc. (“Huawei Device USA”), and (3) Futurewei Technologies, 


Inc. (“Futurewei”) (collectively, “Huawei-USA”). Huawei Technologies USA is 


comprised of the wireless and wireline carrier, enterprise, and solar business groups. 


Huawei Device USA focuses on Huawei’s consumer business. Futurewei is the U.S. 


subsidiary that handles Huawei’s R&D in the U.S. 


20. Each of the Huawei-USA entities is incorporated under Texas law. They are governed by 


U.S. laws, and are not subject to Chinese laws.  


21. Huawei-USA currently employs over 1,200 employees across 13 offices and six R&D 


centers.  


22. Huawei Technologies USA is the only Huawei entity that provides infrastructure products 


and services to carriers in the U.S. Once Huawei Technologies USA sells a product to a 


customer, that customer owns the title of the product and Huawei Technologies USA has 


no access to that product without the customer’s written permission. The services Huawei 







5 


Technologies USA provides to its customers are limited to servicing its products, including 


installation and maintenance. Huawei Technologies USA does not manage networks for 


carriers (“Managed Service”) nor does it provide any other services that involves storing 


end user data of its carrier customers in Huawei’s computer systems or that would give 


Huawei Technologies USA access to its customers’ network information. All network and 


user data is entirely controlled by Huawei-USA’s customers. Huawei-USA is prohibited 


from accessing such data without prior written consent from the customer. 


23. Huawei Technologies USA purchases equipment from Huawei International, Co. Limited, 


(Hong Kong), holds the title to such equipment, sells such equipment to its American 


customers, and provides service therefor.  


24.  Huawei Technologies USA does not access customer network information except with 


customer consent in order to provide service on our products. In these cases, Huawei 


Technologies USA uses a secure solution that ensures customer network information 


cannot be accessed by or transferred to the Huawei corporate network.  


VI. Huawei in the U.S. Market


25. Huawei’s entry into the U.S. Market provided much-needed competition. The U.S. 


infrastructure market is less competitive than that of other countries as the market is 


dominated by only two major telecom equipment suppliers (Ericsson and Nokia). As a 


result of the lack of competition, equipment prices in the US market in general tend to be 


about 20-30% higher than they are in other developed regions, for example in Europe.  


26. Due to the higher price level in the U.S., Huawei Technologies USA is able to provide a 


lower-priced, high quality solution that enables smaller carriers to compete in the market, 


and allows consumers in rural America to share in the benefits of broadband. Ironically, 
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due to Huawei Technologies USA’s relatively smaller size and market share compared 


with Huawei’s subsidiaries in other countries, its operating costs are relatively higher, and 


we in fact have to sell products and services in the U.S. at a notably higher price than we 


do in other countries to maintain profitability.  


27. Although European telecom equipment suppliers have dropped their prices somewhat since 


Huawei entered the market, it would go the opposite way if Huawei were to leave the U.S. 


market.2  American consumers already pay a higher price for wireless phone services 


compared to the rest of the world. If equipment prices rise due to loss of competition, 


consumers will have to pay even more for their service. In addition, many smaller carriers 


will not be able to afford equipment and/or will suffer a loss of service focus, and rural 


consumers will be left unconnected.  


28. The U.S. has a long history of investing in and building the high tech industry, especially 


in regards to information technology and communication technology. This is one of the 


main reasons that the U.S. is a global economic leader. Information Communications 


Technology (ICT) is fundamental to a country’s continued development. However, various 


studies have shown that the United States’ telecommunication infrastructure is falling 


behind those in other developed countries. For example, the Global Broadband Index 


published by Speedtest is widely used as an authoritative guide for gauging a country’s 


telecommunication infrastructure wellbeing. In its April 2018 rankings, the U.S. ranked 


#44 for mobile network speed and #9 for fixed broadband.3 A 2016 report shows the mobile 


network speed of United States is about 2/3 of China’s.4


2 Light Reading, May 2018, https://www.lightreading.com/carrier-sdn/nfv-(network-functions-virtualization)/telus-cto-nfv-
burden-may-cripple-telcos/d/d-id/743076, accessed in May, 2018 
3 Speedtest Global Index, April 2018, http://www.speedtest.net/global-index, accessed in May, 2018 
4 GSMA – The Mobile Economy North America 2016, at 10, 
https://www.gsmaintelligence.com/research/?file=28a21e457f1b516b804f8b0f6cef5815&download 
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29. Despite our global economic leadership, the U.S. faces unique challenges in terms of our 


telecommunications infrastructure, including a large rural population in need of 


economically feasible access to high speed internet. In response to these challenges, 


Huawei Technologies USA has repeatedly demonstrated that we can provide unparalleled 


broadband bandwidth at a faction of the current cost: 


A. In 2009, Huawei was the first vendor in the U.S. to launch 4T4R Dual-mode Future-


oriented LTE Single RAN products 5 . 4T4R LTE improved coverage for U.S. 


carriers by 30%;  


B. In 2013, Huawei was the first to deploy the 700MHz LTE coverage extension 


feature;  


C. Just last year, Huawei was the first vendor to launch 8T8R TD-LTE products to 


support 3.5GHz CBRS (Citizens Broadband Radio Service). 3.5GHz CBRS is a 


major frequency band promoted by the FCC and is critical to 5G deployment.  


30. It is my understanding that currently no other equipment vendors in the U.S. are willing 


and/or able to bring these innovative and industry leading solutions to the U.S. market. 


31. With its highly skilled engineer pool, Huawei is a leading innovator in software-defined-


network (SDN) and Network Function Virtualization (NFV) technology. Huawei has and 


continues to help service providers around the world in their efforts to modernize their 


infrastructure. U.S. telecommunication service providers want to be able to use SDN and 


NFV to reduce CAPEX and OPEX, improve efficiency, introduce more diverse services, 


and to compete more effectively with OTTs, but it is difficult for them to find vendors in 


the U.S. to willingly participate, implement and build out their vision.  


5 Huawei pioneers the concept of ‘Single Ran’, which is the technology to deliver different radio technology using the same base 
station hardware. 
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32. 5G will be a major component in future efforts to modernize U.S. national 


telecommunication infrastructure. But with its incredibly complex nature in terms of 


technology development, business planning and commercial deployment, it represents a 


significant challenge for American service providers to achieve efficiently and cost-


effectively. U.S. carriers have expressed their frustration with the current vendors’ ability 


– or lack thereof – to bring leading edge technology to the U.S. market and to support them 


with the frequency band they desire. By allowing Huawei to participate in the 5G 


deployment in the U.S., 5G deployment in the U.S. could be accelerated, and the entire 


country could gain access. 


33. However, as a result of the FCC’s publication of the Notice of Proposed Rulemaking 


concerning ‘National Security Threats’, Huawei’s customers are uncertain as to their 


ability to purchase Huawei products in the future. Many of Huawei Technologies USA’s 


customers heavily rely on support from the Universal Service Fund. As a result, Huawei 


has suffered a loss of business. Customers have cancelled purchase orders, stopped paying 


for equipment and services already provided, and suspended projects and contract 


negotiations. This has caused huge financial losses to Huawei, resulting in reductions in its 


U.S. workforce. 


VII.   Conclusion


34. Huawei offers innovative technical solutions to U.S. service providers at a competitive 


price point, thereby benefiting U.S. consumers. Huawei has never posed a security threat 


to any of our numerous customers around the globe and no evidence has ever been 


presented to the contrary. Huawei will continue to strive towards cyber excellence and 







remains open and willing to cooperate with the U.S. government and other industry 


partners to develop real and tangible security solutions. 


I declare under penalty of perjury that the foregoing is true and correct. 


Executed on May 29, 2018. 


Thomas Dowding 
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Outline 


Huawei always insists on balanced growth and commits to fulfilling our social 


responsibilities rather than blindly pursuing maximum commercial benefits and scale. 


As a leading global ICT solutions provider, we provide information network products and 


services. The global network needs to be stable at all times. It is our primary social responsibility 


to support stable and secure networks for customers, including in times of natural disasters, such 


as earthquake and tsunami, and other emergencies like war. 


Huawei’s Employee Business Conduct Guidelines set out the legal and ethical requirements 


that every Huawei employee should follow in conducting business activities. This means that in 


addition to abiding by all applicable laws and regulations, we should also have a great sense of 


social responsibility and fulfill our corporate social responsibility.  


1.0 Introduction 


Adherence to laws and ethics by each – employee of the Company (the “Employee”, 


collectively, the “Employees”) is one of the solid bases that ensures the Company's long-term and 
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sound development. After studying the cases that have happened in the Company and the global 


environment in which the Company operates, and discussing in depth what regulations with which 


our employees should comply while conducting business activities, we has developed the  


Employee Business Conduct Guidelines (BCG). BCG provides guidance and assistance for us to 


comply with laws and ethical standards. 


The BCG is general business conduct guidelines to which all Employees should adhere. In 


addition to the BCG, Employees should comply with other rules of the Company, departments that 


Employees work for and business industries that Employees are engaged in. If there are any 


internal rules and regulations of the Company that conflict with the BCG, the BCG takes 


precedence. The world is constantly changing, and business of the Company and the world are 


undergoing continuous development. As a result, new ethical and legal issues continue to emerge. 


There is no single guideline that fits every situation. Company will regularly review and update 


the BCG. As new issues emerge, the BCG or specific business rules may have new interpretations 


and applicability within the scope of their basic principles. If you have any doubt as to the 


interpretation or applicability of the BCG or business rules, consult your manager. If you feel that 


your manager cannot provide clarification, or you are doubtful of the answers provided by your 


manager, you or your manager can consult the Employee Relations Department of Huawei Human 


Resources Department by mail at BCGinquiries@Huawei.com.  


The Company’s business is global. BCG is developed to be compliant with the local laws of 


the countries where Company does business. However, the laws, regulations and religious customs 


vary significantly from country to country. Therefore, if any item in the BCG is in conflict with 


local mandatory provisions of law, regulation or religion, Employees should adhere to those 


mandatory provisions. 


BCG is applicable to all Employees who are contracted with Huawei Investment & Holding 


Co., Ltd. or any of its directly or indirectly controlled subsidiaries (for the purposes of this 


document the “Company” shall mean the legal entity, among these companies, with which the 


Employee establishes an employment relationship). For other personnel, relevant business 


departments can refer to and use the BCG. BCG is very important to the Company. Each employee 


should sign, learn, understand and comply with the requirements in the BCG. Any violations of the 
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BCG will be subject to appropriate  disciplines (including the termination of the employment 


contract, pursuit of legal liability, etc.). 


If you discover any behaviorthat violates the BCG, please submit an allegation through the 


following channels:  


NOTES: BCG complain/Huawei 


Email: BCGcomplain@Huawei.com


Company will investigate allegations and will not  allow threats or  retaliation toward 


employees who make the allegations.  


Human Resources Department owns the interpretation and regular maintenance of the BCG. 


2.0 Basic Guidelines 


All Employees shall keep their commitments, adhere to BCG, work honestly, be diligent in 


the job and avoid fraud. Every Employee should adhere to the following guidelines：


 The responsibility to protect the security of customers’ network and business will never 


be outweighed by the Company’s own commercial interests.  


 Be honest and reliable in all business activities and relationships of the Company. 


 Comply with laws and regulations that are applicable to the Company and provide 


guidance to the Company's business operations. 


 Protect and appropriately use assets of the Company and respect the intellectual property 


rights of others. 


 Protect the Company’s interest and appropriately manage conflicts between corporate 


and private interests. 


 Treat with respect and fairness the differences in cultures and religious beliefs of 


customers, suppliers, business partners, and employees from all over the world. 



mailto:BCGcomplain@huawei.com
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3.0 Internal Business Conducts 


3.1 Maintaining Work Environment 


3.1.1 Prohibiting Discrimination or Harassment 


Company does not allow the following conducts in the workplace: 


 Discrimination in regard to race, color, religion, gender, age, national origin, genetics, 


disability or other factors unrelated to  legitimate business interests. 


 Sexual harassment in word or deed. 


 Inappropriate comments, jokes, or behaviors. 


3.1.2 Prohibiting Illegal Conduct 


The following conduct is prohibited because it may be illegal or have an adverse impact on 


the workplace environment:   


 Threat. 


 Violent behavior. 


 Conduct in the workplace that creates, encourages, or permits intimidation or an 


offensive environment. 


 The possession of weapons of any type. 


 The possession, use, distribution, or sale of illegal drugs or other controlled substance, 


except for approved medical purposes. 


3.1.3 Prohibiting Alcoholic Beverages 


Employees should not be on Company premises or in the Company workplace if they are 


under the influence of or affected by illegal drugs, controlled substances used for non-medical 


purposes, or alcoholic beverages. Consumption of alcoholic beverages on Company premises is 


not permitted.  
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3.2 Protecting Company's Assets 


Company has a large variety of assets that consist of tangible (physical) and intangible assets 


(proprietary information). Company's intellectual property, especially the technology and business 


secrets are the most important assets of the Company. They are the output of the hard work of all 


Company employees. Protecting all of these assets is critical. Their loss, theft, or misuse 


jeopardizes the future of the Company. Employees are responsible for protecting the Comany's 


tangible assets, intellectual property, technology secrets, business secrets, and other intangible 


assets. Moreover, Employees should be alert to any exposures of the Company assets. They should 


report to their direct manager or the appropriate department any abnormal situation that may come 


to light. 


There have been significant instances where the Company's physical or intellectual property 


assets were used illegally or without authorization. In some of these instances, certain individuals 


(including former Huawei employees) have been prosecuted for such activities, and have been 


found criminally liable for their participation in the theft of Company assets. 


3.2.1 Physical Assets 


Company's physical assets, such as facilities, equipment, systems, corporate credit cards, and 


supplies, must be used only when conducting business on behalf of the Company or for purposes 


authorized by management of the Company. 


3.2.2 Information and Communication Systems of the Company 


The Company's information and communication systems, including the Company’s 


connections to the Internet, are vital to Company's business. Company has the right to monitor its 


information and communication systems to ensure that they are secure. Any inappropriate use of 
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Company’s systems is a misuse of Company’s assets. 


 Employees can use information and communication systems only to conduct business 


on behalf of the Company or for other incidental purposes authorized by management of 


the Company.


 Without authorization, Employees should not use information and communication 


systems to visit websites that are irrelevant to their work. 


 Employees are responsible to ensure that the use of information communication systems 


is appropriate for proper purpose. It is also inappropriate to use information and 


communication systems in a manner that interferes with another employee’s 


productivity or the productivity of others. 


3.2.3 Proprietary Information of the Company 


Proprietary information is information that is owned by the Company, including information 


in databases. Proprietary information includes such things as the Company's technical or scientific 


information relating to current and future products, services or research; business or marketing 


plans or projections; earnings and other financial data; personnel information including executive 


and organizational changes; software in object or source code form; and consultancy deliverables, 


documents, and training materials that are obtained by the Company from a third party such as a 


consulting company. This information, particularly the Company’s confidential information, gives 


Company a competitive advantage in the marketplace. Company would be damaged if it's 


proprietary information is disclosed without authorization, or is used by competitors or others in 


the industry. 


3.2.3.1 Employees must adhere to the Company’s information security policies. Without 


authorization, Employees should not disclose proprietary information, or use the information 


outside of the Company. No matter whether the proprietary information is developed by an 


employee, Employee must preserve the confidentiality of the information, even after the employee 


leaves the Company. 
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3.2.3.2 Employees should be careful to avoid the inadvertent disclosure of the Company’s 


proprietary information. To avoid inadvertent disclosure, never discuss with any unauthorized 


person proprietary information that the Company considers confidential or that Company has not 


made public. Furthermore, an Employee should not discuss such information even with authorized 


Employees if in the presence of others who are not authorized, for example, at a trade show 


reception or in a public area, such as an airport, or when using a cellular or wireless telephone or 


an electronic bulletin board or database. Employees should also not discuss such information with 


family members or with friends, who might innocently or unintentionally pass the information on 


to someone else. 


3.2.3.3 A harmful disclosure may start with the smallest leak of bits of information. Fragments of 


information that employees disclose may be pieced together with fragments from other sources to 


form a fairly complete picture. 


3.2.4 Intellectual Property Rights of the Company 


The Company's intellectual property rights include, but are not limited to patents, trademarks, 


copyrights, business secrets and other information. Employees should adhere to corporate policies 


concerning intellectual property rights and information security, protect and legally use corporate 


intellectual property. 


Employees assign to the Company all of their rights and interests in intellectual property that 


they developed while they are employed as managers, technicians, product planners, programmers, 


scientific researchers, trainers, educators, or in other professional capacities. The intellectual 


property includes such things as ideas, inventions, designs, computer programs and technical 


documents that relate to the Company's actual or anticipated business, research or development or 


that are suggested by, or result from, work or tasks employees perform for, or on behalf of, the 


Company. Employees must report the intellectual property to the Company. 


While employed by the Company Employees must adhere to the following: 
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 Before developing new products or services or using new products or service names, 


employees must determine whether this development or use may give rise to any issue of 


intellectual property rights. 


 Before applying for patents, employees should seek advice from the Intellectual Property 


Rights Department of the Company and provide that department with copies of any patents 


that have been applied for or obtained.  


 Before the patents are obtained by the Intellectual Property Rights Department of the 


Company, Employees should not introduce or disclose information about the new products or 


services.  


 If Employees believe that their ideas, inventions, computer programs or other materials 


neither fall within the business scope of the Company's actual or anticipated business 


interests, nor resulted from, nor was suggested by, any of their work assignments in the 


Company, they should discuss it with the Intellectual Property Rights Department. 


3.2.4.1 Participation in External Standards Organizations 


Before Employees participate or commit the Company in any external standards organization 


or activity, employees must receive approval from management of the Company and advice from 


departments that manage intellectual property rights and standards. Employees who participate in 


standards-related activities must accept the following responsibilities:  


 Understand and comply with the commitments that they and the Company have to the 


standards organization. 


 Understand the responsibility to protect the Company’s intellectual property rights, 


especially when making a commitment or a contribution to an organization. 


 Avoid conflicts of interests. 


3.2.4.2 Open Source Software 


Involvement with Open Source Software may potentially lead to a conflict of interests with 


Company and the inappropriate transfer of the Company's Intellectual Property rights. Therefore, 


Employees involved with or who want to use Open Source Software are required to consult with 
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their management and the Intellectual Property Rights Department, and to comply with the 


Company's regulations and requirements for the participation/involvement of Open Source 


Software activities.  


3.2.4.3 Handover before Leaving the Company 


If Employees leave the Company for any reason, they must return all Company’s property, 


including, but not limited to, documents and media that contain proprietary information, and they 


may not disclose or use proprietary information.  the Company's ownership of intellectual 


property that Employees created while the employed by the Company continues after Employees 


leave the Company. When leaving the Company, employees cannot take away or use any 


Company assets, documents, codes, technologies and other proprietary information, even though 


they were generated or created by the Employees while they were employed by the Company.  


3.3 Recording, Reporting and Retaining Information 


Employees must record and report all information accurately and honestly. Every Employee 


records information of some kind and submits it to the company. For example, a product engineer 


fills out a product test report; a sales representative completes a sales report; an accountant records 


revenues and costs; an R&D person prepares a research report; and a customer service engineer 


completes a service report. 


3.3.1  One very important report that many Employees use is the expense account. Employees 


are entitled to reimbursement for reasonable expenses, but only if those expenses were actually 


incurred. To submit an expense account for any expense not incurred or for any expense not used 


for business is dishonest and prohibited.  


3.3.2 Under relevant laws, Company is required to maintain books and records reflecting the 


Company's transactions. It is essential that these books and records are accurate. It is strictly 


prohibited to provide dishonest reporting to management, monitoring departments, or auditors.  
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3.3.3 Employees must ensure that they do not make false or misleading statements in external 


financial reports, environmental monitoring reports, and other documents submitted to or 


maintained for government agencies, or status reports on contracts, particularly in situations where 


the Company is selling goods or providing services to a government client. Dishonest reporting 


can lead to civil or criminal liability for Employees or the Company.  


3.3.4  Employees must also comply with the Company policies of records management and 


retain or dispose documents properly. The policies apply to information in any media, including 


hard copy and electronic records （such as e-mail）.  


3.4 Personal Information and Property 


3.4.1 Personal Information 


Company and individuals authorized by the Company collect and maintain personal 


information that relates to Employees' employment. Company is a global organization with 


business processes, management structures, and technical systems that cross country borders, 


Employees acknowledge that, to run its business, Company may transfer personal information 


about them as an Employee to any of the countries where the Company does business. The access 


to Employees' personal information is restricted to people with a need to know. 


Employees who have access to personal information should not disclose the information 


without prior approval from management.  


3.4.2 Personal Property 


Personal items, messages or information that Employees consider private are not advisable to  


be placed or kept anywhere in the Company workplace, such as in telephone systems, office 


systems, electronic files, desks, cabinets, lockers, or offices. Management of the Company has the 
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right to access those areas and any other Company furnished facilities. Additionally, in order to 


protect its employees and assets, the Company may ask to search an Employee's personal property, 


including briefcases and bags, located on or being removed from Company locations; the 


Employee is expected to cooperate with such a request. Employees, however, should not access 


another Employee's work space, including electronic files, without prior approval from 


management.


4.0 External Business Conducts 


Employees must be ethical and lawful in all of business dealings whether they are selling, 


buying, or representing the Company in any other capacity. Company is engaged in a variety of 


business relationships with other companies, organizations, and individuals, including customers, 


authorized business partners, alliance companies and original equipment manufacturers, 


government departments, etc. No matter what type of organization Employees are dealing with or 


what its relationship is to the Company, Employees should always observe the following general 


standards. 


4.1 Support the secure operation of customers’ networks and business 


It is Huawei’s important social responsibility to support the secure operation of customers’ 


networks and business. Laws in different countries are consistent in that they require to enhance 


the security and resilience of national critical infrastructure and to maintain a cyber environment 


that encourages efficiency, innovation, and economic prosperity while promoting safety, security, 


business confidentiality, privacy, and civil liberties. 


Huawei employees should be aware of, and comply with, all applicable laws, regulations, 


customers’ operational standards as well as Huawei’s internal processes and policies. Failure to do 


so may result in disciplinary action within Huawei and may result in civil or even criminal 


liabilities.  


Huawei will never tolerate any of the following conduct: 
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 Accessing, without customers’ authorization, customers’ systems and equipment to collect, 


possess, process or modify data and information in customers’ networks and equipment, or 


disclose and disseminate customers’ data and information.  


 Embedding malicious code, malware or backdoors in products and services, developing and/ 


or distributing viruses, or conducting other illegal behavior. 


 Attacking, destroying or damaging customers’ networks or taking advantage of customers’ 


networks to steal or destroy information or commit any activity that endangers national 


security, the public interest, or the legal rights and/or interests of other parties.  


 Soliciting or helping any third party to do any of the above. 


4.2 Protect End Users’ Privacy and Communication Freedom 


The Universal Declaration of Human Rights states that no one shall be subjected to arbitrary 


interference with their privacy and correspondence. Many countries have implemented, or are 


planning to implement, privacy or personal data protection laws.  


When conducting their legitimate business activities, some employees may come into contact 


with individuals’ personal data, such as end users’ telephone number, content of their 


communications (e.g., text messages, or voicemails), traffic and location logs which are within the 


customers’ networks. It is universally required by law that when collecting and processing 


personal data, one should comply with the principles of fairness, transparency, relevancy, 


appropriateness and secure protection.  


Huawei employees should be aware of and comply with all applicable laws, regulations, 


customers’ operational standards as well as Huawei’s internal processes and policies with respect 


to the handling of data. Failure to do so may result in disciplinary action within Huawei and may 


result in civil or even criminal liabilities.  


Huawei will never tolerate any of the following conduct: 


 Illegal collection, disclosure, distortion, impairment, sale or provision of end users’ personal 


data and information.  


 Misuse of information and telecommunication technology to conduct surveillance on end 
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users’ communications and / or movements, or to block or disrupt communications, or to 


restrict the free flow of unbiased information. 


4.3Authority to Make Company Commitments 


Company's contract signing processes and delegation mechanisms are designed to help the 


Company protect its assets and provide the appropriate controls needed for the Company to run its 


business effectively with Company clients, business partners, suppliers, and other third parties.  


Employees should not make any oral or written commitments that create a new agreement or 


that will modify an existing Company agreement with a third party without compliance with 


appropriate processes or approval from the appropriate organizations of the Company.  


4.4 Avoiding Misrepresentation 


Honesty based on clear communication is integral to ethical behavior. The resulting 


trustworthiness is essential to forming and maintaining sound, lasting relationships. While 


conducting external business, Employees should not make misrepresentations or dishonest 


statements to anyone. If an Employee believes that the other person may have misunderstood 


him/her, the Employee should promptly correct the misunderstanding. 


4.5 Dealing with Suppliers 


In deciding among competing suppliers, the Company weighs the facts impartially to 


determine the best supplier for its interests. Employee should do so whether Employees are in a 


purchasing job, a local office, or any other part of the business--and whether employees are buying 


many or just a few.  


4.5.1 Whether or not Employees are in a position to influence decisions involving the evaluation 
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or selection of suppliers, Employees must not exert or attempt to exert influence to obtain "special 


treatment" for a particular supplier. Even to appear to do so can undermine the integrity of our 


established procedures. Employees should not enter into transactions with suppliers based on 


nepotism, especially a supplier owned or managed by a family member or close friend of an 


Employee. If an Employee's family member or closed friend is involved in a beneficial 


relationship with one of the Company's suppliers, the Employee should proactively report and 


avoid transactions with that supplier. 


4.5.2 Prices and other information submitted by suppliers and the Company's evaluation of that 


information are confidential to the Company. Employees and former employees may not use any 


of this information outside of the Company without written permission from management. It is 


essential that suppliers competing for the Company's business have confidence in the integrity of 


our selection process.  


4.6 Competing in the Field 


The Company will compete vigorously for business. If Employees are involved in marketing or 


service activities, Employees should compete fairly, operate with integrity and comply with all 


applicable laws and ethical business codes. Employees must not make any false, misleading or 


disparaging statements about competitors, their products, or their services. 


4.7 Lawful Acquiring and Using Information about Competition 


In the normal course of business, it is not unusual to acquire information about other 


organizations, including competitors, from legitimate sources for such purposes as evaluating 


suppliers and evaluating the relative merits of our own products, services, and marketing methods 


against those of competitors. Doing so is not necessarily illegal or unethical in and of itself. 


However, there are limits to how that information should be acquired and used, especially 


information about competitors. It is prohibited to use any illegal or unethical means to acquire and 


use another’s trade secrets or other confidential information, including but not limited to improper 
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solicitation or receipt of confidential information from clients, a competitor’s employees, suppliers 


or any other party, whether such information is owned by the competitor or the third party. In 


addition, information about other organizations and individuals should be treated with sensitivity 


and discretion. When information is obtained accidentally or is provided by unknown sources, it 


may be illegal or unethical to use the information, and the Employee should immediately consult 


with the Legal Affairs Department of the Company.  


4.8 Relationships with Other Organizations 


4.8.1 Business Contacts with Competitors 


Employees may often meet, talk and attend the same industry or association meetings with 


competitors. These contacts are perfectly acceptable as long as established procedures are 


followed. Acceptable contacts include sales to other companies in the same industry and purchases 


from them; approved participation in joint bids; and attendance at business shows, standards 


organizations and trade associations.


 In all contacts with competitors, do not discuss pricing policy, contract terms, costs, 


inventories, marketing and product plans, market surveys and studies, production plans and 


capabilities--and, of course, any other proprietary or confidential information. 


 Discussion of these subjects or collaboration on them with competitors can be illegal. If a 


competitor raises any of them, even lightly or with apparent innocence, Employees should 


object, stop the conversation immediately, and tell the competitor that under no 


circumstances will they discuss these matters. If necessary, Employees should leave the 


meeting. 


4.8.2 Relationships with Government and Government Employees 


Government departments may procure products or services from Company. When dealing 


with the government, Employees must be aware of, and adhere to, the relevant laws and 
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regulations that apply governmental procurement.  


Employees must be careful when dealing with the government. Employees must not give 


money to an official or an employee of a governmental entity if doing so could be reasonably 


construed as having any connection with the Company's business relationship.  


4.8.3 Contact with Media, Judicial Authorities and Others 


 With the globalization of Huawei, we should have fact-based communication with media in 


an open and transparent manner. 


 When employees, acting in the name of Company, accept interviews or visits from journalists, 


consultants, etc., make statements or release information in the news media, or attend public 


activities, they must get the prior authorization from relevant department. 


 When employees, in their own name, convey or release information associated with Huawei, 


they should be responsible for their words, and ensure that the information is fact-based, 


personally experienced, and in addition, employees should comply with Huawei’s 


information security policy and other policies, to avoid undermining the reputation of 


Huawei or impairing Huawei’s interests.  


 If Employees receive a request for information regarding the Company's business from 


lawyers, judicial authorities, investigators, regulatory authorities, governmental agencies or 


law enforcement officials, they should refer the request to the Legal Affairs Department; 


requests from government officials or agencies should be referred to the Public Affairs and 


Communications Department.  


4.9 Respecting Intellectual Property Rights Owned by Others 


It is Company's important policy to respect the intellectual property rights owned by others. 


Employees should understand and comply with local laws and regulations about business secrets, 


proprietary information, or other intellectual property rights; respect the intellectual property 
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rights owned by others; and avoid penalty or punishment against individuals or Company due to 


improper use of intellectual property rights owned by others.  


4.9.1 Information Owned by Others 


Other companies and organizations, like the Company, have intellectual property that they 


want to protect, including confidential information. Other companies and organizations are 


sometimes willing to disclose and allow others to use their proprietary information for business 


purpose. If receiving another party's proprietary information, Employees must proceed with 


caution to prevent any accusations that Company misappropriated or misused the information 


owned by others. If necessary, Employees should seek guidance from the Intellectual Property 


Rights Department of the Company.  


    Without authorization from a third party and approval from Company, Employees should not 


bring into Company any proprietary information or other intellectual properties owned by a third 


party or use them in Company’s business.  


Employees should comply with any agreement signed between Company and a third party 


relating to the protection of confidential information, and adhere to such agreements while 


working for the Company and after leaving the Company.  


4.9.2 Receiving Information that May Be Confidential or Have Restrictions on Its Use 


To avoid the risk of the Company being accused of misappropriating or misusing someone's 


confidential or restricted information, Employees should carefully deal with the information once 


another party's confidential or restricted information is legally in Employees' possession. 


Employees must not use, copy, distribute, or disclose that information unless Employees do so in 


accordance with the terms of the agreement. If Employees possess information that they believe 


may be confidential to a third party or may have restrictions on its use, Employees should consult 


immediately with the Legal Affairs Department of the Company.  
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4.9.3 Acquiring Software Owned by Others 


Employees must ensure that the use of third-party software is legal and authorized and 


complies with terms and conditions in license agreements.  


 Before accepting software, access software or data on a network or signing a license 


agreement, Employees must follow established procedures that may include a review with 


Legal Affairs Department of the Company. 


 If Employees acquire software for their personally owned equipment, they should not use 


such software in any development work they do for Huawei, install such software on any 


Company-owned computer system, or generally bring such software onto the Company’s 


premises. 


4.9.4 Using Trademarks Owned by Others 


Company and many other companies have trademarks (including words, names, symbols, 


logos, or devices) that are used to identify and distinguish the company's products and services. 


Trademarks consist of registered trademarks and unregistered trademarks.  


In the countries and regions where we are doing business, Employees must acknowledge and 


appropriately use the trademarks of other companies. Specifically, Employees should always 


ensure that the use of trademarks comply with the trademark use policy regulated by the 


trademark owners. Employees should consult Intellectual Property Rights Department of the 


Company for questions on the proper use of a trademark.  


4.10 Gifts and Amenities  


Gifts offered by employees of different companies vary widely. They can range from widely 


distributed advertising novelties of nominal value, which you may give or accept, to bribes, which 


you unquestionably may not give or accept. Gifts include not only material goods, but also 


services, promotional premiums, and discounts. 
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Employees should not give or accept gifts and business amenities that exceed normal value. 


The following are the Company's general guidelines on giving and receiving gifts and business 


amenities.  


4.10.1 Business Amenities 


Employees may give or accept common and customary business amenities, such as meals, 


provided the expenses involved are kept at a reasonable level and are not prohibited by law or 


known client, business partner, or supplier business practice. 


Frequent acceptance of business amenities may influence Employees' objective judgment on 


behalf of the Company. Employees must carefully deal with invitations to meals and amenities 


offered by other companies. If Employees feel that some invitations are inappropriate, they should 


turn down the invitations or pay on their own.  


4.10.2 Restrictions on Receiving Gifts 


Employees must not take bribes or participate in any activities that may be interpreted as 


bribery. 


Neither Employees nor their family members can accept gifts that could influence the 


Company's business relationships. 


It is prohibited to directly or indirectly solicit gifts or benefits from organizations that have 


business relationship with the Company. 


It is prohibited to accept any kickbacks, commissions, tips, etc. 


In some special cases, if employees cannot reject the offered money or non-customary gifts, 


employees must immediately report this to their manager and hand in the received money or gifts.  


4.10.3 Prohibition on Receiving Referral Fee, Commission or Compensation 


   In Company, only the Procurement Department can refer suppliers or partners to clients and 
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other companies or organizations, such as referring Company authorized distributors, Company 


authorized dealers, software organizations or financing institutions. Employees should not make 


referral without authorization or accept any referral fee, commission, or other compensation for 


referral.  


4.10.4 Adhering to Laws and Customs of Gift Giving 


Company requires all Employees to adhere to all applicable local laws, regulations, and 


customs regarding gift giving. Employees should not offer money or high-value gifts to managers 


or employees of suppliers, clients or any other organizations that could influence or reasonably 


give the appearance of influencing the Company's business relationship with that organization. 


However, Employees can give common-value gifts that are compliant with laws or known client, 


business partner, or supplier business practices.  


4.11 Complying with Laws 


Company conducts a global business, and Employees come from different countries. It is the 


Company’s policy to comply with local, regional, or economic community laws; international 


practices; and agreed upon standards. These laws or standards involve investment, trade, import 


and export, foreign exchange, labor, environment, contract, consumer protection, intellectual 


property right, accounting, tax, etc.  


4.11.1 Competition Laws 


Laws governing competition exist in most of the countries where Company does business. 


Company's policy is to comply with these laws in these countries and regions. Employees 


must adhere to the Company's business conduct guidelines and legal requirements under 


competition laws. Any concerns should be directed to the Legal Affairs Department of the 


Company.  
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4.11.2 Import and Export Laws 


Company is a global business with import and export business in most of the world's 


countries. Employees, who are engaged in import and export activities, should be aware of import 


and export laws, regulations, requirements, and export control laws, and must not violate any of 


these laws. A failure to comply with these laws can result in fines, penalties, loss of import or 


export privileges, and/or even criminal liabilities for the Company. 


Employees should not take advantage of import and export business operations to smuggle 


goods, whether goods of the Company or personal goods.  


4.11.3 Environmental Protection Laws 


Company is committed to environmental protection and complies with environmental laws 


and regulations where applicable. Each Employee should comply with environmental protection 


laws and Company's environmental protection policies, enhance environmental protection 


awareness, make environmental protection a habit, and to become a protector rather than a 


destroyer of the environment. 


If Employees are involved in work that affects the environment, such as measuring, recording, 


or reporting discharges and emissions into the environment or handling hazardous wastes, 


Employees must be sure to comply with environmental regulations and permits and ensure that 


reports are accurate and complete.  


4.11.4 Accounting and Financial Reporting Laws 


Each Employee must adhere to the following guidelines:  


 Follow financial reporting laws and regulations. 


 Understand and adhere to these rules if the Employee has responsibility for or any 
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involvement in these areas. 


 Never assist others in improper accounting or making false or misleading financial reports. 


 Record and report all information accurately and completely; and never assist anyone in 


recording or reporting any information inaccurately or in a way that is misleading. 


 Never provide advice to anyone outside of the Company, including clients, suppliers, and 


business partners about how they should record or report their own revenues, expenses, costs, 


and other assets and liabilities. 


Violations of laws associated with accounting and financial reporting can result in fines, 


penalties, and imprisonment. If Employees become aware of any accounting or financial reporting 


irregularities, they must immediately communicate such information to Company through internal 


complaint channels of the Company. 


5.0 Personal Conduct 


Activities in Employees' work and life should not conflict with their duties as employees of 


the Company. Employees cannot abuse resources and influence in the Company to damage the 


Company's good reputation.  


5.1 Avoiding Conflicts of Interest 


Company respects each Employee’s private life. However, a conflict of interest arises if the 


activities of an employees may damage Company’s interests, or an employee takes advantage of 


the Company's resources and influence for personal benefits. Employees must avoid the 


possibility of any conflict of interest. The most common types of conflicts are addressed here to 


help you make an informed decision.  


5.1.1 Assisting a Competitor 


An obvious conflict of interest is to provide assistance to competitors of the Company of any 


current or potential product or service offering. Employees may not, without Company's written 


consent, work for such competitors in any capacity, such as an employee, a consultant, or member 
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of its board of directors, or provide any services or information to competitors.  


5.1.2 Competing Against the Company 


No Employee, as an individual, may sell products or services that compete with Company's 


current or potential product offerings in any manner. If an Employee cannot clearly judge whether 


the activities in which they are engaged are in conflict with interests of the Company, the 


Employee must consult with his manager or the Legal Affairs Department of the Company before 


conducting such activities.  


5.1.3 Work for Suppliers of the Company 


Unless approved in advance by senior management, an Employee may not be a supplier to 


the Company; represent a supplier to the Company; work for a supplier to the Company; or act as 


an employee of, consultant to or board member of a supplier. In addition, Employees may not 


accept money or benefits of any kind for any advice or services they may provide to suppliers in 


connection with their business with the Company.  


5.1.4 Using Company’s Time and Assets 


Employees may not perform non-Company work or solicit such business on Company 


premises or while working on Company time. Also, Employees are not permitted to use Company 


assets, including equipment, telephones, materials, resources or proprietary information for any 


outside work.  


5.1.5 Abusing Influence in Company 


Employees should not abuse their positions or influence in Company to facilitate or assist 


their or others' activities. Without Company's authorization or approval, Employees should not 


conduct surveys, negotiations, contract signings, tendering and bidding, auctions, etc., or provide a 


guarantee or authentication for themselves or others in the name of the Company or Employees of 
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the Company. 


5.1.6 Participating in Part-time Jobs 


  A part-time job may detract from an Employee’s work at the Company, negatively influence 


their professional judgment, or negatively impact their ability to fulfillment their employment 


obligations to the Company. A part-time job may infringe on the Employee’s work schedule and 


Company resources. Therefore, Company usually does not allow Employees to participate in 


part-time jobs. If Employees have such concerns or requirements, they should inform their 


managers in advance and get approval from the Company. 


5.1.7 Personal Financial Interests 


Employees should not have a financial interest in any organization with which the Company 


does business or competes, if that interest represents a conflict of interest with the Company. Such 


organizations include, but are not limited to, suppliers, competitors, clients, and distributors.  


It may be that an Employee’s spouse, or another who is close, is a competitor of or supplier to 


the Company or is employed by a competitor or supplier. While everyone is entitled to choose and 


pursue a career, such situations call for extra sensitivity to security, confidentiality and conflicts of 


interest. The closeness of the relationship might lead to inadvertently compromising Company's 


interests. If an Employee encounters such a situation, he should inform the Company to assess the 


nature and extent of any concerns and how these concerns can be resolved. In some instances, a 


change in the job responsibilities of one of the people involved may be necessary.  


5.2 Using Inside Information and Insider Trading 


In the course of performing duties for the Company, Employees may become aware of 


information about the Company or other companies that has not been made public. Employees and 
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their family members must not utilize such inside information to obtain financial benefits as this is 


unethical, and may be a violation of law. 


Employees and their family members must avoid the following: 


 Utilize inside information about the Company or other companies to obtain financial benefits. 


 Evade these guidelines by investing in the name of another.  


 Disclose inside information to anther person, including Employees, who do not need to know. 


5.3 Participating in Political Activities or Community Activities 


Employees' participation in political activities or community activities should not infringe on 


their Company schedule, assets, or resources; influence the fulfillment of their job duties; or 


influence their professional judgment. These activities may be misunderstood as being identified 


with the Company, which may reflect negatively impact on the Company. 


Company is a business oriented company. Therefore, without authorization, an Employee 


must not, in the name of the Company or as an employee of the Company, participate in any 


political activities, voice any political opinions, or participate in any community activities. If 


Company is negatively impacted by such activities, the Employee must resign from the Company 


to avoid any further conflict of interest. 


5.4 Guidelines of Personal Ethical Practices 


5.4.1 The personal ethical practices of Employees directly influence the Company's image and 


reputation. It is difficult to imagine that a person with bad ethical practices can accept key position 


with the Company and gain the trust of customers and colleagues. Employees should not conduct 


any activities that violate ethical standards or local laws, which may negatively impact Company's 


reputation.  


5.4.2 Employees may often pass through customs due to overseas business travel. Therefore, they 


must understand and adhere to local laws and regulations related to smuggling and contraband 
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goods, in order to avoid violations. For example, in some countries, carrying ivory, diamonds, 


animal fur, or gold through customs may result in criminal liabilities.  


5.4.3 In addition to adherence to local laws and regulations, Employees must understand and 


respect local religious beliefs and customs and avoid any religious offensive. 


I confirm that I have carefully read and fully understand the 


contents of the BCG, and will comply with them. 


Signature: 


Identity Number:  


Employee ID: 


Date: 
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To: Members of Board of Directors，Members of Supervisory Board 


Cc: All dept. of the company, and regional offices 


Huawei Technologies Co., Ltd                               May 8 ,2014


Version Record


Version 
Prepared/Modified 


by 


Preparation 


/Modification Date 
Content/Reason for Modification 


V1.0 


1.


Qian Qi/ 00133420 October, 2008 New Development 


V2.0 Ming Luo/00159912 April, 2013 


Add the “Outline”, “Support the secure 


operation of customers’ networks and 


business” and “Protect End Users’ 


Privacy and Communication Freedom ”; 


Amend the “Contact with Media, 


Judicial Authorities and Others” 
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V3.0 Ming Luo/00159912 May, 2014 


Add the “Lawful Acquiring and Using 


Information about Competition”; 


Amend the “Competing in the Field”, 


Employees must not make any false, 


misleading or disparaging statements 


about competitors, their products, or 


their services 








EXHIBIT D 







DECLARATION OF ARIEL LU YE 


I. Background of the Expert 


1. My name is Ariel Lu Ye. I am a practicing lawyer and currently a Senior Partner 


with King & Wood Mallesons ("KWM"). My principal office is in Shenzhen, 


People's Republic of China ("PRC"). 


2. In my 30-year career as a practitioner, I have worked for several international and 


Chinese law firms, but joined KWM as a partner 15 years ago. I was one of the 


board members of KWM from 2006 to 2015. I represent both Chinese and 


international clients, including large leading US corporations. 


3. I earned my LL.B from Peking University in 1983, a master degree of law from the 
Law School of the Chinese Academy of Social Science in 1986 and an LLM from 


Harvard Law School in 1994. I am licensed to practice law in the PRC, and I 


passed the New York bar examination and sworn in in 1999. 


4. I specialize in cross border dispute resolution and have advised many multinational 
corporations, including US companies, concerning their commercial disputes in 


the PRC. I have also advised Chinese companies in their foreign related disputes, 


working together with counsel in the relevant foreign jurisdictions. Regulatory and 


compliance work are also specialties of mine, though I now spend more of my time 


working in international commercial arbitration. 


5. During my long career, I have become deeply familiar with the decision-making 


process of both state-owned companies and privately owned companies, because 


when disputes arise, my team and I have to directly advise and report to the top 


management of such companies. 


6. I am a member of the Court of the Singapore International Arbitration Commission; 


a member of the Singapore International Commercial Court Advisory Committee; 


an advisory board member of the International Council of Commercial Arbitration 


(ICCA); and a member of the Council of the London Court of International 


Arbitration. 


7. I am also a non-executive director to the Board of Directors of Goldpac, which was 


a formerly private-owned company manufacturing credit cards for China 


UnionPay, VISA, MasterCard, American Express, JCB and Diners, with facilities 


based in Zhuhai, Guangdong, PRC . 


. 1 ... 







II. Questions Addressed 


8. In this affidavit, I have been asked to provide my expert legal opinion on the 


following questions: 


(a) Under PRC law, are private enterprises legally independent of the PRC 
government and are they able to independently make business decisions on 


their own? 


(b) Under PRC law, is there any legal basis for the PRC government to interfere 


with a private company's operation and business decisions? and 


( c) Is Huawei legally independent from the Chinese government and capable of 


running its own business; and does the relevant governing authority (being the 
Shenzhen government) or the Chinese Communist Party ("CCP") have any 
legal basis to directly or indirectly intervene or interfere with Huawei's 


business decisions? 


III. Brief Answers to the Questions 


(a) Under PRC law, are private enterprises legally independent of the PRC 
government, and are they able to independently make business decisions on 
their own? 


9. In my opinion, based on the relevant PRC laws and regulations, including the PRC 
Constitution, Chinese private enterprises are legally independent from the PRC 


government and they are able to make commercial decisions independently. 


10. PRC private enterprises and companies are regulated through the laws enacted by 
national and local congresses, administrative regulations, and rules and notices 
promulgated by various law making bodies of the central government and the 


relevant local governments. 


11. PRC private enterprises and companies are also affected by and guided by judicial 


interpretations periodically issued by the Supreme People's Court, as judicial 


interpretations are a source of PRC law. 


12. According to statistics from the National Bureau of Statistics of China 1 and 
statistics from the State Administration of Taxation of China,2 by the end of 2016, 


over 23.09 million private enterprises and companies have been incorporated and 


1 http://www.stats.gov.cn/. 


2 http://finance.sina.eom.cn/roll/2017-04-06/doc-ifyeayzu685 I 655.shtml. 







are operated in accordance with the relevant PRC laws and regulations. These 


enterprises and companies employed more than 179.97 million employees, and 


paid taxes amounting to 50% of the revenue received by the various levels of 


governments in the PRC. There is no evidence suggesting that such private-owned 


companies do not enjoy autonomy in their operation and business decisions. 


(b) Under PRC law, is there any legal basis/or the PRC government to inte,fere 


with a private company's operation and business decisions? 


13. The opinions provided in this affidavit are straightforward and not controversial, 


because there is no legal basis for the PRC government to interfere in the 


decision-making of any privately owned enterprises or companies including 


Huawei Investment & Holding Co., Ltd and its affiliates (collectively "Huawei"). 


14. It is true that the CCP sets up organizations within private enterprises and 


companies (including foreign direct-investment companies), in accordance with 


PRC Company Law, in order to facilitate meetings and communications between 


its members, but such organizations have no legal basis to interfere in a private 


company's operations or business decisions. 


(c) Is Huawei legally independent of the Chinese government and capable of 
running its own business; and does the relevant governing authority (being 
the Shenzhen government) or the CCP have any legal basis to directly or 


indirectly intervene or inte,fere with Huawei's business decisions? 


15. The short answer is Huawei, like other privately owned companies with limited 


liability, has duly set up its shareholder meeting (the highest authority of a 


company), board of directors, management and the board of supervisors, and runs 


its businesses in accordance with Chinese law. I am not aware of any evidence 


suggesting that Huawei, being a private company owned by its employees, has 


been unlawfully interfered with, directly or indirectly, either by the CCP, the 


Shenzhen government, or any other Chinese government agencies. 


Further Comments in Detail 


IV. What the PRC Company Law Says 


16. The Standing Committee of the National People's Congress passed the "Company 


Law of the People's Republic of China" on Dec 29, 1993, which law then entered 


into force on July 1, 1994. The Company law was subsequently revised in 1999, 


2004, 2005 and 2013. 


17. The Company Law of the PRC covers every aspect of a company, including 


incorporation, governance, mergers and acquisitions, liquidation, and winding up. 
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It contains 13 chapters and 218 clauses. It includes general provisions; provisions 


on limited liability companies; method of incorporation; manner of corporate 
governance; establishment of single shareholder companies; and legal provisions 


regarding state owned companies, etc. 


18. Under Chapter 1, General Provisions of the PRC Company Law, the general 
purpose of the law is to protect the legal rights and interests of companies, 


shareholders and creditors; safeguard the social and economic order; and promote 
the development of a market economy. Among these purposes, the most important 


is development of the market economy. This is very different from the practice in 
1960s to 1970s when only state-owned entities existed and the concepts of 
companies, shareholders and creditors were not even recognized. 


19. Article 3 of the PRC Company Law further states that "A company is an enterprise 
legal person which owns independent legal person property and enjoys legal 
person property rights. The liability of a company shall be limited to its entire 
assets." 


20. Article 4 provides that shareholders of a company shall be entitled to make a profit 
from their investment, and they have the right to participate in major 


decision-making and selection of management under the law. 


21. The above two clauses are critical to the core issue of this affidavit, as the 


Company Law makes it crystal clear that a company, being a legal person (as 
contrasted with a natural person), no matter whether a privately owned company or 
a state owned company, has independent rights to own assets and enjoy such 
ownership, and, as a legal person, is required to bear liabilities up to the value of its 


assets. 


22. A further review of the PRC Company Law reveals that Chinese companies are 
governed very similarly to their counterparts in economies such as the United 
States. 


• Article 5 of the Company Law provides that companies engagmg in 
business activities must comply with the provisions of applicable laws and 


administrative regulations, and that the legal rights and interests of 
companies are protected by the law and may not be infringed. This article 


thus reinforces a Chinese company's status as a creature of law, both in 
terms of rights and obligations. In recent decades, supervision by 


government over private companies has been carried out through law 
enforcement and has drawn intense scrutiny from the media, particularly in 


the area of product quality issues. 







• The Company Law also provides that company authority is dispersed. 
Company authority is spread among shareholders (via shareholder 
meetings); (2) a board of directors; (3) managers; and (4) a board of 


supervisors. Articles 36, 37, 46, 49, 51, and 53 of the Company Law3 


provide the rights and obligations of these various stakeholders, and a 


review of these provisions will reveal that the governance structure of PRC 
companies as in line with their peers in other advanced economies. 


23. Reviewing this piece of legislation in its entirety, it is clear that PRC companies, 


regardless of whether privately owned or state owned, are independently 
incorporated, and each has its own assets and must bear its own liabilities. I have 
not found any nationally applicable provision under PRC Company Law which 


states otherwise. 


24. However, the government does have the right to issue laws and regulations to 
perform its regulatory duties, which may affect private businesses. For example, 
according to the Emergency Plan on Heavy Air Pollution issued by the Beijing 


municipal government, the local government has the right to order construction 
companies to suspend out-door construction work when the air pollution reaches a 


level harmful to people's health.4 


25. As stated in paragraph 12 above, since China adopted its "open door policy" and 
"economic reform policy" in 1978, a very large number of enterprises and 
companies have incorporated in China. According to statistics from the National 
Bureau of Statistics of China, by the end of 2016, there were a total of 14.61 


million limited liability and joint stock companies in China. 


26. Huawei is located in Shenzhen, which is a city adjacent to Hong Kong. Due to the 
positive influence of Hong Kong - one of the freest economies in the world - the 


Shenzhen government has been particularly pro-business. 


27. For example prior to the enactment of PRC Company Law in late 1993, Shenzhen 
passed its local regulation in 1987 to promote the development of the high 


technology industry by allowing intellectual property and special technically 


advanced knowhow to serve as investments when incorporating a company. This 
local legislation was new in China at that time. Therefore, in addition to what has 


been set out above when discussing applicable laws, in practice, unlawful 


interference in private businesses in Shenzhen in particular is rare. 


3 See Exhibit I, p 5, 6, 7 and 8. 


4 Beijing Municipal Government's Emergency Plan on Heavy Air Pollution, enacted on 16 March, 2015, revised in 


2016 and 2017. 
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28. Neither is there any reason to think the existence of CCP organizations in 
companies undermine the conclusions drawn above. In 1992, the CCP called for 


the establishment of a Party organization in all companies with three or more party 


members. 5 Such requirement also appears in the PRC Company Law.6 


29. The primary function of such an organization is to serve as an informational 


conduit between the CCP and its Party members working in the relevant 
companies and enterprises. Party committees do not have the right to interfere in 


company decision-making. 


30. It is not abnormal for foreign invested joint venture companies to establish CCP 
organizations. One such example is Nokia Shanghai Bell, Nokia's subsidiary in 


Shanghai Municipality, China. 7 


V. · What the PRC Administrative Procedural Law Says 


31. To backstop the rights provided under the Company Law of the PRC, PRC law also 
provides remedies to companies who believe their "autonomy in business 
management" have been "infringed" by "an administrative act of an administrative 


organ or its personnel"8. 


5 CCP's Bylaw, Article 30(1) (translated by the assistant of the expert for this Affidavit): 


"Grass-roots Party organizations should be established in enterprises, rural areas, government organs, schools, 


research institutes, communities, social organizations, companies of the People's Liberation Army and other 


grass-roots units, where there are at least three full Party members." 


6 PRC Company Law, Article 19. 


7 http://www.nokia-sbell.com/Default. aspx ?tabid=7 5 O&Arti cleID=607 5. 


8 PRC Administrative Procedural Law (translation from Wolters Kluwer) 


Article 2 


"If a citizen, a legal person or any other organization considers that his or its lawful rights or interests have been 


infringed upon by an administrative act of an administrative organ or its personnel, he or it has the right to initiate 


legal proceedings with a people's court in accordance with this Law. 


An administrative act as mentioned in the preceding paragraph refers to an administrative act taken by an 


organization as authorized by laws, regulations or rules." 


Article 12 







32. The Administrative Procedural Law of the People's Republic of China was adopted 


on 4 April 1989 by the National People's Congress. Under this law PRC courts are 


empowered to hear cases filed by either legal persons or natural person against the 


PRC government. For example, if a company believes that its legitimate rights are 


infringed by a government agency, and it prevails on such claim in court,9 the 


government will be ordered to pay legal remedies as compensation to the claimant. 


33. This law increases the protections available to private enterprises to ensure their 


autonomy in business operations. It authorizes private entities to commence 


litigation against the government if the private entities think their autonomy in 


business operations has been infringed by the government10. 


34. According to the annual report of the Supreme People's Court to the National 


Congress11 , there were 913,000 administrative proceedings brought against the 


Chinese government between 2013 and 2017. If Chinese companies like Huawei 


were not independent from the Chinese government, such administrative 


proceedings brought against the Chinese government would be pointless. 


VI. What the Courts Say 


35. Likewise, judicial interpretations, notices and opm1ons issued by the Supreme 


People's Court of the PRC have further emphasized the inviolable right of 


companies to manage their own affairs. 12 


"A people's court shall accept actions initiated by citizens, legal persons or other organizations as the result of any of 


the following circumstances:" 


"(7) believing that an administrative organ has infringed upon the plaintiffs autonomy in business management, 


rural land contractual management right or rural land management right;" 


9 PRC Administrative Procedural Law, Article 2. 


10 PRC Administrative Procedural Law, Article 2 and Article 12. 


11 http://www.court.gov.cn/zixun-xiangqing-87832.html. 


12 See Interpretation of the Supreme People's court on the Application of Administrative Procedural Law (Fa Shi 


[2018] No. 1, entered into force on 8 February, 2018), Article 16; Notice of the Supreme People's Court on 


Maximizing the Role of the Trial Function and Creating a Good Legal Environment for Entrepreneurs and 


Innovation by Entrepreneurs (Fa [2018] No. 1, entered into force on 29 December, 2017), Article 5; The Circular of 


the Supreme People's Court on Bringing Trial Function into Full Play and Taking Practical Measures to Maintain the 


Stability of Enterprises and Society (Fa [2002] No. 132, entered into force on 21 June, 2002); the Supreme People's 


Court's Opinions on Equal Protection of the Non-Public Economy According to Law and the Promotion of Healthy 







36. I will use one case to further demonstrate how Chinese courts deal with claims of 


government infringement on the autonomy of private enterprises. 


37. In Lixin County Department Store Co., Ltd. v the Bureau of Commerce ofLixin 
County 13 , the plaintiff was Lixin County Department Store Co., Ltd ("Lixin 


Department Store"), a private company. 


38. On July 21, 2014, the Bureau of Commerce of Lixin County issued a notice 
directing Lixin Department Store to fully cooperate with the auditing authority by 


providing financial accounts and surrendering certain rents on the building where 


the store was located (the "Notice"). 


39. Lixin Department Store's position was that the defendant's specific administrative 
act (the issuance of the Notice) infringed the plaintiffs right of operational 
autonomy and property rights, and on that basis initiated an administrative lawsuit 


to the court. 


40. The court held that according to the Company Law and the Administrative 
Procedural Law, the defendant's specific administrative action infringed the 
company's right of operational autonomy, and revoked the Notice issued by the 


government. 


41. Therefore, I am of the view that under the PRC laws, private companies' autonomy 


can be protected by the Chinese judiciary, which functions as a protector of the 
rights and interests of private enterprises and companies. Although in past years 
there has been a concern about corruption undermining such protection, the legal 


Development of the Non-Public Economy (Fa Fa [2014] No.27, entered into force on 17 December, 2014), Article 


11 and Article 13. 


According to Article 13 of the Supreme People's Court's Opinions on Equal Protection of the Non-Public Economy 


According to Law and the Promotion of Healthy Development of the Non-Public Economy (Fa Fa [2014] No.27, 


entered into force on 17 December, 2014) (translated by the assistant of the expert for this Affidavit): 


"We must safeguard the legitimate rights and interests of non-public economic entities and their autonomy in 


operations, and promote the establishment of a fair and just market competition order. People's courts should handle 


administrative cases properly and handle the relationship between rights and power correctly. We should treat 


non-public economic entities by the principle of 'Everything which is not forbidden is allowed' and treat 


administrative power by the principle of 'everything which is not allowed is forbidden'." 


13 The Administrative Judgment of First Instance ofLixin County Depaiiment Store Co., Ltd. v the Bureau of 


Commerce ofLixin County, the People's Court ofLixin County of Anhui Province, (2014) Li Xing Chu Zi No. 


00024. 







position with regard to protecting the autonomy of private companies has not 


changed. 


VII. Additional Legislation and Regulations providing protection to the 
autonomy of private businesses like Huawei 


42. At the national level, over the decades, there have been many laws developed to 


further provide legal protection to the autonomy of private businesses from 


interference from either the government or third parties. 


43. Examples are the General Principles of Civil Law passed in 1986, and the General 
Rules of the Civil Law which passed in 2017. Both echo the PRC Company Law in 
many respects. In particular, Article 130 of the General Rules of the Civil Law 


confirms the rights of legal persons to act without governmental interference, and 
Articles 80, 81 and 82 thereof4, much like the Company Law, provide rights of 


self-governance to "for-profit legal persons." 


44. Other examples are the Contraet Law of the PRC15, which upholds the principle 
freedom of contract, and the Pricing law of the People's Republic of China16 , 


which provides that private enterprises enjoy the autonomy to set the prices of their 
products as they see fit subject to the State's regulatory power to protect the public 


interest. 17 


45. In conclusion, all such legislation evolved over the years to ensure that PRC 
compames are independent of each other and independent of the Chinese 


government. 


VIII. What the PRC Law on Public Servants Says 


46. Chinese law also contains strict prohibitions on civil (public) servants interfering 
in company decision making. Such laws were enacted for good reason, as there 
have been instances where some corrupt government officials, acting out of their 


own personal interests, tried to interfere with the business of private companies. 


Such acts are in violation oflaw. 


14 See Exhibit 2, p 8 and 12. 


15 Adopted by the National People's Congress on 15 March, 1999, and taking effect on I October, 1999. 


16 Adopted by the Standing Committee of the National People's Congress on 29 December, 1997, and taking effect 


on I May, 1998. 


17 Article 6 and Article I 8. 







47. In 1993, the local Shenzhen legislation regulating public servants and government 


officials - "the Measures on Public Servants of Shenzhen" - was enacted by the 


local government, and was the first legislation of its kind. 


48. In 2005, the Law of the People's Republic of China on Public Servants was adopted 


by the National People's Congress and the Shenzhen local legislation, which had 


served as a model for the national law, was superseded. 


49. Both national law and the Shenzhen local rules prevent public servants or 


government officials from taking a position in a private enterprise in order to avoid 


corruption, and they also serve to keep private enterprises independent from 
d · · · 18 a mm1stratlve power . 


50. Punishments for violations can be harsh. In recent years, many corrupt government 


officials have had disciplinary actions and criminal actions brought against them, 


demonstrating the Chinese authorities' determination to uphold the laws, including 


laws designed to protect private businesses. 


IX. What The Constitution Says 


51. The autonomy enjoyed by Chinese private companies is confirmed and upheld by 


the PRC Constitution. For example, 


a) Article 11 provides that19 : 


"The non-public ownership sector comprising the individual economy 


and the private economy within the domain stipulated by law is an 


important component of the country's socialist market economy. 


The State protects the lawful rights and interests of economic entities, 


private economy and any other non-public economy. The State 


encourages, supports and provides guidance for the development of 


the non-public economy, and exercises supervision and administration 


over the non-public economy in accordance with the law." 


18 According to the Regulation on the Disciplinary Actions against Civil Servants of Administrative Organs 


(Adopted by the State Council on 4 April 2007, and effective on 1 June, 2007), Article 27 provides that (translation 


from Wolters Kluwer) "Where a civil servant in the administrative organ engages in or pmiicipates in profit-making 


activities, or holds a concurrent position in an enterprise or any other profit-making organization, he shall be given 


a demerit or gross demerit; if the circumstances are relatively serious, he shall be given the disciplinary action of 


demotion or dismissal from office; and if the circumstances are serious, he shall be given the disciplinary action of 


expulsion.'' 


19 Translation from Wolters Kluwer. 
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and 


b) Article 13(1) (2) requires that20 : 


"The lawful private property of citizens shall not be violated. 


The State protects the right of citizens to private property ownership 


and right of succession." 


52. According to the annual report21 delivered by Mr. Zhou Qiang, the Chief Justice of 
the Supreme People's Court to the National People's Congress on March 9, 2018, 


between 2013 and 2017, and Chinese courts at all levels adjudicated 16.438 
million first-instance commercial cases, an increase of 53.9% compared with the 
previous five-year period. Among them, 4.106 million cases in relation to contract 
disputes were concluded. 


53. If private companies are not independent of the government, all disputes between 
state-owned companies or between state-owned companies and privately owned 
companies could have been avoided by having the government intervene to 
facilitate the resolution of the dispute. 


54. I thus come to the following conclusion: my conclusion that PRC law grants full 
autonomy to companies to control their own affairs free from government 
interference is buttressed by the above context displaying China's established 
commitment to the protection of economic rights. 


X. What the Chinese Communist Party's Rules and Code of Conduct Say 


55. What about interference by the CCP, the ruling party of the country? Can the CCP 
make directions or give instructions that interfere in the operations of private 


companies? 


56. The CCP periodically passes or updates its rules and codes of conduct and 
confirms that as a matter of policy, it should not interfere with the autonomy of 


businesses. For example, the Chinese Communist Party Disciplinary Regulations 


(released on 21 October 2015, and entering into force on 1 January 2016) states: 


Article I 06 22 


20 Ibid. 


21 http://www.court.gov.cn/zixun-xiangqing-87832.html. 


22 Translated by the assistant of the expe1i for this Affidavit. 
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"If there occurs any inte,ference in the autonomy of the people in 


production and management, causing major losses to the people's property, 


the directly responsible persons and those responsible for the leadership 


should be given warnings or severe warnings; if the circumstances are 


serious, their positions within the Party should be revoked or they should 


accept inspect and disposition within the Party. " 


57. The Decision of the Central Committee of the Communist Party on Several Major 
Issues Concerning Ruling the Country in Accordance with Law (passed by the 


Fourth Plenary Session of the Eighteenth Central Committee of the Communist 
Party of China on October 23, 2014 and entering into force on the same day) 


states23 : 


"The State protects the rights of enterprises' autonomy of operation in 


accordance with law, and the enterprises shall assume its own profits and 


losses, and the enterprises have the right to refuse any organization or 


individual's requirements without legal basis. " 


58. In conclusion, the CCP has announced its policy of supporting the rule oflaw and 
protecting the rights and interests of private enterprises, including their autonomy 


to manage their own business. 


XI. Is Huawei legally independent from the Chinese government and capable 
of running its own business, and does the relevant governing authority 
(being the Shenzhen government) or CCP have any legal basis to directly 
or indirectly intervene or interfere with Huawei's business decisions? 


59. As stated above, under PRC law, there is no legal basis for government 
interference in the management and business decision-making processes of 


Huawei. Huawei has all the same statutory and constitutional rights of autonomy 
as any other PRC company. There is nothing under the law or in Huawei's 
governing documents that would allow the PRC government or the CCP to 


intervene in Huawei's business decision-making directly or indirectly. 


60. Huawei's currently effective Articles of Association24 divides decision-making 
authority among shareholders (via shareholder meetings), a board of directors, 


managers, and a supervisory board.25 


23 Ibid. 


24 A PRC company's articles of association are its governing document, binding on the company, shareholders, 


directors, supervisors and senior managers. See Article 11 of the PRC Company Law. 
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25 Article 16, 17, 22, 32, 34, 35, 37 and 38 of the Articles of Association ofHuawei Investment & Holding Co., Ltd. 


(translated by the assistant of the expert for this Affidavit): 


Article 16 


''The company establishes a board of shareholders, which is composed of all shareholders. The board of shareholders 


is the company's highest authority." 


Article 17 


"The board of shareholders shall exercise the following duties and powers: 


(I) Determining the company's operational guidelines and investment plans; 


(2) Electing and changing the directors; 


(3) Electing and changing the supervisors assumed by representatives of the shareholders; 


( 4) Deliberating and approving reports of the board of directors; 


( 5) Deliberating and approving reports of the board of supervisors; 


(6) Deliberating and approving annual financial budget plans and final account plans of the company; 


(7) Deliberating and approving company profit distribution plans and loss recovery plans; 


(8) Deliberating and approving the principle plan of the company's staff motivation scheme; 


(9) Making resolutions about the increase or reduction of the company's registered capital; 


(I 0) Making resolutions about the issuance of corporate bonds; 


(11) Making resolutions about the transfer of shares by shareholder; 


(12) Making resolutions about merger, split-up, change of company form, dissolution, liquidation of the company, 


etc.; 


( 13) Revising the Articles of Association." 


Article 22 


"The company establishes a board of directors, which is composed of seventeen board members. The board of 


directors shall have one chairman and one to four vice chairman." 


Article 32 


"The board of directors shall be responsible for the board of shareholders and exercise the following duties and 


powers: 


(I) Convening shareholders' meetings and presenting reports thereto; 


(2) Implementing the resolutions made at the shareholders' meetings; 


(3) Determining the company's business and investment plans; 







(4) Working out the company's annual financial budget plans and final account plans; 


(5) Working out the company's profit distribution plans and loss recovery plans; 


(6) Working out the company's plans on the increase or reduction of registered capital; 


(7) Formulating the plans for implementation of staff motivation schemes by the company and be responsible for 


implementation and management after approved by the shareholders' meeting; 


(8) Formulating the company's plans on merger, split, change of the company form, or dissolution; 


(9) Making decisions on the establishment of the company's internal management departments; 


( 10) Hiring or dismissing the company's general manager, and according to the nomination of the general manager, 


hiring or dismissal of the vice general manager and the person in charge of finance; 


(11) Working out the company's basic management system; 


( 12) Other powers conferred by the board of shareholders and the Articles of Association." 


Article 34 


"The company has one general manager and several deputy general managers. The general manager of the company 


is hired or dismissed by the board of directors." 


Article 35 


"The general manager shall be responsible for the board of directors and shall exercise the following duties and 


powers: 


(I) Taking charge of the management of the production and business operations of the company, organizing the 


implementation of the resolutions of the shareholders' meeting and the board of directors; 


(2) Organizing the execution of the company's annual business plans and investment plans; 


(3) Drafting plans on the establishment of the company's internal management departments; 


(4) Drafting the company's basic management system; 


(5) Formulating the company's specific rules and policies; 


(6) Proposing to hire or dismiss the company's vice general manager(s); 


(7) Hiring or dismissing the persons-in-charge other than those who shall be hired or dismissed by the board of 


directors; 


(8) Other powers conferred by the board of shareholders and the Articles of Association." 


Article 37 


"The company establishes a board of supervisors, which is composed of eleven members. The board of supervisors 


shall elect a convener among its members. The supervisors shall be elected by the board of shareholders for a term 


14 .... 







61. This structure is reflected in the Corporate Governance Report contained m 


Huawei's 2017 Annual Report. 


"The Board of Directors (BOD) is the highest body responsible for 
corporate strategy, operations management, and customer satisfaction. 


The BOD 's mission is to lead the company forward. It exercises 
decision-making authority for corporate strategy and operations 


management, and ensures the protection of customer and shareholder 


interests. "26 


62. The BOD held 12 meetings in 2017, reviewing and approving the "company's 
medium-to-long-term development plan, annual business plan and budget, annual 


audit report, corporate governance rules and regulations, BOD committee 
operations, long-term incentives, annual profit distribution, capital increases, and 


financing". 27 


63. The BOD has also established an Executive Committee as the standing executive 
body of the BOD as well as several sub-committees dedicated to specific areas of 


company operations. 


64. Also important in company decision-making is the Union ofHuawei Investment & 


Holding Co., Ltd. (the "Union"). Through the Union, Huawei implements an 
employee shareholding plan. Huawei is owned wholly by its employees. 


65. Employees fulfill their responsibilities and exercise their rights via the 
Representatives' Commission, a commission composed of representatives of all 
shareholding employees. The Representatives' Commission holds meetings each 
year and in the 2017 meeting "reviewed and approved proposals on annual profit 


of three years. Directors, the general manager and the person in charge of finance shall not concurrently serve as 


supervisors.,. 


Article 38 


"The board of supervisors shall exercise the following duties and powers: 


(I) Checking company finances and operations situation; 


(2) Supervising the duty-related acts of the directors, the general manager and other senior managers; 


(3) Proposing to convene interim shareholders' meeting. 


Supervisors shall attend the meetings of the board of directors as non-voting attendees." 


26 Annual Report, p 109. 


27 Annual Rep011, p 109. 
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distribution, capital increases, long-term incentives, and corporate governance 


rules and regulations."28 


66. Nothing in Huawei's governing documents grants, expressly or otherwise, 
decision-making authority to any external person or entity. In fact, it is difficult to 


imagine that an employee-owned company would be able to attract the kind of 


talented employees needed to achieve the kind of success Huawei has seen in its 
relatively short history if the Shenzhen government, the central government in 
Beijing, or the CCP had any power to interfere with Huawei' s decision-making and 


use Huawei as an instrument for pursuing policy goals. 


67. Enterprises or companies incorporated in Shenzhen had the right to operate 
independently even prior to the constitutional amendments discussed above. As 
mentioned above, the local Shenzhen government has issued a host of rules and 
regulations to protect fair competition and the autonomy of local enterprises. I am 


of the view that Shenzhen's local rules and regulations adopt policies toward 
private enterprises that are even more open than at the national level. This is a great 


draw for the talented, young work-force in Shenzhen29 . 


XII. Conclusion 


68. PRC private companies are independent of the PRC government under the law. 
Chinese private companies are not controlled by the PRC government, nor may the 
government interfere with a private company's operations or business. Huawei, 
being a private enterprise, enjoys autonomy to operate and manage itself under the 
auspices of PRC law. Neither the Chinese central government nor the local 
government has the legal right to intervene in Huawei's business operations. 


28 Annual Report, p 108. 


29 Examples include the Circular on the Four Policy Documents Concerning Decisions on hnplementing 


Independent Innovation Strategies for the Establishment of National Innovative Cities dated and effective on 19 


April, 2006; the Special Fund Management Measures on Private Enterprises and Small Middle-sized Enterprise 


Development in Shenzhen City dated 30 November, 2017, and effective on JO December, 2017; and the Opinions 


on Implementation of the Establishment of the Fair Competition Review System in the Market System dated and 


effective on JO January, 2018. These all provide support to the legal environment in Shenzhen that allows for 


private businesses such as Huawei to thrive. 


The Shenzhen government and local legislature have also enacted local rules and regulations to protect the 


autonomy of private enterprises in sectors other than the high-tech sector. Examples include the Rules of Shenzhen 


Economic Special Zone on Passenger Transport by Water (enacted in 1998, revised in 2004); the Security Service 


Management Measures of Shenzhen City ( enacted in 2008) and the Measures on Regulation of the Real Estate 


Market of Shenzhen City ( enacted in 2010, revised in 2017). 
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69. This conclusion is dictated by the PRC Constitution and PRC statute, as well as 


notices, opinions and interpretations issued by the Supreme People's Court of the 


PRC, and the policies and rules of the CCP. It is further re-enforced by the local 


regulations governing companies, such as Huawei, established in Shenzhen. 


I declare under penalty of perjury under the laws of the United States of America that 


the foregoing is true and correct. 


Ariel Lu Ye 


Executed on May 28, 2018, Shenzhen, PRC 


Exhibits: 


Exhibit 1 - Company Law of the People's Republic of China 


Exhibit 2 - General Rules of the Civil Law of the People's Republic of China 
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Company Law of the People’s Republic of China (2013 Revision)


Promulgation
Authorities:


Standing Committee of the National People's Congress


Promulgation Date: 2013.12.28
Effective Date: 2014.03.01
Validity Status: valid


Company Law of the People's Republic of China (2013 Revision)
   (Adopted by the 5th Session of the Standing Committee of the Eighth National People's Congress on 29 December
1993


   First Revision made in accordance with the Decision on Revision of the "Company Law of the People's Republic of
China" by the 13th Session of the Standing Committee of the Ninth National People's Congress on 25 December
1999
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CHAPTER I GENERAL PRINCIPLES


   Article 1 This Law is formulated for the purposes of standardising the organisation and activities of companies,
protecting the legal rights and interests of companies, shareholders and creditors, safeguarding social and economic
order and promoting the development of socialist market economy.


   Article 2 Companies referred to in this Law shall mean limited liability companies and companies limited by shares
established in China in accordance with the provisions of this Law.


   Article 3 A company is an enterprise legal person which owns independent legal person property and enjoys legal
person property rights.


The liability of a company shall be limited to its entire assets. The liability of a shareholder of a limited liability
company shall be limited to the amount of its capital contribution. The liability of a shareholder of a company limited
by shares shall be limited to the number of its subscribed shares.
   Article 4 Shareholders of a company shall be entitled to gains on assets, participation in major decision-making
and selection of managers etc in accordance with the law.


   Article 5 Companies engaging in business activities shall comply with the provisions of laws and administrative
regulations, uphold social morality, business ethics, honesty and trustworthiness, accept supervision of the
government and social public and bear social responsibility.


The legal rights and interests of companies shall be protected by the law and shall not be infringed.
   Article 6 Applications shall be submitted to the company registration authorities in accordance with the law for
registration and incorporation of companies. Applications which satisfy the requirements for incorporation stipulated
in this Law shall be registered by the company registration authorities as limited liability companies or companies
limited by shares respectively. Applications which do not satisfy the requirements for incorporation stipulated in this
Law shall not be registered as limited liability companies or companies limited by shares.


Where it is provided by the laws and administrative regulations that company incorporation requires prior approval,
such approval formalities shall be completed in accordance with the law prior to the application for company
registration.
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The public may apply to inquire company registration matters with the company registration authorities; the company
registration authorities shall provide such inquiry services.


   Article 7 Companies incorporated in accordance with the law shall be issued a business licence by the company
registration authorities. The date of issuance of a business licence shall be the date of incorporation of the company.


A business licence shall state the name and address, registered capital and scope of operations of the company, the
name of its legal representative etc.


Where there is a change in the details stated on a business licence, the company shall complete change of
registration formalities in accordance with the law and the company registration authorities shall issue a new
business licence.


   Article 8 Limited liability companies incorporated in accordance with this Law shall include the wordings "limited
liability company" or "company limited" in their company name.


Companies limited by shares incorporated in accordance with this Law shall include the wordings "company limited
by shares" or "joint stock company" in their company name.
   Article 9 A limited liability company proposing to be converted to a company limited by shares shall comply with
the requirements for companies limited by shares stipulated in this Law. A company limited by shares proposing to
be converted to a limited liability company shall comply with the requirements for limited liability companies stipulated
in this Law.


In the case of a conversion from a limited liability company into a company limited shares or vice versa, the liability of
the company before the conversion shall be assumed by the converted company.
   Article 10 The address of the company shall be its principal business office.


   Article 11 A company shall draft its articles of association in accordance with the law. The articles of association of
the company shall be binding on the company, shareholders, directors, supervisors and senior management
personnel.


   Article 12 The scope of operations of a company shall be provided in the articles of association of the company
and be registered in accordance with the law. The scope of operations of a company may be amended by a revision
to the articles of association of the company, and change of registration formalities shall be completed.


Where it is provided in the laws and administrative regulations that the scope of operations of a company is subject to
approval, such approval formalities shall be completed in accordance with the law.
   Article 13 The chairman, an executive director or a manager shall act as the legal representative of the company in
accordance with the provisions of the articles of association of the company and registration formalities shall be
completed in accordance with the law. Where there is a change of legal representative of the company, change of
registration formalities shall be completed.


   Article 14 Companies may register branch companies. Applications for incorporation of branch companies shall be
submitted to the company registration authorities and a business licence shall be issued for successful applications.
A branch company does not possess legal person qualification and its civil liability shall be borne by the company.


Companies may incorporate subsidiaries. A subsidiary possesses legal person qualification and shall bear civil
liability independently in accordance with the law.
   Article 15 A company may invest in other enterprises. However, unless otherwise provided by the law, a company
shall not act as a contributory which bears joint liability of an investee enterprise.


   Article 16 Where a company invests in other enterprises or provide guarantee for others, a resolution passed by
the board of directors or board of shareholders or a general meeting in accordance with the articles of association of
the company shall be required. Where the articles of association of the company provide a limit for the total amount
of such investment or guarantee or the amount of each investment or guarantee, such limits shall not be exceeded.


In the case of a company providing guarantee for a shareholder or the actual controlling party of the company, a
resolution passed by the board of shareholders or a general meeting is required.


Shareholders stipulated in the preceding paragraph or shareholders controlled by the actual controlling party
stipulated in the preceding paragraph shall not participate in the resolution in respect of the matter stipulated in the
preceding paragraph. Such a resolution shall be passed by a simple majority of votes cast by other shareholders
attending the meeting.


   Article 17 Companies shall protect the legal rights and interests of their employees, enter into labour contracts with
their employees in accordance with the law, participate in social insurance, strengthen labour protection and
implement work safety.


Companies shall adopt various measures to strengthen vocational education and job training and upgrade staff's
quality.
   Article 18 The employees of companies shall organise labour unions in accordance with the provisions of the
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Trade Union Law of the People's Republic of China, develop trade union activities and safeguard the legal rights and
interests of employees. Companies shall provide the requisite conditions for the activities of their trade unions. A
trade union shall represent the employees to negotiate with the company on wages, working hours, welfare,
insurance, work safety and sanitation etc and enter into a collective contract with the company in accordance with the
law.


Companies shall implement democratic management through employees' representative congress or other means in
accordance with the provisions of the Constitution and relevant laws.


A company studying and proposing a structural reform, deliberating on major business issues and drafting important
rules and policies shall seek the comments of the trade union and hear the opinions and proposals of the employees
through the employees' representative congress or other means.


   Article 19 Where a Chinese Communist Party organisation is to be established in the company in accordance with
the articles of association of the Chinese Communist Party to develop Party activities, the company shall provide the
requisite conditions for such Party organisation activities.


   Article 20 Shareholders of a company shall exercise shareholders' rights in accordance with the provisions of laws
and administrative regulations and the articles of association of the company and shall not abuse their shareholders'
rights to cause damage to the company or the interests of other shareholders or abuse the independent legal person
status of the company and limited liability of the shareholders to cause damage to the interests of the creditors of the
company.


Shareholders of a company who abuse their shareholders' rights and cause the company or other shareholders to
suffer damages shall bear compensation liability in accordance with the law.


Shareholders of a company who abuse the independent legal person status of the company and limited liability of
shareholders to evade debts and cause damage to the interests of the creditors of the company shall bear joint
liability for the company's debt.


   Article 21 The controlling shareholders, actual controlling party, directors, supervisors and senior management
personnel of a company shall not use their relationship to cause damage to the company's interests.


Persons who violate the aforesaid provisions and cause the company to suffer losses shall bear compensation
liability.
   Article 22 A resolution passed by the board of shareholders or a shareholders' meeting or the board of directors
which violates the provisions of laws and administrative regulations shall be void.


Where the convening procedures and voting method of a meeting of the board of shareholders or board of directors
or a shareholders' meeting violates the provisions of laws and administrative regulations or the articles of association
of the company or the contents of the resolution violate the articles of association of the company, the shareholders
may apply to a people's court within 60 days from the date of resolution for rescission of the resolution.


Where the shareholders file for a lawsuit in accordance with the provisions of the preceding paragraph, the people's
court may, upon a request of the company, ask the shareholders to provide the corresponding guarantee.


Where a company has completed change of registration formalities in accordance with a resolution passed by the
board of shareholders or a shareholders' meeting or the board of directors and upon nullification or rescission of the
resolution by a people's court, the company shall apply to the company registration authorities for rescission of the
change of registration.


CHAPTER II ESTABLISHMENT AND ORGANISATION OF LIMITED LIABILITY COMPANIES


Section 1 Establishment


   Article 23 Incorporation of a limited liability companies shall satisfy the following requirements:


(1) the quorum of shareholders shall be met;


(2) the capital contribution subscribed by all its shareholders shall comply with the provisions of the company's
articles of association;


(3) the articles of association of the company shall be jointly drafted by the shareholders of the company;


(4) a company name shall exist and the organisation shall satisfy the requirements of a limited liability company; and


(5) a company address shall exist.


   Article 24 Limited liability companies shall be incorporated by not more than 50 shareholders contributing to the
capital.
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   Article 25 The articles of association of limited liability companies shall state the following matters:


(1) name and address of the company;


(2) scope of operations of the company;


(3) amount of the registered capital of the company;


(4) name of the shareholders;


(5) method of capital contribution of the shareholders and amount and timing of capital contribution;


(6) the organisation of the company and the method of organisation, duties and powers and rules of procedure;


(7) legal representative of the company; and


(8) other matters required by the shareholders' meeting to be stipulated.


The shareholders shall sign and affix their seal on the articles of association of the company.
   Article 26 The registered capital of a limited liability company shall be the amount of capital contribution subscribed
by all its shareholders who are registered with the company registration authorities.


Where the laws, administrative regulations and the State Council decisions stipulate otherwise on paid-up registered
capital and the minimum amount of registered capital of limited liability companies, such provisions shall prevail.
   Article 27 Shareholders may make capital contribution in cash or in kind such as intellectual property, land use
rights and other non-cash properties which can be valuated and transferred in accordance with the law, except for
properties prohibited by laws and administrative regulations to be used for capital contribution.


Non-cash properties used for capital contribution shall be valuated and verified; and shall not be overvalued or
undervalued. Where there are provisions in the laws and administrative regulations on valuation, such provisions
shall prevail.
   Article 28 The shareholders shall make their respective capital contribution in accordance with the amount of their
subscribed capital and the schedule stipulated in the articles of association of the company. Shareholders making
capital contribution in cash shall deposit the full amount of their capital contribution in cash into a bank account of the
limited liability company. Shareholders making capital contribution using non-cash properties shall complete the
transfer formalities for the property rights in accordance with the law.


Shareholders who fail to make capital contribution in accordance with the said provisions shall, in addition to making
the capital contribution in full, bear default liability towards other shareholders who have made their capital
contributions in full accordance with the schedule.
   Article 29 Upon full subscription of capital contribution by the shareholders as stipulated by the company's articles
of association, the representative designated by all the shareholders or the agent entrusted by all the shareholders
shall submit an application form for company registration, the company's articles of association etc to the company
registration authorities to apply for incorporation and registration.


   Article 30 Where it is discovered after the incorporation of a limited liability company that the actual value of non-
cash properties used for capital contribution for company incorporation is significantly lower than the value stipulated
in the articles of association of the company, the shareholders who made the capital contribution shall make up for
the difference; and other shareholders at the time of company incorporation shall bear joint liability.


   Article 31 Upon incorporation of a limited liability company, a capital contribution certificate shall be issued to the
shareholders.


A capital contribution certificate shall state the following matters:


(1) company name;


(2) date of incorporation of the company;


(3) registered capital of the company;


(4) name of the shareholder and the amount and date of capital contribution; and


(5) serial number of the capital contribution certificate and date of issuance.


The company seal shall be affixed to capital contribution certificates.


   Article 32 Limited liability companies shall set up a register of shareholders which state the following matters:


(1) name and address of the shareholders;
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(2) amount of capital contribution of the shareholders; and


(3) serial numbers of the capital contribution certificates.


Shareholders named in the register of shareholders may exercise their shareholders' rights in accordance with the
register of shareholders.


Companies shall register the names of their shareholders and their respective amount of capital contribution with the
company registration authorities. Where there is a change in the registration details, change of registration formalities
shall be completed. Where the registration or change of registration formalities are not completed, no defence
against third party claims shall be made.


   Article 33 Shareholders shall have the right to check and make copies of the articles of association, minutes of
shareholders' meetings, resolutions of the board of directors and board of supervisors and financial reports of the
company.


Shareholders may request to check the accounts of the company. A shareholder who requests to check the accounts
of the company shall make a written request and state the purpose. If the company has reasonable grounds to
believe that the shareholder who makes the request has an ulterior motive and may cause damage to the legal
interests of the company, it may reject the request and shall give a written reply to the shareholder stating the reason
within 15 days from the date of the written request of the shareholder. Where the company rejects the request, the
shareholder may apply to a people's court for access to the company's accounts.
   Article 34 Shareholders shall be entitled to bonus sharing in accordance with the ratio of capital contribution; in the
event of an increase in capital, the shareholders shall have pre-emptive right to subscribe to new capital in
accordance with the ratio of capital contribution, unless all the shareholders agreed that bonus sharing or
subscription to new capital shall not be in accordance with the ratio of capital contribution.


   Article 35 Upon the incorporation of a company, the shareholders shall not withdraw their capital contribution.


Section 2 Organisation


   Article 36 The board of shareholders of a limited liability company shall comprise all shareholders of the company.
The board of shareholders is the authority of the company and shall exercise their duties and powers in accordance
with the provisions of this Law.


   Article 37 The board of shareholders shall exercise the following duties and powers:


(1) decide on the business direction and investment plans of the company;


(2) elect and remove directors and supervisors who are not representatives of the employees and decide on the
remuneration of directors and supervisors;


(3) review and approve reports of the board of directors;


(4) review and approve reports of the supervisors or the board of supervisors;


(5) review and approve the annual financial budget and financial accounting plan of the company;


(6) review and approve the profit distribution plan and loss recovery plan of the company;


(7) resolve on increase or reduction of registered capital of the company;


(8) resolve on issue of corporate bonds;


(9) resolve on merger, division, dissolution, liquidation or change of company structure;


(10) amend the articles of association of the company; and


(11) other duties and powers stipulated in the articles of association of the company.


The shareholders may pass a resolution in writing unanimously for a direct decision on the aforesaid matters without
convening a shareholders' meeting and all the shareholders shall sign and affix their seal on the decision document.
   Article 38 The first shareholders' meeting shall be convened and chaired by the shareholder who made the largest
amount of capital contribution and shall exercise its duties and powers in accordance with the provisions of this Law.


   Article 39 Shareholders' meetings include regular meetings and ad hoc meetings.


Regular meetings shall be convened regularly in accordance with the provisions of the articles of association of the
company. Shareholders holding one-tenth or more of the voting rights or one-third or above of the board of directors
or board of supervisors or the supervisors (in the case of a company which does not have a board of supervisors)
may propose to convene an ad hoc meeting.
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   Article 40 In the case of limited liability companies which have established a board of directors, the shareholders'
meetings shall be convened by the board of directors and chaired by the chairman; where the chairman is unable or
fails to perform his/her duties, the deputy chairman shall chair the shareholders' meeting; where the deputy chairman
is unable or fails to perform to do so, a director appointed by more than half of the board of directors shall chair the
meeting.


In the case of limited liability companies which have not established a board of directors, the shareholders' meetings
shall be convened and chaired by the executive director.


Where the board of directors or the executive director is unable or fails to convene a shareholders' meeting, the
board of supervisors or the supervisor (in the case of companies which have not established a board of supervisors)
shall convene and chair the meeting; where the board of supervisors or the supervisor does not convene and chair a
meeting, shareholders holding one-tenth or more of the voting rights may convene and chair the meeting.


   Article 41 All shareholders shall be notified 15 days before a shareholders' meeting is convened, unless otherwise
provided in the articles of association of the company or otherwise agreed by all shareholders.


The board of shareholders shall record minutes of meeting and the shareholders present at the meeting shall sign on
the minutes of meeting.
   Article 42 The voting rights exercisable by shareholders at a shareholders' meeting shall be based on the ratio of
capital contribution, unless otherwise provided in the articles of association of the company.


   Article 43 The rule of procedure and voting procedures of a board of shareholders shall be stipulated by the
articles of association of the company, unless otherwise provided in this Law.


Resolutions passed by a shareholders' meeting on amendment to the articles of association of the company,
increase or reduction of registered capital, and company merger, division, dissolution or change of company structure
shall be passed by shareholders holding two-thirds or more of the voting rights.
   Article 44 The board of directors of limited liability companies shall comprise three to 13 members, unless
otherwise provided in Article 50.


The board of directors of a limited liability company invested and incorporated by two or more State-owned
enterprises or two or more other State-owned investment entities shall comprise employees' representatives; the
board of directors of other limited liability companies may comprise employees' representatives. Employees'
representatives who sit on the board of directors shall be appointed by company employees via an employees'
representative congress or employees' congress or other forms of democratic election.


The board of directors shall appoint one chairman and may appoint a deputy chairman. The appointment of chairman
and a deputy chairman shall be stipulated by the articles of association of the company.


   Article 45 The term of appointment of a director shall be stipulated by the articles of association of the company,
but each term shall not exceed three years.


Upon expiry of the term of appointment, a director may be re-elected. Where no new appointment is made upon
expiry of the term of appointment of a director or a director has resigned during his/her term of appointment and
causes the number of directors that constitutes the board of directors to fall below the quorum, the original director
shall, prior to the new director taking office, continue to perform his/her duties as a director in accordance with the
provisions of laws and administrative regulations and the articles of association of the company.
   Article 46 The board of directors shall be accountable to the board of shareholders and shall exercise the following
duties and powers:


(1) convene shareholders' meetings and report to the board of shareholders;


(2) execute the resolutions passed by the board of shareholders;


(3) decide on the business plans and investment schemes of the company;


(4) formulate the annual financial budget and financial accounting plan of the company;


(5) formulate the profit distribution plan and loss recovery plan of the company;


(6) formulate the plan for increase or reduction of registered capital and issue of corporate bonds;


(7) formulate the plan for merger, division, dissolution or change of company structure;


(8) decide on the set-up of internal management organisation of the company;


(9) decide on appointment or dismissal of company managers and their remuneration, and decide on appointment or
dismissal of deputy managers and finance controller of the company based on the nomination by the managers.
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(10) formulate the basic management system of the company; and


(11) other duties and powers stipulated by the articles of association of the company.


   Article 47 Meetings of the board of directors shall be convened and chaired by the chairman; where the chairman
is unable or fails to perform his/her duties, the deputy chairman shall convene and chair the meeting; where the
deputy chairman is unable or fails to perform his/her duties, a director appointed by half or more of the board of
directors shall convene and chair the meeting.


   Article 48 The rules of procedure and voting procedures of the board of directors shall be stipulated by the articles
of association of the company, unless otherwise provided in this Law.


The board of directors shall record minutes of meeting and the directors present at the meeting shall sign on the
minutes of meeting.


The board of directors shall exercise one vote per person for passing of resolutions.


   Article 49 Managers of limited liability companies may be appointed or dismissed by the board of directors. The
managers shall be accountable to the board of directors and shall exercise the following duties and powers:


(1) manage the production and business operations of the company and organise and implement resolutions passed
by the board of directors;


(2) organise and implement the annual business plan and investment scheme of the company;


(3) draft the plan for setting up of internal management organisation of the company;


(4) draft the basic management system of the company;


(5) formulate company rules and policies;


(6) recommend appointment or dismissal of deputy manager and financial controller of the company;


(7) decide on appointment or dismissal of management staff other than those positions which are to be decided by
the board of directors; and


(8) other duties and powers granted by the board of directors.


Where there are provisions in the articles of association of the company on the duties and powers of managers, such
provisions shall prevail.


Managers shall attend meetings of the board of directors.


   Article 50 Limited liability companies with relatively fewer shareholders or of a relatively smaller scale may appoint
an executive director instead of establishing a board of directors. An executive director may hold the post of company
manager concurrently.


The duties and powers of the executive director shall be stipulated by the articles of association of the company.
   Article 51 The board of supervisors of a limited liability company shall comprise not less than three members.
Limited liability companies with relatively fewer shareholders or of a relatively smaller scale may appoint one to two
supervisors instead of establishing a board of supervisors.


The board of supervisors shall include shareholders' representatives and an appropriate number of employees'
representatives; the ratio of employees' representative therein shall not be less than one-third and such ratio shall be
stipulated by the articles of association of the company. Employees' representatives sitting on the board of
supervisors shall be appointed by company employees via an employees' representative congress or employees'
congress or other forms of democratic election.


The board of supervisors shall appoint a chairman; the chairman shall be elected by more than half of the board of
supervisors. The chairman of the board of supervisors shall convene and chair meetings of the board of
supervisors; where the chairman of the board of supervisors is unable or fails to perform his/her duties, a supervisor
appointed by more than half of the board of supervisors shall convene and chair the meeting(s) of the board of
supervisors.


Directors and senior management personnel shall not hold the post of supervisor concurrently.


   Article 52 The term of appointment of a supervisor shall be three years. Upon expiry of the term of appointment, a
supervisor may be re-elected.


Where no new appointment is made upon expiry of the term of appointment of a supervisor or a supervisor resigns
during his/her term of appointment and causes the number of supervisors that constitutes the board of supervisors to
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fall below the quorum, the original supervisor shall, prior to the new supervisor taking office, continue to perform
his/her duties as a supervisor in accordance with the provisions of laws and administrative regulations and the
articles of association of the company.
   Article 53 A board of supervisors or a supervisor (in the case of companies which have not established a board of
supervisors) shall exercise the following duties and powers:


(1) inspect the company finances;


(2) supervise the performance of duties by directors and senior management personnel and propose to remove a
director or senior management personnel who violates the provision of the laws and administrative regulations and
the articles of association of the company or the resolutions of the board of shareholders;


(3) require a director or senior management personnel who acts against the interests of the company to make
correction;


(4) propose to convene ad hoc shareholders' meeting, convene and chair a shareholders' meeting when the board of
directors fails to convene and chair a shareholders' meeting in accordance with the provisions of this Law;


(5) make proposals at shareholders' meetings;


(6) file a lawsuit against a director or senior management personnel in accordance with the provisions of Article
151; and


(7) other duties and powers stipulated in the articles of association of the company.


   Article 54 Supervisors may attend meetings of the board of directors and query resolutions of the board of
directors or give suggestions.


A board of supervisors or a supervisor (in the case of companies which have not established a board of supervisors)
may conduct investigation upon discovering irregularities in the business operations and may appoint an accounting
firm etc to assist in the investigation if necessary; such expenses shall be borne by the company.
   Article 55 The board of supervisors shall convene at least one meeting every year; a supervisor may propose to
convene an ad hoc meeting of the board of supervisors.


The rule of procedures and voting procedures of a board of supervisors shall be stipulated by the articles of
association of the company, unless otherwise provided in this Law.


Resolutions of a board of supervisors shall be passed by a simple majority of votes.


The board of supervisors shall record minutes of meeting and the supervisors present at the meeting shall sign on
the minutes of meeting.


   Article 56 Expenses incurred by a board of supervisors or a supervisor (in the case of companies which have not
established a board of supervisors) in exercising their duties and powers shall be borne by the company.


Section 3 Special Provisions on One-person Limited Liability Companies


   Article 57 The provisions of this Section shall apply to the establishment and organisation of one-person limited
liability companies. Where there is no provision in this Section, the provisions of Sections 1 and 2 of this Chapter
shall apply.


One-person limited liability companies referred to in this Law shall mean limited liability companies with only one
natural person shareholder or one legal person shareholder.
   Article 58 A natural person shall invest in a one-person limited liability company only. Such a one-person limited
liability company shall not invest in the setting up of a new one-person limited liability company.


   Article 59 A one-person limited liability company shall declare in its company registration details whether the
company is wholly-funded by a natural person or a legal person and state so in its business licence.


   Article 60 The articles of association of one-person limited liability companies shall be formulated by the
shareholder.


   Article 61 One-person limited liability companies are not required to establish a board of shareholders. The
shareholder shall put decisions stipulated in the first paragraph of Article 37 in writing and keep such documents in
the company after signing.


   Article 62 One-person limited liability companies shall formulate a financial accounting report at each accounting
year-end for audit by an accounting firm.


   Article 63 A shareholder of a one-person limited liability company who is unable to prove that the company's
assets are independent of the shareholder's personal assets shall bear joint liability for the company's debt.
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Section 4 Special provisions on State-owned wholly-funded companies


   Article 64 The provisions of this Section shall apply to the establishment and organisation of State-owned wholly-
funded companies. Where there is no provision in this Section, the provisions of Sections 1 and 2 of this Chapter
shall apply.


State-owned wholly-funded companies referred to in this Law shall mean limited liability companies wholly funded by
the State and for which the State Council or a local people's government has authorised the State-owned assets
supervision and administration authorities of the local people's government to perform the duties of a capital
contributory.
   Article 65 The articles of association of State-owned wholly-funded companies shall be formulated by the State-
owned assets supervision and administration authorities or formulated by the board of directors and submitted to the
State-owned assets supervision and administration authorities for approval.


   Article 66 In the case of State-owned wholly-funded companies which do not establish a board of shareholders,
the State-owned assets supervision and administration authorities shall exercise the duties and powers of the board
of shareholders. The State-owned assets supervision and administration authorities may authorise the board of
directors to exercise some duties and powers of the board of shareholders and to decide on important matters of the
company; however, any merger, division, dissolution, increase or reduction in registered capital and issue of
corporate bonds of the company shall be decided by the State-owned assets supervision and administration
authorities; a merger, division, dissolution, bankruptcy application of significant State-owned wholly-funded
companies shall be examined by the State-owned assets supervision and administration authorities and reported to
the people's government of counterpart level.


The aforesaid significant State-owned wholly-funded companies shall be determined in accordance with the
provisions of the State Council.
   Article 67 The board of directors of State-owned wholly-funded companies shall exercise duties and powers
stipulated in Article 46 and Article 66. The term of appointment of directors shall not exceed three years. The board of
directors shall comprise employees' representatives.


The board of directors shall be appointed by the State-owned assets supervision and administration
authorities; however employees' representatives sitting on the board of directors shall be elected by an employees'
representative congress.


The board of directors shall appoint a chairman and may appoint deputy chairmen. The chairman and deputy
chairmen shall be appointed by the State-owned assets supervision and administration authorities from members of
the board of directors.


   Article 68 The managers of State-owned wholly-funded companies shall be appointed or dismissed by the board
of directors. The managers shall exercise duties and powers in accordance with the provisions of Article 49.


A director may take the post of manager concurrently with the consent of the State-owned assets supervision and
administration authorities.
   Article 69 The chairman, deputy chairmen, directors and senior management personnel of State-owned wholly-
funded companies shall not hold a post concurrently in other limited liability companies, companies limited by shares
or economic organisations without the consent of the State-owned assets supervision and administration authorities.


   Article 70 The board of supervisors of State-owned wholly-funded companies shall comprise not less than five
members; the ratio of employees' representatives shall not be less than one-third. The ratio shall be stipulated by the
articles of association of the company.


The board of supervisors shall be appointed by the State-owned assets supervision and administration
authorities; however, employees' representatives sitting on the board of supervisors shall be elected by an
employees' representative congress. The chairman of the board of supervisors shall be appointed by the State-
owned assets supervision and administration authorities from members of the board of supervisors.


The board of supervisors shall exercise the duties and powers stipulated in item (1) to item (3) of Article 53 and other
duties and powers stipulated by the State Council.


CHAPTER III SHARE TRANSFERS OF LIMITED LIABILITY COMPANIES


   Article 71 The shareholders of a limited liability company may transfer all or part of their equity interests among
themselves.


A shareholder proposing to transfer its equity interests to a non-shareholder shall obtain the consent of more than
half of the other shareholders. The shareholder shall inform the other shareholders of the proposed equity transfer in
writing and seek their consent. Failure to reply within 30 days from receipt of the written notice shall be deemed as
consent to the proposed transfer. Where more than half of the other shareholders do not consent to the proposed
transfer, the non-consenting shareholders shall acquire such equity interests, failing which they shall be deemed to
have consented to the proposed transfer.
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Where the shareholders consent to the proposed transfer, the other shareholders shall have pre-emptive right to
acquire such equity interests on similar terms. Where two or more shareholders intend to exercise their pre-emptive
rights, they shall negotiate and determine the acquisition ratio. Where the negotiation fails, the shareholders shall
exercise their pre-emptive rights based on the ratio of capital contribution at the time of the proposed transfer.


Where there are provisions in the articles of association of the company for transfer of equity interests, such
provisions shall prevail.


   Article 72 A people's court handling transfer of equity interests of a shareholder in accordance with the
enforcement procedures stipulated by the laws shall inform the company and all its shareholders; the other
shareholders shall have pre-emptive rights to acquire such equity interests on similar terms. Failure to exercise pre-
emptive rights within 20 days from receipt of the notice of the people's court shall be deemed as a forfeiture of pre-
emptive rights by the other shareholders.


   Article 73 Following a transfer of equity interests in accordance with the provisions of Article 71 and Article 72, the
company shall cancel the capital contribution certificate of the original shareholder, issue a new capital contribution
certificate to the new shareholder(s) and make corresponding amendments to the articles of association of the
company and the records of shareholders and their amount of capital contribution in the register of shareholders.
Such amendment to the articles of association of the company shall not require a resolution of the board of
shareholders.


   Article 74 Under any of the following circumstances, shareholders who cast an opposing vote to a resolution
passed by the board of shareholders may request that the company acquire their equity interests based on a
reasonable price:


(1) the company has not made a profit distribution to the shareholders for five consecutive years although the
company has been profitable for those five consecutive years and satisfy profit distribution requirements stipulated in
this Law;


(2) merger, division and transfer of main assets of the company; or


(3) expiry of the term of business operations stipulated in the articles of association of the company or the occurrence
of a trigger event for dissolution stipulated in the articles of association or the passing of a resolution by a
shareholders' meeting to amend the articles of association for subsistence of the company.


Where the shareholders fail to conclude an agreement for acquisition of equity interests within 60 days from the date
of the resolution by the shareholders' meeting, the shareholders may file a lawsuit with a people's court within 90
days from the date of the resolution of the shareholders' meeting.
   Article 75 Upon the death of a natural person successor, the lawful successor of a natural person shareholder may
succeed the shareholder's qualifications, unless otherwise provided by the articles of association of the company.


CHAPTER IV ESTABLISHMENT AND ORGANISATION OF COMPANIES LIMITED BY SHARES


Section 1 Establishment


   Article 76 Establishment of companies limited by shares shall satisfy the following requirements:


(1) the number of promoters satisfies the quorum;


(2) the total share capital subscribed by all the promoters or the paid-up total share capital raised by all the promoters
shall comply with the provisions of the company's articles of association;


(3) share issues and preparatory matters satisfy the provisions of the law;


(4) the articles of association of the company shall be formulated by the promoters and shall be adopted by the
founding meeting if the company is established by a share float method;


(5) a company name shall exist and the organisation shall satisfy the requirements of a company limited by
shares; and


(6) a company address shall exist.


   Article 77 Establishment of a company limited by shares may adopt the promotion method or share float method.


Establishment by promotion shall mean that the promoters set up a company by subscribing to the entire share
capital of the company.


Establishment by share float shall mean that the promoters establish a company by subscribing to a part of the
shares to be issued by the company and offering the remaining shares to the public or to specific targets.
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   Article 78 The number of promoters required for the establishment of a company limited by shares shall be more
than two but less than 200 and half of the promoters shall have a domicile in China.


   Article 79 The promoters of a company limited by shares shall handle the preparatory matters of the company.


The promoters shall enter into a promoters' agreement to specify their respective rights and obligations in the
process of establishment of the company.
   Article 80 The registered capital of a company limited by shares established by promotion shall be the total share
capital subscribed by all the promoters as registered with the company registration authorities. Prior to the capital
subscribed by the promoters being paid up, the company shall not offer shares to others.


The registered capital of a company limited by shares established by share float shall be the actual paid-up capital at
the time of registration with the company registration authorities.


Where the laws and administrative regulations stipulate otherwise on paid up registered capital and the amount of
minimum registered capital for companies limited by shares, such provisions shall prevail.


   Article 81 The articles of association of companies limited by shares shall state the following matters:


(1) name and address of the company;


(2) scope of operations of the company;


(3) the method of establishment of the company;


(4) total number of shares of the company, par value of each share and amount of the registered capital;


(5) names of the promoters, number of shares subscribed to, and method and timing of capital contribution;


(6) composition of the board of directors, duties and powers and rules of procedure;


(7) legal representative of the company;


(8) composition of the board of supervisors, duties and powers and rules of procedure;


(9) profit distribution method of the company;


(10) trigger events for dissolution of the company and liquidation method;


(11) company notices and announcement method; and


(12) other matters required by the board of shareholders to be stipulated.


   Article 82 The provisions of Article 27 shall apply to the methods of capital contribution by promoters.


   Article 83 The promoters of a company limited by shares established by promotion shall subscribe in writing to the
number of shares stipulated by the articles of association of the company. In the case of capital contributions to be
made in non-cash assets, the formalities for transfer of property rights shall be completed in accordance with the
provisions of the law.


Promoters who fail to make capital contribution in accordance with the provisions of the preceding paragraph shall
bear default liability in accordance with the provisions of the promoters' agreement.


Upon capital contribution fully subscribed by the promoters as stipulated in the company's articles of association, the
board of directors and board of supervisors shall be elected, the board of directors shall submit the company's
articles of association and other documents stipulated by the laws and administrative regulations to the company
registration authorities to apply for incorporation and registration.


   Article 84 The shares subscribed by the promoters of a company limited by shares established by share float shall
not be less than 35% of the share capital of the company, unless otherwise provided in the laws and administrative
regulations.


   Article 85 Promoters shall make an announcement of the prospectus for a share offering to the public and prepare
a subscription form. The subscription form shall state the items stipulated in Article 86 for the subscriber to fill in the
number of shares subscribed, monetary amount and address; the subscriber shall sign and affix seal on the
subscription form. The subscriber shall make payment based on the number of shares subscribed.


   Article 86 The prospectus shall include the articles of association of the company formulated by the promoters and
state the following matters:


(1) number of shares subscribed by the promoters;
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(2) par value of each share and the issue price;


(3) total number of bearer shares to be issued;


(4) usage of the funds raised;


(5) rights and obligations of a subscriber; and


(6) a statement stating the commencement and cut-off date for the share offering and that where the shares are not
fully subscribed by the cut-off date, the subscribers may withdraw their subscription.


A share offering by the promoters to the public shall be underwritten by a securities company established in
accordance with the law and an underwriting agreement shall be entered into.
   Article 88 Promoters offering shares to the public shall enter into a custodial agreement with a receiving bank.


The receiving bank shall collect payments from the subscribers on behalf of the issuer in accordance with the
agreement and issue receipts to the subscribers who have made payments, and shall have the obligation to show
proof of collection to the relevant authorities.
   Article 89 Upon the issued share capital being fully paid up, a capital verification organisation established in
accordance with the law shall conduct a capital verification and issue a certificate. The promoters shall convene the
founding meeting within 30 days from the date on which the share capital is fully paid up. The founding meeting shall
be constituted by the subscribers.


Where the issued share capital is not fully subscribed by the cut-off date stipulated in the prospectus or the
promoters fail to convene the founding meeting within 30 days following the issued share capital being fully paid up,
the subscribers may demand from the promoters a refund of the payment and bank deposit interest for the same
period.
   Article 90 The promoters shall give notice to all subscribers 15 days in advance of the date of the founding
meeting or make an announcement. The quorum of the founding meeting shall be promoters and subscribers holding
more than half of the total number of shares.


The founding meeting shall exercise the following duties and powers:


(1) review the report of promoters on preparatory status of the company;


(2) adopt the articles of association of the company;


(3) elect members of the board of directors;


(4) elect members of the board of supervisors;


(5) review the setting up expenses of the company;


(6) review the consideration of the assets used for capital contribution by the promoters;


(7) in the event of a force majeure event or a significant change in the business conditions which bears a direct
influence on the establishment of the company, a resolution to halt the incorporation of the company may be made.


A resolution of the founding meeting on any of the matters stipulated in the aforesaid paragraph shall be passed by a
simple majority of votes held by the subscribers.


   Article 91 The promoters and subscribers shall not withdraw their share capital after they have made their capital
contribution, except where the shares are not fully subscribed by the deadline or the promoters fail to convene the
founding meeting or the founding meeting passed a resolution on halting the incorporation of the company.


   Article 92 The board of directors shall submit the following documents to the company registration authorities
within 30 days from conclusion of the founding meeting to apply for incorporation and registration:


(1) application form for company registration;


(2) minutes of the founding meeting;


(3) articles of association of the company;


(4) capital verification certificate;


(5) letter of appointment for the legal representative, directors and supervisors and their identity documents;


(6) legal person certificate or identity document of the promoters; and
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(7) certificate of company address.


A company limited by shares established by share float shall submit the approval document issued by the securities
regulatory authorities of the State Council to the company registration authorities if it proposes to offer shares to the
public.
   Article 93 Promoters of a company limited by shares who fail to make full capital contribution in accordance with
the provisions of the articles of association of the company shall make up for the payment; other promoters shall bear
joint liability.


Where it is discovered after the incorporation of a company limited by shares that the actual value of non-cash assets
used for capital contribution for the incorporation is significantly lower than the amount stated in the articles of
association of the company, the promoter who made the capital contribution shall make up for the difference; other
promoters shall bear joint liability.
   Article 94 The promoters of companies limited by shares shall:


(1) bear the debts and expenses incurred for the incorporation in the event that the incorporation is unsuccessful; and


(2) bear joint liability for refund of the payments made by the subscribers and bank deposit interest for the same
period in the event that the incorporation is unsuccessful;


(3) compensate the company for damages incurred by the company in the course of incorporation due to the fault of
the promoters.


   Article 95 In the case of a conversion from a limited liability company into a company limited by shares, the total
amount of converted paid-up capital shall not exceed the net asset value of the company. A share offering by a
company limited by shares converted from a limited liability company for the purpose of an increase in capital shall
be handled in accordance with the provisions of the law.


   Article 96 Companies limited by shares shall keep the articles of association of the company, register of
shareholders, corporate bonds counterfoil book, minutes of meetings of the board of shareholders, minutes of
meetings of the board of directors, minutes of meetings of the board of supervisors and financial reports at the
company.


   Article 97 Shareholders shall have the right to inspect the articles of association of the company, register of
shareholders, corporate bonds counterfoil book, minutes of meetings of the board of shareholders, resolutions of the
board of directors, resolutions of the board of supervisors and finance reports and may give suggestions on or query
the operations of the company.


Section 2 Shareholders' General Meetings


   Article 98 A shareholders' general meeting of a company limited by shares shall be constituted by all the
shareholders; the shareholders' general meeting shall be the authority of the company and shall exercise duties and
powers in accordance with the provisions of this Law.


   Article 99 The provisions of the first paragraph of Article 37 on the duties and powers of the board of shareholders
of limited liability companies shall apply to shareholders' general meetings of companies limited by shares.


   Article 100 A shareholders' general meeting shall be convened once every year. A shareholders' general meeting
shall be convened within two months of any of the following events:


(1) the number of directors falls below two-thirds of the quorum stipulated in this Law or articles of association of the
company;


(2) the losses of the company which have not been made good equal one-third of the paid-up capital of the company;


(3) requisition of a shareholders' general meeting by a shareholder who holds 10% or more of the company's shares
or several shareholders who hold 10% or more of the company's shares jointly;


(4) the board of directors deems it necessary to convene a shareholders' general meeting;


(5) the board of supervisors proposes to convene a shareholders' general meeting; or


(6) other events stipulated by the articles of association of the company.


   Article 101 Shareholders' general meetings shall be convened by the board of directors and chaired by the
chairman; where the chairman is unable or fails to perform his/her duties, the deputy chairman shall chair the
meeting; where the deputy chairman is unable or fails to perform his/her duties, a director appointed by more than
half of the board of directors shall chair the meeting.


Where the board of directors is unable to or fails to convene a shareholders' general meeting, the board of
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supervisors shall convene and chair a meeting promptly; where the board of supervisors fails to convene and chair
the meeting, a shareholder who holds 10% or more of the shares of the company or several shareholders who hold
10% or more of the shares of the company jointly for 90 days or more consecutively may convene and chair the
meeting.
   Article 102 All the shareholders shall be informed in writing 20 days in advance of a shareholders' general meeting
of the date and venue of meeting and the agenda. All the shareholders shall be informed 15 days in advance of an
extraordinary general meeting; where the agenda includes an issue of bearer shares, a notice of the meeting stating
the date and venue of the meeting and the agenda shall be given 30 days in advance.


A shareholder who holds 3% or more of the shares of the company or several shareholders who hold 30% or more of
the shares of the company jointly may submit a written proposal of an agenda item ten days before a shareholders'
general meeting to the board of directors; the board of directors shall inform other shareholders of the proposal within
two days from receipt of the proposal and table the proposal at the shareholders' general meeting for review. The
contents of the proposed agenda item shall be within the scope of duties and powers of the shareholders' general
meeting and shall contain a specific topic and specific resolution.


The shareholders' general meeting shall not resolve on matters which are not set out in the notice of meeting
stipulated in the two preceding paragraphs.


Holders of bearer shares attending a shareholders' general meeting shall deposit their share certificates with the
company from five days before the meeting to the conclusion of the shareholders' general meeting.


   Article 103 Shareholders attending a shareholders' general meeting shall exercise one vote per share. Company
shares held by the company shall not carry voting rights.


Resolutions of a shareholders' general meeting shall be passed by a simple majority of votes cast by shareholders
present at the meeting. Resolutions of a shareholders' general meeting on amendment to the articles of association
of the company, increase or reduction in registered capital, merger, division, dissolution or change of company
structure shall be passed by two-thirds majority of votes cast by shareholders present at the meeting.
   Article 104 Where the provisions of this Law and the articles of association of the company require a resolution of
the shareholders' general meeting for the transfer of major assets to others or vice versa or provision of guarantee to
external parties etc, the board of directors shall convene a shareholders' general meeting promptly for the passing of
a resolution on the aforesaid matter.


   Article 105 A cumulative voting system may be implemented for the election of directors and supervisors at a
shareholders' general meeting in accordance with the provisions of the articles of association of the company or a
resolution of the shareholders' general meeting.


The cumulative voting system referred to in this Law shall mean that the voting rights carried by each share shall
correspond to the number of directors or supervisors to be elected and the shareholders may use their voting rights
collectively for election of directors or supervisors at a shareholders' general meeting.
   Article 106 Shareholders may appoint their proxies to attend a shareholders' general meeting; the proxies shall
submit a power of attorney to the company and exercise the voting rights within the scope of authorisation.


   Article 107 Minutes of shareholders' general meetings shall be recorded and signed by the chairman and directors
who attended the meeting. The minutes of meetings shall be kept together with the record of shareholders'
signatures and copies of power of attorney.


Section 3 Board of Directors and Managers


   Article 108 The board of directors of companies limited by shares shall comprise five to 19 members.


The board of directors may comprise employees' representatives. Employees' representatives who sit on the board
of directors shall be appointed by company employees via an employees' representative congress or employees'
congress or other forms of democratic election.


The provisions of Article 45 on the term of appointment of directors of limited liability companies shall apply to
directors of companies limited by shares.


The provisions of Article 46 on duties and powers of the board of directors of limited liability companies shall apply to
the board of directors of companies limited by shares.


   Article 109 The board of directors shall appoint a chairman and may appoint a deputy chairman. The chairman
and a deputy chairman shall be elected by a simple majority of votes cast by all the directors.


The chairman shall convene and chair meetings of the board of directors, check the status of implementation of
resolutions of the board of directors. The a deputy chairman shall assist the chairman to perform his/her
duties; where the chairman is unable or fails to perform his/her duties, the deputy chairman shall perform the
duties; where the deputy chairman is unable or fails to perform the duties, a director appointed by more than half of
the board of directors shall perform the duties.
   Article 110 The board of directors shall convene at least two meetings every year. All the directors and supervisors
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shall be informed of the meeting ten days before a meeting.


Shareholders holding one-tenth or more of the voting rights or one-third or more of the board of directors or board of
supervisors may propose to convene an ad hoc meeting of the board of directors. The chairman shall convene and
chair a meeting of the board of directors within ten days from receipt of the proposal.


The board of directors may determine the method and period of notice in the case of an ad hoc meeting convened by
the board of directors.


   Article 111 A meeting of board of directors shall be constituted by more than half of the board of directors.
Resolutions of the board of directors shall be passed by a simple majority of votes cast by all the directors.


Each director shall have one vote for each resolution of the board of directors.
   Article 112 Directors shall attend meetings of the board of directors in person; a director who is unable to attend a
meeting may issue a power of attorney to appoint another director to attend the meeting on his behalf; the power of
attorney shall state the scope of authorisation.


Minutes of meetings of the board of directors shall be recorded and signed by the directors who attended the
meeting.


The directors shall be liable for resolutions of the board of directors. Where a resolution of the board of directors
violates the provisions of laws and administrative regulations or the articles of association of the company or a
resolution of the shareholders' general meeting and causes the company to suffer serious damages, directors who
participated in the resolution shall bear compensation liability towards the company; a director who can prove that
he/she has objected to the resolution and such objection is recorded in the minutes of meeting, the liability of the
director may be waived.


   Article 113 Managers of companies limited by shares may be appointed or dismissed by the board of directors.


The provisions of Article 49 on duties and powers of the managers of limited liability companies shall apply to the
managers of companies limited by shares.
   Article 114 The board of directors may appoint a director to take the post of manager concurrently.


   Article 115 A company shall not provide loans to its directors, supervisors or senior management personnel
directly or through its subsidiaries.


   Article 116 Companies shall disclose information on remuneration of directors, supervisors and senior
management personnel to their shareholders regularly.


Section 4 Board of Supervisors


   Article 117 Companies limited by shares shall establish a board of supervisors comprising not less than three
members.


The board of supervisors shall include shareholders' representatives and an appropriate number of employees'
representatives; the ratio of employees' representative therein shall not be less than one-third and such ratio shall be
stipulated by the articles of association of the company. Employees' representatives sitting on the board of
supervisors shall be appointed by company employees via an employees' representative congress or employees'
congress or other forms of democratic election.


The board of supervisors shall appoint a chairman and may appoint a deputy chairman. The chairman and deputy
chairman of the board of supervisors shall be elected by more than half of the board of supervisors. The chairman of
the board of supervisors shall convene and chair meetings of the board of supervisors; where the chairman of the
board of supervisors is unable or fails to perform his/her duties, the deputy chairman of the board of supervisors shall
convene and chair meetings of the board of supervisors; where the deputy chairman of the board of supervisors is
unable or fails to perform his/her duties, a supervisor appointed by more than half of the board of supervisors shall
convene and chair the meetings of the board of supervisors.


Directors and senior management personnel shall not take the post of supervisor concurrently.


The provisions of Article 52 on the term of appointment of supervisors of limited liability companies shall apply to the
supervisors of companies limited by shares.


   Article 118 The provisions of Article 53 and Article 54 on duties and powers of the board of supervisors of limited
liability companies shall apply to the board of supervisors of companies limited by shares.


Expenses incurred by the board of supervisors in the exercising of duties and powers shall be borne by the company.
   Article 119 The board of supervisors shall convene at least one meeting every six months. A supervisor may
propose to convene an ad hoc meeting of the board of supervisors.


The rules of procedure and voting procedures of the board of supervisors shall be stipulated by the articles of
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association of the company, unless otherwise provided in this Law.


Resolutions of the board of supervisors shall be passed by a simple majority.


Minutes of meetings of the board of supervisors shall be recorded and signed by the supervisors who attended the
meeting.


Section 5 Special Provisions on Organisation of Listed Companies


   Article 120 Listed companies referred to in this Law shall mean companies limited by shares whose shares are
listed and traded on a stock exchange.


   Article 121 Where a listed company acquired or sold major assets or provided guarantee amount(s) which
exceeds 30% or more of its assets, a resolution of the shareholders' general meeting passed by a two-third majority
of shareholders who attended the meeting shall be required.


Listed companies shall appoint independent directors; the specific measures shall be provided by the State Council.
   Article 123 Listed companies shall appoint a board secretary to be responsible for preparation of meetings of the
board of shareholders and board of directors, keeping of documents, management of shareholders' information and
handling of information disclosure etc.


   Article 124 The board of directors and directors of a listed company shall abstain from voting on a resolution or
vote on behalf of another director if they are an interested party in the resolution matter. The meeting of the board of
directors may be constituted by more than half of those directors who are not a related party; the resolution of the
board of directors shall be passed by a simple majority of votes cast by directors who are not a related party. Where
the number of directors who are not a related party is less than 3, the matter shall be submitted to the board of
shareholders of the listed company for review.


CHAPTER V SHARE ISSUES AND SHARE TRANSFERS OF COMPANIES LIMITED BY SHARES


Section 1 Share Issues


   Article 125 The capital of a company limited by shares is divided into shares of equal par value.


Shares of the companies shall be in script form. Share certificates shall be the proof issued by a company for the
shares held by the shareholders.
   Article 126 Share issues shall comply with the principles of fairness and equity. Shares of the same type shall rank
pari passu.


The terms and price shall be the same for all shares of the same type in a share issue. An organisation or individual
shall pay the same price for each share subscribed.
   Article 127 Shares may be issued at the par value or at a premium but shall not be issued below par value.


   Article 128 Shares shall be issued in script form or other forms stipulated by the securities regulatory authorities of
the State Council.


A share certificate shall state the following:


(1) name of the company;


(2) date of incorporation of the company;


(3) type of shares, par value and number of shares; and


(4) serial number of the share certificate.


Share certificates shall be signed by the legal representative and affixed with the company seal.


Share certificates for promoter's shares shall state the wordings "promoter's shares".


   Article 129 Shares issued by a company may be in the form of registered shares or bearer shares.


Shares issued by a company to promoters or legal persons shall take the form of registered shares and the share
certificates shall state the name of the promoter or legal person and shall not state another name or the name of a
representative.
   Article 130 Companies issuing registered shares shall keep a register of shareholders which records the following:


(1) name and address of the shareholder;


(2) number of shares held by each shareholder;
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(3) serial number of the share certificate of each shareholder; and


(4) date of acquisition of shares of each shareholder.


Companies issuing bearer shares shall record the number of shares, serial number of share certificates and date of
issue.
   Article 131 The State Council may formulate separate regulations on companies issuing other types of shares
which are not provided in this Law.


   Article 132 A company limited by shares shall deliver share certificates to their shareholders upon its
incorporation. A company shall not deliver share certificates to its shareholders prior to its incorporation.


   Article 133 A resolution on the following matters shall be passed in accordance with the provisions of the articles
of association of the company for issue of new shares:


(1) type and number of new shares;


(2) issue price of new shares;


(3) date of commencement and cut-off date for issue of new shares; and


(4) type and number of new shares issued to existing shareholders.


   Article 134 Companies approved by the securities regulatory authorities of the State Council to issue new shares
shall announce the prospectus of the new shares and financial report and prepare a subscription form.


The provisions of Article 87 and 88 shall apply to issue of new shares.
   Article 135 A company may determine the pricing scheme in accordance with its business and financial status for
issue of new shares.


   Article 136 A company shall complete change of registration formalities with the company registration authorities
and make an announcement after all the new shares issued being are fully subscribed.


Section 2 Share Transfers


   Article 137 Shareholders may transfer their shares in accordance with the provisions of the law.


   Article 138 Share transfers by shareholders shall be carried out at a stock exchange established in accordance
with the law or via other methods stipulated by the State Council.


   Article 139 Transfer of registered shares shall be made by shareholders by way of endorsement or other methods
stipulated by laws and administrative regulations; the company shall record the name and address of the transferee
in the register of shareholders upon the transfer.


Alteration of records in the register of shareholders shall not be made within 20 days before the convening of a
shareholders' general meeting or within five days from the record date for determination of dividend distribution by
the company. Where the law provides otherwise for alteration of records in the register of shareholders of listed
companies, such provisions shall prevail.
   Article 140 Transfer of bearer shares shall take effect upon delivery of the share certificate by the shareholder to
the transferee.


   Article 141 Shares held by promoters shall not be transferred within one year from the date of incorporation of the
company. Shares issued by the company before the share offering shall not be transferred within one year from the
date on which the shares of the company are listed on a stock exchange.


Directors, supervisors and senior management personnel of a company shall declare their shareholding in the
company and changes in such shareholding to the company; and shall not transfer more than 25% of their
shareholding in the company during their term of appointment or transfer their shares within one year from the date
on which the shares of the company are listed on a stock exchange. The aforesaid persons shall not transfer their
shares in the company within half a year after leaving their post. The articles of association of the company may
make restrictive provisions on transfer of shares of the company held by directors, supervisors and senior
management personnel.
   Article 142 Companies shall not make a share buyback, except under any of the following circumstances:


(1) reduction of registered capital of the company;


(2) merger with another company which holds shares of the company;


(3) distribution of shares to employees as an incentive; and


(4) request from shareholders who object to a resolution of a shareholders' general meeting on merger or division of
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the company for the company to acquire their shares.


A resolution of a shareholders' general meeting is required for a share buyback by a company under any of the
circumstances stipulated in item (1) to item (3) above. The shares acquired under a share buyback made under the
circumstances stipulated in item (1) shall be cancelled within ten days from the date of acquisition of the shares; the
shares shall be transferred or cancelled within six months if the share buyback is made under the circumstances
stipulated in item (2) and item (4).


The shares acquired under a share buyback made by a company in accordance with the provisions of item (3) shall
not exceed 5% of the issued share capital; funds used for the acquisition shall be paid out from the post-tax profit of
the company; the acquired shares shall be transferred to employees within one year.


A company shall not accept its own shares as pledge subject.


   Article 143 A shareholder whose registered shares are stolen, lost or extinguished may request, pursuant to the
announcement and assertion of claim procedures stipulated in the Civil Litigation Law of the People's Republic of
China for a people's court to declare the shares invalid. Upon declaration of the shares by the people's court to be
void, the shareholder may apply for issue of replacement shares.


   Article 144 Shares of listed companies shall be listed and traded in accordance with the provisions of the relevant
laws and administrative regulations and stock exchange rules.


   Article 145 Listed companies shall announce information on their financial status, business status and any major
lawsuit in accordance with the provisions of laws and administrative regulations and announce half-year financial
reports.


CHAPTER VI QUALIFICATIONS AND OBLIGATIONS OF COMPANY DIRECTORS, SUPERVISORS AND SENIOR
MANAGEMENT PERSONNEL


   Article 146 The following persons shall not act as a director, supervisor or senior management personnel:


(1) a person who has no civil capacity or who has limited civil capacity;


(2) a person who has been convicted for corruption, bribery, conversion of property or disruption of the order of
socialist market economy and a five-year period has not lapsed since expiry of the execution period or a person who
has been stripped of political rights for being convicted of a crime and a five-year period has not lapsed since expiry
of the execution period;


(3) a person who acted as a director, factory manager, manager in a company which has been declared bankrupt or
liquidated and who is personally accountable for the bankruptcy or liquidation of the company; and a three-year
period has not lapsed since the completion of bankruptcy or liquidation of such company;


(4) a person who has acted as a legal representative of a company which has its business licence revoked or being
ordered to close down for a breach of law and who is personally accountable, and a three-year period has not lapsed
since the revocation of the business licence of such company; and


(5) a person who is unable to repay a relatively large amount of personal debts. Where the election or appointment of
a director, supervisor or senior management personnel is in violation of the aforesaid provisions, such election or
appointment shall be void. In the event of the circumstances stipulated in (1) above during the term of appointment of
a director, supervisor or senior management personnel, the company shall remove the director, supervisor or senior
management personnel.


Election or appointment of a director, supervisor or senior management staff which violates the aforesaid provisions
shall be void.


A director, supervisor or senior management staff who encounters the circumstance set out in the first paragraph of
this Article shall be terminated by the company.


   Article 147 Directors, supervisors and senior management personnel shall comply with the provisions of laws and
administrative regulations and the articles of association of the company and bear fiduciary duties towards the
company.


Directors, supervisors and senior management personnel shall not abuse their duties and rights to receive bribes or
other illegal income and shall not convert company assets.
   Article 148 A director or senior management personnel shall not:


(1) misappropriate company funds;


(2) deposit company funds in a bank account opened in his/her name or in the name of others;


(3) use of company funds to make loans to others or provide guarantee for others without the consent of the board of
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shareholders, a shareholders' general meeting or the board of directors and in violation of the provisions of the
articles of association of the company;


(4) enter into contracts with the company or carry out transactions with the company in violation of the provisions of
the articles of association of the company or without the consent of the board of shareholders or a shareholders'
general meeting;


(5) abuse his/her duties and powers to seize commercial opportunities of the company for himself/herself or others or
engage in similar business as the company's on his/her own or with others without the consent of the board of
shareholders or a shareholders' general meeting;


(6) pocket the commissions for transactions between the company and other parties;


(7) disclose company secrets arbitrarily; and


(8) do any other act which violates his/her fiduciary duties towards the company.


Income received by directors and senior management personnel in violation of the aforesaid provisions shall belong
to the company.
   Article 149 A director, supervisor or senior management personnel who violates the provisions of laws and
administrative regulations or the articles of association of the company in his/her performance of duties and powers
and causing the company to suffer damages shall bear compensation liability.


   Article 150 Where the board of shareholders or a shareholders' general meeting requires a director, supervisor or
senior management personnel to attend a meeting, the director, supervisor or senior management personnel shall
attend the meeting and answer the queries of the shareholders.


Directors or senior management personnel shall provide the relevant information and data truthfully to the board of
supervisors or the supervisor (in the case of a limited liability company which has not established a board of
supervisors) and shall not obstruct the exercising of powers and performance of duties by the board of supervisors or
the supervisor.
   Article 151 In the event of circumstances stipulated in Article 149 involving a director or senior management
personnel, a shareholder or a group of shareholders of a limited liability company or a company limited by shares
holding 1% or more of shares in the company for 180 days consecutively may submit a request in writing to the board
of supervisors or the supervisor (in the case of a limited liability company which has not established a board of
supervisors) to file a lawsuit with a people's court; Under any of the circumstances stipulated in Article 149 involving
a supervisor, the aforesaid shareholder(s) may submit a request in writing to the board of directors or the executive
director (in the case of a limited liability company which have not established a board of directors) to file a lawsuit
with a people's court.


Where the board of supervisors or the supervisor (in the case of a limited liability company which has not established
a board of supervisors) or the board of directors or the executive director refuses to file a lawsuit pursuant to the
written request of the shareholder(s) or fails to file a lawsuit within 30 days from receipt of the request or where the
circumstances are urgent and the company will suffer irrecoverable losses if a lawsuit is not filed forthwith, the
aforesaid shareholder(s) shall have the right to file a lawsuit with a people's court directly in their own name to protect
the interests of the company.


In the event of an infringement of the legal interests of the company by others which causes the company to suffer
damages, shareholders mentioned in the first paragraph of this article may file a lawsuit with a people's court in
accordance with the provisions of the aforesaid paragraphs.


   Article 152 In the event that a director or senior management personnel violates the provisions of the laws and
administrative regulations or the articles of association of the company and infringes upon the interests of the
shareholders, the shareholders may file a lawsuit with a people's court.


CHAPTER VII CORPORATE BONDS


   Article 153 Corporate bonds referred to in this Law shall mean priced securities issued by companies in
accordance with statutory procedures for which the issuer agrees to pay principal and interest to the holders within a
stipulated period.


Issue of corporate bonds shall satisfy the issue requirements stipulated in the Securities Law of the People's
Republic of China.
   Article 154 The method of offering of corporate bonds shall be announced upon approval of the application for
issue of corporate bonds by the authorised department of the State Council.


The method of offering of corporate bonds shall state the following matters:


(1) name of the company;


(2) usage of the funds raised;
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(3) issue size and par value;


(4) how the coupon rate is determined;


(5) period and method of principal repayment and interest payment;


(6) guarantee for the issue;


(7) issue price and time limit of the issue;


(8) net assets of the company;


(9) total amount of outstanding bonds previously issued; and


(10) underwriter of the issue.


   Article 155 Corporate bond certificates shall state the name of the company, par value of the bond, coupon rate,
repayment schedule etc and shall be signed by the legal representative and affixed with the company seal.


   Article 156 Corporate bonds may take the form of registered bonds or bearer bonds.


   Article 157 Companies shall keep a corporate bond counterfoil book.


The following matters shall be stated in the corporate bond counterfoil book for an issue of registered bonds:


(1) name and address of bondholder;


(2) date of acquisition of the bonds and serial number of the corporate bond certificate;


(3) total amount of bonds, par value of the bonds, coupon rate, method and period of principal repayment and
interest payment; and


(4) date of issue.


The corporate bond counterfoil record book for bearer bonds shall state the total amount of bonds, coupon rate,
schedule and method of repayment, date of issue and serial numbers of the bond certificates.


   Article 158 Registration and settlement organisations for registered bonds shall establish the relevant systems for
bond registration, custodian, interest payment and redemption etc.


   Article 159 Corporate bonds shall be transferable and the transfer price shall be agreed between the transferor
and the transferee.


Trading of corporate bonds on a stock exchange shall comply with the trading rules of the stock exchange.
   Article 160 Registered bonds shall be transferred by way of endorsement by the bondholder or other methods
stipulated by the laws and administrative regulations. Upon completion of the transfer, the company shall record the
name and address of the transferee in the corporate bond counterfoil record book.


Transfer of bearer bonds shall take effect upon delivery of the bond by the bondholder to the transferee.
   Article 161 A shareholders' general meeting of a listed company may pass a resolution on issuance of convertible
corporate bonds and stipulate the method of conversion in the prospectus of the bond issue. Listed companies
issuing convertible corporate bonds shall obtain the approval of the securities regulatory authorities of the State
Council.


The corporate bond certificates for convertible corporate bonds shall state the wordings "convertible corporate
bonds" and the balance of convertible corporate bonds shall be recorded in the corporate bond counterfoil record
book.
   Article 162 Companies which have issued convertible corporate bonds shall convert such corporate bonds into
shares for the bondholders in accordance with the method of conversion; however the bondholders shall have the
right to opt for conversion of such corporate bonds into shares or not to convert.


CHAPTER VIII FINANCE AND ACCOUNTING OF COMPANIES


   Article 163 Companies shall establish their finance and accounting system in accordance with the provisions of the
laws and administrative regulations and the rules of the finance authorities of the State Council.


   Article 164 Companies shall prepare financial accounting reports at the end of each accounting year and such
financial accounting reports shall be audited by an accounting firm in accordance with the provisions of the law.
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Preparation of financial accounting reports shall comply with the provisions of the laws and administrative regulations
and the rules of the finance authorities of the State Council.
   Article 165 Limited liability companies shall deliver their financial accounting reports to all shareholders by the
deadline stipulated in the articles of association of the company.


The financial accounting reports of a company limited by shares shall be made available at the company at least 20
days before the date of the annual general meeting for inspection by the shareholders; companies limited by shares
which have made public offering of shares shall announce their financial accounting reports.
   Article 166 Companies shall contribute 10% of the profits into their statutory surplus reserve upon distribution of
their post-tax profits of the current year. A company may discontinue the contribution when the aggregate sum of the
statutory surplus reserve is more than 50% of its registered capital.


Where the balance of the statutory surplus reserve of a company is insufficient to make good its losses in the
previous year, the company shall make good such losses using its profits of the current year before making
contribution to the statutory surplus reserve in accordance with the provisions of the preceding paragraph.


Upon contribution to the statutory surplus reserve using its post-tax profits, a company may make further contribution
to the surplus reserve using its post-tax profits in accordance with a resolution of the board of shareholders or a
shareholders' general meeting.


The provisions of Article 34 shall apply to the limited liability companies for making good of losses and contribution to
the surplus reserve using post-tax profits; companies limited by shares shall make contributions based on the
shareholding ratio of the shareholders, unless their articles of association provide otherwise.


Where the board of shareholders, the shareholders' general meeting or the board of directors violates the provisions
of the preceding paragraphs to make profit distribution to the shareholders before making good the losses and
contributing to the statutory surplus reserve, the shareholders shall return such distributed profits to the company.


Companies which have made a share buyback shall not make profit distributions on bought-back shares.


   Article 167 The proceeds from shares of a company limited by shares issued at a premium and other income
which are required to be contributed to the statutory surplus reserve as provided by the finance authorities of the
State Council shall be contributed to the statutory surplus reserve accordingly.


   Article 168 The surplus reserve of a company shall be used to make good the losses of the company or expand
the business and production of the company or converted into additional capital. However, the statutory surplus
reserve shall not be used to make good the losses of the company.


In the event of a conversion of statutory surplus reserve into additional capital, the balance of the statutory surplus
reserve after the conversion shall not be less than 25% of the registered capital of the company before the increase.
   Article 169 Appointment or removal of the auditor of a company shall comply with the provisions of the provisions
of the articles of association of the company and decided by the board of shareholders, a shareholders' general
meeting or the board of directors.


The board of shareholders, a shareholders' general meeting or the board of directors shall allow the auditor to make
a representation when passing a resolution on the removal of the auditor.
   Article 170 Companies shall provide accurate and complete accounting vouchers, accounting books, financial
accounting reports and other accounting information to their auditor and shall not refuse to provide information, hide
or provide false information.


   Article 171 Companies shall not establish separate accounting books other than statutory accounting books.


Company assets shall not be deposited in accounts opened and maintained in the name of an individual.
CHAPTER IX MERGER, DIVISION, INCREASE IN CAPITAL AND CAPITAL REDUCTION OF COMPANIES


   Article 172 Mergers of companies may take the form of mergers by absorption or mergers by new establishment.


Mergers by absorption shall mean that one company admits one or more other companies into its own company,
whereby the admitting company survives and the admitted company or companies are dissolved. Mergers by new
establishment shall mean that two or more companies merge to establish a new company, whereby each party to the
merger is dissolved.
   Article 173 The parties to a merger shall enter into a merger agreement for a company merger and prepare a
balance sheet and a list of assets. The company shall notify its creditors within ten days from the date of the
resolution on the merger and publish an announcement on the newspapers within 30 days. The creditors may
demand, within 30 days from receipt of the notice (or within 45 days for those creditors who did not receive the
notice), that the company settles the debts or provide the corresponding guarantee.


   Article 174 The surviving company or the newly established company of a merger will assume the claims and
debts of the parties to the merger.


   Article 175 In the event of a division, the assets of the company shall be divided accordingly.
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A company which proposes a division shall prepare a balance sheet and a list of assets. The company shall notify
their creditors within ten days from the date of resolution on the division and publish an announcement on the
newspapers within 30 days.
   Article 176 The surviving company of a division shall bear joint liability for the debts of a company prior to its
division, unless the company prior to the division and its creditors have entered into an agreement in writing on debt
settlement.


   Article 177 A company which proposes to reduce its registered capital shall prepare a balance sheet and a list of
assets.


The company shall notify its creditors within ten days from the date of resolution on reduction in registered capital
and publish an announcement on the newspapers within 30 days. The creditors may demand, within 30 days from
receipt of the notice (or within 45 days for those creditors who did not receive the notice), that the company settles
the debts or provide the corresponding guarantee.
   Article 178 Contribution to the additional capital of a limited liability company by its shareholders shall comply with
the relevant provisions of this Law on capital contribution by shareholders of limited liability companies at the time of
establishment.


Subscription by shareholders to new shares issued by a company limited by shares for an increase in registered
capital shall comply with the relevant provisions of this Law on subscription of shares by shareholders of companies
limited by shares at the time of establishment.
   Article 179 In the event of a merger or division or change in registration details, change of registration formalities
shall be completed with the company registration authorities in accordance with the provisions of the law; when a
company is dissolved, de-registration formalities shall be completed in accordance with the provisions of the
law; registration formalities shall be completed in accordance with the provisions of the law for establishment of a
new company.


Change in registration formalities shall be completed with the company registration authorities in accordance with the
provisions of the law for increase or reduction of registered capital.
CHAPTER X DISSOLUTION AND LIQUIDATION OF COMPANIES


   Article 180 A company shall be dissolved for the following reasons:


(1) expiry of the term of operation stipulated in the articles of association of the company or occurrence of an event
which triggers the dissolution as provided in the articles of association of the company;


(2) a resolution on dissolution has been passed by the board of shareholders or a shareholders' general meeting;


(3) where the dissolution is required by a merger or division;


(4) the business licence is revoked or the company is ordered to be closed down;


(5) a dissolution of the company is ordered by a people's court in accordance with the provisions of Article 182.


   Article 181 In the event of any of the circumstances set out in item (1) of Article 180, the company may continue to
exist by making an amendment to its articles of association.


Amendment to the articles of association of a limited liability company in accordance with the provisions of the
preceding paragraph shall require a resolution passed by a two-third majority of votes cast by its shareholders; in the
case of a company limited by shares, such a resolution shall be passed by a two-third majority of votes cast by its
shareholders present at a shareholders' general meeting.
   Article 182 Where a company experiences serious difficulties in its business and the shareholders will suffer
serious damages if the company continues its operation, a shareholder or a group of shareholders holding 10% or
more of the shares of the company may, in the absence of any other means, request for a mandatory dissolution of
the company by a people's court.


   Article 183 Where a company is dissolved in accordance with the provisions of item (2), item (4) or item (5) of
Article 180, a liquidation group shall be established to commence liquidation within 15 days from the occurrence of
the event which triggers the dissolution. The liquidation group of a limited liability company shall be formed by the
shareholders; the liquidation group of a company limited by shares shall comprise members appointed by the
directors or the board of shareholders. Where the liquidation group is not established by the deadline to conduct
liquidation, the creditors may apply to a people's court to appoint a liquidation group to conduct liquidation. The
people's court shall accept the application and form a liquidation group promptly to conduct liquidation.


   Article 184 The liquidation group shall exercise the following duties and powers during the liquidation period:


(1) disposal of company assets, preparation of balance sheet and list of assets;


(2) notification to creditors and public announcement;
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(3) handling outstanding business of the company which relates to the liquidation;


(4) settlement of outstanding tax payments and tax payments which arise during the liquidation period;


(5) settlement of creditors' rights and debts;


(6) disposal of assets remaining after settlement of the company's debts; and


(7) representing the company in civil litigation.


   Article 185 The liquidation group shall notify the creditors within ten days from the date of its establishment and
publish an announcement on the newspapers within 60 days. The creditors may, within 30 days from receipt of the
notice (or within 45 days for those creditors who did not receive the notice), declare their creditors' rights to the
liquidation group.


Creditors declaring their creditors' rights shall provide details of the creditors' rights and the relevant proof. The
liquidation group shall register the creditors' rights.


During the declaration period, the liquidation group shall not settle any creditors' rights.


   Article 186 Upon disposal of company assets and preparation of the balance sheet and list of assets by the
liquidation group, a liquidation plan shall be formulated and reported to the board of shareholders, a shareholders'
general meeting or a people's court for confirmation.


The company assets shall be applied for the payment of liquidation expenses, employees' wages, social security
premiums and statutory compensation, payment of outstanding taxes and settlement of company debts; the
remaining assets shall be distributed to shareholders in accordance with the ratio of capital contribution in the case of
a limited liability company and in accordance with the ratio of shareholders in the case of a company limited by
shares.


During the liquidation period, a company shall not engage in business operations which are not related to the
liquidation. Company assets shall not be distributed to the shareholders prior to settlement of the aforesaid liabilities.


   Article 187 Where the liquidation group discovers upon disposal of company assets and preparation of the balance
sheet and list of assets that the company assets are insufficient to settle the debts, an application shall be made to a
people's court to declare the company bankrupt.


Where a company has been declared bankrupt by a people's court, the liquidation group shall transfer the liquidation
task to the people's court.
   Article 188 Upon completion of the liquidation, the liquidation group shall prepare and submit a liquidation report to
the board of shareholders, a shareholders' general meeting or a people's court for confirmation, submit a copy of the
liquidation report to the company registration authorities to apply for de-registration and make a public announcement
of the termination of the company.


   Article 189 Members of a liquidation group shall perform their duties diligently and perform liquidation obligations
in accordance with the provisions of the law.


Members of a liquidation group shall not abuse their duties and rights to accept bribes or other illegal income and
shall not convert company assets.


Members of a liquidation group shall bear compensation liability towards the company or its creditors for damages
suffered by the company or its creditors due to an intentional or serious mistake of the member(s) of the liquidation
group.


   Article 190 Where a company is declared bankrupt in accordance with the provisions of the law, bankruptcy
liquidation shall be conducted in accordance with the provisions of enterprise bankruptcy laws.


CHAPTER XI BRANCHES OF FOREIGN COMPANIES


   Article 191 Foreign companies referred to in this Law shall mean companies established outside China in
accordance with the provisions of foreign laws.


   Article 192 An application for establishment of a branch in China by a foreign company, the articles of association
of the company and certificate of incorporation issued by the country of origin etc shall be submitted to the authorities
in China. Upon approval, registration formalities shall be completed with the company registration authorities and a
business licence shall be obtained.


Measures on examination and approval of branches of foreign companies shall be provided separately by the State
Council.
   Article 193 A foreign company shall appoint a representative or an agent for its branch in China and allocate funds
corresponding to the operations of the branch.
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The State Council shall provide regulations on the statutory minimum operating funds of branches of foreign
companies separately.
   Article 194 Branches of foreign companies shall state their nationality and form of business entity in their name.


Branches of foreign companies shall keep a copy of the articles of association of the foreign company in their office.
   Article 195 Branches established in China by foreign companies do not qualify as a Chinese legal person.


Foreign companies shall bear civil liability for the businesses carried out by their branches in China.
   Article 196 Branches of foreign companies duly established in China to engage in business activities shall comply
with the provisions of China laws and shall not infringe upon public interest; their legal rights and interests shall be
protected by China laws.


   Article 197 A foreign company shall settle all debts of its branch in China in accordance with the provisions of the
law when it closes down its branch in China and shall conduct liquidation in accordance with company liquidation
procedures stipulated in this Law. Prior to settlement of the debts, a foreign company shall not transfer the assets of
its branch out of China.


CHAPTER XII LEGAL LIABILITY


   Article 198 Any party who violates the provisions of this Law in making a fraudulent declaration of its registered
capital, submitting false materials or adopt other fraudulent means to conceal important fact to obtain company
registration shall be ordered by the company registration authorities to make correction; a fine ranging from 5% to
15% of the registered capital shall be imposed on a company which has made fraudulent declaration; a fine ranging
from RMB50,000 to RMB500,000 shall be imposed on a company which has submitted false materials or adopt other
fraudulent means to conceal important fact; where the circumstances are serious, the company shall be de-
registered or have its business licence revoked.


   Article 199 Promoters or shareholders who made false capital contribution or fail to make cash or non-cash
contribution in accordance with the schedule shall be ordered by the company registration authorities to make
correction and imposed with a fine ranging from 5% to 15% of the amount of false capital contribution.


   Article 200 Promoters or shareholders who withdraw their capital contribution after the company is incorporated
shall be ordered by the company registration authorities to make correction and a fine ranging from 5% to 15% of the
amount of withdrawn capital contribution.


   Article 201 A company which violates the provisions of this Law in establishing separate accounting books other
than statutory accounting books shall be ordered by the finance authorities of a people's government of county level
and above to make correction and be imposed with a fine ranging from RMB50,000 to RMB500,000.


   Article 202 Where a company made false records or concealed important fact on financial accounting reports etc
provided to the relevant authorities as required by the law, the person-in-charge and other personnel who are directly
responsible shall be imposed a fine ranging from RMB30,000 to RMB300,000 by the relevant authorities.


   Article 203 A company which fails to contribute to statutory surplus reserve in accordance with the provisions of
this Law shall be ordered by a people's government of county level and above to make up for the contribution and
may be imposed a fine of not more than RMB200,000.


   Article 204 A company which fails to notify its creditors or make an announcement for its merger, division,
reduction in registered capital or liquidation in accordance with the provisions of this Law shall be ordered by the
company registration authorities to make correction and be imposed a fine ranging from RMB10,000 to RMB100,000.


A company in liquidation which concealed its assets or made false records on its balance sheet or list of assets or
distribute company assets before settlement of its debts shall be ordered by the company registration authorities to
make correction and be imposed a fine ranging from 5% to 10% of the amount of company assets concealed or the
amount of company assets distributed prior to debt settlement; the person-in-charge and other personnel who are
directly responsible shall be imposed a fine ranging from RMB10,000 to RMB100,000.
   Article 205 The company registration authorities shall issue a warning to a company in liquidation which engages
in business operations unrelated to the liquidation and confiscate its illegal income.


   Article 206 A liquidation group which fails to submit a liquidation report to the company registration authorities in
accordance with the provisions of this Law or concealed an important fact or made a major omission in the liquidation
report shall be ordered by the company registration authorities to make correction.


A member of a liquidation group who abuses his/her duties and powers to obtain dishonest gains, illegal income or
conversion of company assets shall be ordered by the company registration authorities to return the company asset
and surrender the illegal income and be imposed a fine ranging from one to five times the amount of the illegal
income.
   Article 207 The company registration authorities shall confiscate the illegal income of an asset valuation
organisation or a capital verification organisation which provides false materials and impose a fine ranging from one
to five times of the amount of illegal income; the relevant authorities may order the organisation to cease operations
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or revoke the qualification certificate of those personnel who are directly responsible or revoke the business licence
of the organisation.


An asset valuation organisation or a capital verification organisation which provides a report containing a major
omission by mistake shall be ordered by the company registration authorities to make correction; where the
circumstances are serious, a fine ranging from one to five times of the income shall be imposed and the relevant
authorities may order the organisation to cease operations or revoke the qualification certificate of those personnel
who are directly responsible or revoke the business licence of the organisation.


Where the creditors of the company suffer damages due to an inaccurate valuation or capital verification issued by
an asset valuation organisation or a capital verification organisation, the valuation organisation or capital verification
organisation shall bear compensation liability within the scope of the inaccurate valuation or verification unless it is
able to prove that the fault does not lie with the organisation.


   Article 208 Where the company registration authorities grant registration to applicants which do not satisfy the
requirements stipulated in this Law or reject registration applications which satisfy the requirements stipulated in this
Law, the person-in-charge and other personnel who are directly responsible shall be subject to administrative
punishment in accordance with the provisions of the law.


   Article 209 Where the higher company registration authorities order the company registration authorities to grant
registration to applicants which do not satisfy the requirements stipulated in this Law or to reject registration
applications which satisfy the requirements stipulated in this Law or to cover up illegal registration, the person-in-
charge and other personnel who are directly responsible shall be subject to administrative punishment in accordance
with the provisions of the law.


   Article 210 An entity which is not duly registered as a limited liability company or a company limited by shares but
uses the name of a limited liability company or a company limited by shares or an entity which is not duly registered
as a branch company of a limited liability company or a company limited by shares but uses the name of a branch
company of a limited liability company or a company limited by shares shall be ordered by the company registration
authorities to make correction or to be closed down and may be imposed a fine of not more than RMB100,000.


   Article 211 A company which fails to commence operations after six months from its incorporation or cease
operations for more than six months after commencement of operations arbitrarily without any justification shall have
its business licence revoked by the company registration authorities.


A company which fails to complete change of registration formalities for a change in company registration details in
accordance with the provisions of the Law shall be ordered by the company registration authorities to complete the
registration formalities by a stipulated deadline; if the registration formalities are not completed by a stipulated
deadline, a fine ranging from RMB10,000 to RMB100,000 shall be imposed.
   Article 212 A foreign company which violates the provisions of this Law in establishing a branch company in China
shall be ordered by the company registration authorities to make correction or to be closed down and may be
imposed a fine ranging from RMB50,000 to RMB200,000.


   Article 213 A company which uses the name of a company to engage in activities which compromise national
security or public interest shall have its business licence revoked.


   Article 214 A company which violates the provisions of this Law shall bear civil compensation liability and pay fines
and penalties; where its assets are insufficient for payment, civil compensation shall take precedence.


   Article 215 Where a violation of the provisions of this Law constitutes a criminal offence, criminal liability shall be
pursued in accordance with the provisions of the law.


CHAPTER XIII SUPPLEMENTARY PROVISIONS


   Article 216 The following terms used in this Law shall take the following definitions:


(1) Senior management personnel shall mean the manager, deputy manager, financial controller, board secretary of
a listed company and other personnel stipulated in the articles of association of the company.


(2) Controlling shareholder shall mean a shareholder who contributes to 50% or more of the capital of a limited
liability company or a shareholder who holds 50% or more of the shares of a company limited by shares or a
shareholder who is able to exercise significant influence on the resolutions of the board of shareholders or a
shareholders' general meeting even though it contributes to less than 50% of the capital or holds less than 50% of
the shares.


(3) Actual controlling party shall mean a party which exercises actual control over a company as investor or through
other agreements or arrangements even though it is not a shareholder of the company.


(4) Related parties shall mean controlling shareholders, actual controlling party, directors, supervisors, senior
management personnel of a company and those enterprises which have a direct or indirect control over a company
or whose relationship with the company may result in a transfer of the company's interests. However, fellow State-
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controlled enterprises shall not be deemed as related parties merely for this affiliation.


   Article 217 The provisions of this Law shall apply to foreign-invested limited liability companies and companies
limited by shares; where the laws on foreign investment provide otherwise, such provisions shall prevail.


   Article 218 This Law shall be effective 1 January 2006.


扫一扫，手机阅读更方便
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Chapter I General Provisions


   Article 1 These Rules are enacted in accordance with the Constitution for the purpose of protecting the legitimate
rights and interests of civil subjects, adjusting civil relations, maintaining social and economic orders, adapting to the
requirements of the development of socialism with Chinese characteristics, and carrying forward socialist core
values.


   Article 2 Civil laws adjust personal relationships and property relationships between natural persons, legal persons
and non-incorporated organisations as subjects with equal status.


   Article 3 The personal rights, property rights and other legitimate rights and interests of civil subjects are protected
by the law; no organisation or individual may infringe upon such rights and interests.


   Article 4 All civil subjects have equal status in civil activities.


   Article 5 Civil subjects engaging in civil activities shall follow the principles of voluntariness in the establishment,
change or termination of civil legal relations according to their own intentions.


   Article 6 Civil subjects engaging in civil activities shall follow the principles of fairness in determining reasonably
the rights and obligations of all parties concerned.


   Article 7 Civil subjects engaging in civil activities shall follow the principles of good faith, adhere to honesty and
keep their commitments.


   Article 8 No civil subject engaging in civil activities may violate laws or go against the public order and good
customs.


   Article 9 Any civil activity conducted by civil subjects shall be conducive to saving resources and protecting the
ecological environment.


   Article 10 Any civil dispute shall be resolved in accordance with the law; in the absence of relevant provisions set
forth in the law, usual practice may be followed, but the public order and good customs shall not be infringed upon.


   Article 11 Where there are special provisions set forth in other laws governing civil relationships, such provisions
shall prevail.


   Article 12 All civil activities within the territory of the People's Republic of China shall be governed by the laws of
the People's Republic of China, unless otherwise provided for in the law.


Chapter II Natural Persons


Section 1 Capacity for Civil Rights and Capacity for Civil Conduct


   Article 13 Commencing at the time of birth and ceasing at the time of death, a natural person has the capacity for
civil rights, may enjoy civil rights and shall assume civil obligations in accordance with the law.


   Article 14 All natural persons are equal in terms of their capacity for civil rights.


   Article 15 The date of birth/death of a natural person shall be based on that recorded on his/her birth/death
certificate; in the absence of the birth/death certificate, the date recorded on the household registration or any other
valid identity registration shall apply. If there is any other evidence sufficient to overturn the aforesaid date, the date
supported by such evidence shall prevail.
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   Article 16 Where a foetus is involved in inheritance, acceptance of gifts or any other protection of his/her interests,
the foetus shall be deemed as having the capacity for civil rights. However, if the foetus is born dead, the capacity for
civil rights shall be deemed as non-existent since the beginning.


   Article 17 A natural person aged 18 or over is an adult. A natural person under the age of 18 is a minor.


   Article 18 An adult has full capacity for civil conduct, and may perform civil juristic acts independently.


A minor aged over 16 whose main source of income is his/her job shall be deemed as a person of full capacity for
civil conduct.
   Article 19 A minor aged 8 or over is of limited capacity for civil conduct and shall be represented in the
performance of civil juristic acts by his/her legal agent or shall obtain the consent or acknowledge by such agent.
However, such minor may independently perform any civil juristic act that has a nature of pure profit or the
performance of which is compatible with his/her age and intelligence.


   Article 20 A minor under the age of 8 is of no capacity for civil conduct and shall be represented by his/her legal
agent in the performance of civil juristic acts.


   Article 21 An adult who is unable to account for his/her own conduct is a person having no capacity for civil
conduct and shall be represented by his/her legal agent in the performance of legal juristic acts.


A minor who has reached the age of 8 but is unable to account for his/her own conduct shall be subject to the
provision set forth in the preceding paragraph.
   Article 22 An adult who is unable to fully account for his/her own conduct is a person having limited capacity for
civil conduct and shall be represented by his/her legal agent in the performance of civil juristic acts. However, such
adult may independently perform a civil juristic act that has a nature of pure profit or the performance of which is
compatible with his/her intelligence and mental health.


   Article 23 The guardian of a person without or with limited capacity for civil conduct is his/her legal agent.


   Article 24 For an adult who is unable to account for or fully account for his/her conduct, an interested person or an
organisation concerned may apply to a people's court for determining that such adult is of no or limited capacity for
civil conduct.


For a perform who has been determined by a people's court to be of no or limited capacity for civil conduct, the
people's court may, upon the application filed by the person him/herself, an interested person or an organization
concerned, determine that the person is recovered to be one with limited or full capacity for civil conduct, depending
on the recovery of such person's intelligence or mental health.


The organisations concerned mentioned in this Article include: residents committees, villagers committees, schools,
medical institutions, women's federations, federation of persons with disabilities, elderly organisations duly
established and civil affairs authorities.


   Article 25 The domicile of a natural person shall be his/her residence recorded in the household register or in other
valid identity register; if the habitual residence of a natural person is not the same as his/her domicile, such habitual
residence shall be deemed as the domicile thereof.


Section 2 Guardianship


   Article 26 Parents are obligated to foster, educate and protect their minor children.


Adult offspring have the obligation to provide for, support and protect their parents.
   Article 27 Parents are guardians of their minor children.


If both parent of a minor are deceased or have no guardianship competence, the guardian shall be served by any of
the following persons with guardianship competence in the sequence below:


(1) Grandparents or maternal grandparents;


(2) Older brothers or sisters; or


(3) Any other individual or organisation that is willing to act as the guardian of the minor, subject to the consent of the
residents committee, the villagers committee, or the civil affairs authority at the place of the minors' domicile.


   Article 28 Any of the following persons with guardianship competence shall act as the guardian of an adult with no
or limited capacity for civil conduct in the sequence below:


(1) The adult's spouse;


(2) The adult's parents or children;
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(3) The adult's close relatives; or


(4) Any other individual or organisation that is willing to act as the guardian of the adult, subject to the consent of the
residents committee, the villagers committee, or the civil affairs authority at the place of the domicile of the adult.


   Article 29 The parents of a ward may appoint a guardian through a will.


   Article 30 Qualified persons of guardianship may agree to determine a guardian. In the case of a guardian
determined by agreement, the true will of the ward shall be respected.


   Article 31 If there are disputes on the determination of a guardian, the residents committee, the villagers
committee, or the civil affairs authority at the place where the ward resides may appoint a guardian; if a party
concerned disagrees with the appointed guardian, it may either apply to a people's court for appointing a
guardian; such party may also directly apply to a people's court for appointing a guardian.


The residents committee, the villagers committee, the civil affairs authority or the people's court shall respect the true
will of the ward, and shall appoint a guardian within the scope of persons legally qualified for guardianship under the
principle of "benefiting the ward to the greatest extent".


If the personal rights, property rights and other lawful rights and interests of the ward is under no protection prior to
the appointment of a guardian in accordance with Clause 1 of this Article, the residents committee or the villagers
committee at the place where the ward resides, the organisation concerned that is provided for in law or the civil
affairs authority shall act as the guardian.


The guardian, once appointed, shall not be changed without authorization; unauthorised change does not exempt the
designated guardian from liability.


   Article 32 Where there is no person legally qualified for guardianship, the civil affairs authority shall act as the
guardian; or the residents committee or the villagers committee at the place where the ward resides that has the
conditions of performing guardianship duties may act as the guardian.


   Article 33 An adult with full capacity for civil conduct may, in prior consultation with his/her close relatives, or other
individuals or organisations who are willing to act as his/her guardian, determine his/her guardian in writing. The
agreed guardian shall perform the guardianship duties when such adult loses or partially loses his/her capacity for
civil conduct.


   Article 34 The guardian of a ward has the duties to perform civil legal acts on behalf of the ward and to protect the
personal rights, property rights and other legitimate rights and interests of the ward.


The guardian's rights arising from performing the duties of guardianship in accordance with the law are protected by
law.


Any guardian who fails to perform the duties of guardianship or infringes upon the legitimate rights and interests of
the ward shall be held liable.


   Article 35 A guardian shall perform the duties of guardianship under the principle of "benefiting the ward to the
greatest extent". The guardian shall not dispose of the ward's properties, unless it is to protect the ward's interests.


The guardian of a minor shall perform the duties of guardianship and shall, in making the decision relating to the
ward's interests, respect the true will of the ward according to the ward's age and mental condition.


The guardian of an adult that performs the duties of guardianship shall respect the true will of the ward to the greatest
extent, protect and assist the ward in the performance of civil legal acts that are compatible with the ward's
intelligence and mental health, and shall not interfere with the affairs with which the ward is able to deal.


   Article 36 Under any of the following circumstances, the people's court may, upon the application of an individual
or organisation concerned, disqualify a guardian, take necessary measures for temporary guardianship, and appoint
another guardian under the principle of "benefiting the ward to the greatest extent".


(1) Perform acts that seriously damage the physical or mental health of the ward;


(2) Be indifferent in the performance of duties of guardianship, or unable to perform duties of guardianship, and
refuse to delegate part or all of the guardianship duties to others, causing difficulties or danger for the ward; and


(3) Perform other acts that seriously infringe upon the legitimate rights and interest of the ward.


The individuals or organisations concerned mentioned in this Article include: other persons legally qualified for
guardianship in accordance with the law, residents' committees, villagers' committees, schools, medical institutions,
women's federations, associations of persons with disabilities, minors protection organisations, elderly organisations
duly established and civil affairs authority etc.
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If individuals and organisations other than civil affairs authorities provided for in the preceding clause fail to apply in
time to a people's court for disqualification of guardianship, the civil affairs authorities shall do so instead.


   Article 37 Where the parents, offspring or spouse of a ward who lawfully affords to support the ward is disqualified
from guardianship, he/she shall continue to perform the duties of support.


   Article 38 Where the parents or offspring of a ward have true repentance after being disqualified from guardianship
by a people's court, unless deliberate offence has been committed to the ward, a people's court may reinstate the
guardianship qualification as appropriate under the conditions of respecting the true will of the ward; the guardianship
relationship between the appointed guardian by the people's court and the ward shall be terminated simultaneously.


   Article 39 Under any of the following circumstances, the guardianship relationship shall be terminated:


(1) The ward obtain or reinstate full capacity for civil conduct;


(2) The guardian has lost the guardianship competence;


(3) Either the ward or the guardian is deceased;


(4) Other circumstances determined by the people's court as termination of guardianship.


After the termination of guardianship, another guardian shall be determined in accordance with the law if
guardianship is still needed.
Section 3 Declarations of Missing Persons and Death


   Article 40 Where the whereabouts of a natural person have been unknown for two years, an interested person
may apply to a people's court for declaring such person as a missing person.


   Article 41 The time period during which the whereabouts of a natural person become unknown shall be calculated
from day when the natural person is non-contactable. During a war, such time period shall be calculated from the day
when the war ends or from the day on which the natural person's unknown whereabouts are confirmed by relevant
authorities.


   Article 42 The property of a missing person shall be held in the custody of his/her spouse, adult offspring, parents
or other persons who are willing to serve as custodian of the property.


In the case of a dispute over custody, in the absence of the persons mentioned in the preceding paragraph, or if the
persons mentioned in the preceding paragraph have no custodian competence, the property shall be held in the
custody of the persons appointed by a people's court.
   Article 43 The custodian of property of a missing person shall properly manage the property and safeguard the
property rights and interests of the missing person.


Any tax, debt and other due charges owed by the missing person shall be paid by the custodian with the property of
the missing person.


If the custodian of property of a missing person causes losses to such property due to deliberate offence or gross
negligence, the custodian shall be liable for compensation.


   Article 44 Where the custodian of property of a missing person does not perform the custodian duties, infringes
upon the interests of the missing person, or loses custodian competence, the interested person of the missing person
may apply to a people's court for the change of the custodian.


If the property custodian has a justified reason, he may apply to a people's court for the change of property
custodian.


If the people's court changes the property custodian, the custodian after the change may require the former
custodian to hand over relevant property in time and report the property custody situation.


   Article 45 In the event that a missing person reappears, the people's court shall revoke the declaration of
disappearance upon the application of the person himself or an interested person.


The missing person who has reappeared has the right to require the property custodian to hand over the property in
time and to report the custody of the property.
   Article 46 Where any of the following circumstances occurs to a natural person, an interested person may apply to
a people's court to declare that the natural person is deceased:


(1) The natural person's whereabouts have been unknown for four years; and


(2) The natural person's whereabouts have been unknown for two years due to an accident in which he was involved.
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If a natural person's whereabouts become unknown due to an accident and it is impossible for such person to survive
as proved by relevant authorities, the application for declaration of death is not subject to the aforesaid provisions of
two years.
   Article 47 A people's court shall declare the death of a natural person, if some interested persons apply for the
declaration of death of such natural person while other interested persons apply for the declaration of disappearance
of the same natural person, provided that the requirements for declaring death provided for herein are satisfied.


   Article 48 For a person who is declared death, the date of death shall be based on the date of the judgment for the
declaration of death made by the people's court. If the death is declared due to the person's unknown whereabouts
caused by an accident, the date on which the accident occurs shall be deemed to be the date of death of the person.


   Article 49 The fact that a natural person has been declared dead but has not died shall not affect the validity of the
civil juristic acts performed by the natural person during the period of such declared death.


   Article 50 If a natural person who has been declared dead reappears, the people's court shall revoke the death
declaration upon the application of the person or that of an interested person.


   Article 51 The marriage of the person who has been declared dead shall be extinguished since the date of the
death. If the death declaration is revoked, the marriage is self-resumed on the date of the revocation, except that the
spouse remarries or by written notice to the marriage registration authority of the reluctance to recover the marriage.


   Article 52 For the person who has been declared dead, during the period of his declared death, if their children are
adopted by others, and after the death declaration has been revoked, the adoption relationship shall not be
invalidated on the ground that such adoption has not been consented by such person.


   Article 53 The person who has been revoked the death declaration has the right to request the return of property
by the civil subject who acquired his property in accordance with the law of succession. If the property cannot be
returned, appropriate compensation shall be given to such person.


If the interested persons conceal the truth and cause the other person to be declared dead in order to obtain the
property thereof, they shall return the property and shall be liable for the resulting loss.
Section 4 Individual Businesses and Lease holding Farm Households


   Article 54 Natural persons who are engaged in industrial and commercial business, and have registered according
to the law, are individual industrial and commercial households. Individual industrial and commercial households may
have a trading name.


   Article 55 Members of the rural collective economic organisations, who obtain the right of rural land contract
management according to the law and engage in household contract management, are rural contract management
households.


   Article 56 For the debt of the individual industrial and commercial households, if the individual operates the
business, the debt shall be borne by the personal property; if the household operates the business, the debt shall be
borne by the household property; if it is impossible to distinguish between personal property and household property,
the debt shall be borne by the household property.


The debt of rural contract management households shall be borne by the rural household that engage in the rural
land contract management; if the business is in fact operated by part of the rural household, the debt shall be borne
by the property of such part of the rural household.
Chapter III Legal Persons


Section 1 General Stipulations


   Article 57 Legal persons are organisations who have the capacity for civil rights and capacity for civil conduct, and
can independently enjoy civil rights and bear civil liability according to the law.


   Article 58 The legal persons shall be established according to law.


The legal persons shall have their own name, organisations, domicile, property or funds. The specific conditions and
procedures for the establishment of legal persons shall be in accordance with the provisions of laws and
administrative regulations.


The establishment of legal persons shall be subject to approval of relevant authorities if laws and administrative
regulations so require.


   Article 59 The capacity for civil rights and capacity for civil conduct of a legal person shall start from the
establishment of the legal person and terminate on the date of the termination of the legal person.


   Article 60 A legal person shall independently assume civil liability by all its property.
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   Article 61 The legal representative of a legal person is the person who represents the legal person in civil
activities, according to the provisions of the law or the Articles of Association of the legal person.


When the legal representative of a legal person engage in civil activities under the name of the legal person, the legal
consequences shall be borne by the legal person.


The restriction on the authority of the legal representative by the Articles of Association of the legal person or the
governing body of the legal person shall not confront the counterparties in good faith.


   Article 62 If the legal representative of a legal person causes harm due to performance of his duties, the legal
person shall bear the civil liability.


After the legal person has assumed civil liability, recovery may be sought from the faulty legal representative
according to the provisions of the law or the Articles of Association of the legal person.
   Article 63 The domicile of a legal person is the place of the principal office. If it is necessary to carry out the
registration of a legal person according to law, the principal office shall be registered as domicile of the legal person.


   Article 64 If the registration items change during the existence of a legal person, application to the registration
authority for change of registration shall be made according to law.


   Article 65 If the actual situation of a legal person is inconsistent with the registered items, it shall not confront the
counterparty in good faith.


   Article 66 The registration authorities shall promptly publicise the relevant information registered by a legal person
according to law.


   Article 67 Where legal persons merge, their rights and obligations are enjoyed and borne by the merged legal
person.


Where a legal person is divided, its rights and obligations shall be jointly and severally enjoyed and borne by the
legal persons after division, unless otherwise agreed by the creditor and the debtor.
   Article 68 If a legal person has any of the following reasons, and has completed the liquidation and cancellation of
registration in accordance with the law, the legal person shall terminate:


(1) The legal person has dissolved;


(2) The legal person is declared bankrupt;


(3) Other reasons prescribed by law.


Where the legal person ceases, the provisions of laws and administrative regulations shall be followed if the approval
of the relevant authorities is necessary.
   Article 69 In any of the following circumstances, a legal person is dissolved:


(1) The existence of the legal person provided by the Articles of Association of the legal person has expired, or other
reasons for dissolution provided by the Articles of Association of the legal person have occurred;


(2) The authority of the legal person has decided on the dissolution;


(3) Due to the merger or separation of the legal person, dissolution is needed;


(4) The business licence or registration certificate has been revoked, or the legal person has been ordered to be
closed down or cancelled;


(5) Other circumstances prescribed by law.


   Article 70 Where a legal person dissolves, the liquidation obligors shall, unless under the circumstances of merger
or division, form a liquidation group in time to carry out liquidation.


The liquidation obligors are the directors, administrators and other executive bodies or members of the decision-
making bodies, unless otherwise provided by laws and administrative regulations.


Where the liquidation obligors fail to perform the liquidation obligations in a timely manner and cause damage, they
shall bear civil liability; the competent authority or the interested party may apply to the People's Court for appointing
the relevant personnel to form a liquidation group for the liquidation.


   Article 71 The liquidation procedures of a legal person and the powers of the liquidation group shall be in
accordance with the provisions of the relevant laws; if there is no provision, the relevant provisions of the applicable
company law shall be applied.


   Article 72 During the period of liquidation, the legal person shall survive, but shall not engage in activities that are
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not related to liquidation.


The remaining property after the liquidation of the legal person shall be dealt with in accordance with the provisions
of the Articles of Association of the legal persons or the resolutions of the authorities of the legal persons, unless
otherwise provided by law.


When the liquidation is completed and the registration of the legal person is cancelled, the legal person shall
terminate. If the legal person does not need to conduct registration, the legal person shall terminate the liquidation.


   Article 73 Where a legal person is declared bankrupt, the bankruptcy liquidation shall be carried out in accordance
with the law and the legal person shall cancel the registration before termination.


   Article 74 A legal person may set up branches in accordance with the law. Such branches shall register if laws or
administrative regulations so stipulate.


A branch shall bear the civil liability if it is engaged in civil activities in its own name; it is also possible that the
property managed by the branch bears the civil liability, and the legal person bears the remaining of it.
   Article 75 If the founder of a legal person carries out civil activities for the legal person, the legal consequences
shall be borne by the legal person; if the legal person is not established, the legal consequences shall be borne by
the founder of the legal person; if there are more than one founders, they shall be jointly and severally liable.


For the civil liability arising from civil activities conducted by the founder under his own name for the benefit of the
legal person, third parties have the right to choose whether the legal person or the founder shall assume liability.
Section 2 For-profit Legal Persons


   Article 76 The legal persons established for the purpose of obtaining profit and distributing to shareholders and
other investors are legal persons for profit.


The legal persons for profit include limited liability companies, company limited by shares, and other corporate legal
persons.
   Article 77 A for-profit legal person is established by lawful registration.


   Article 78 The registration authorities shall issue a business licence to a for-profit legal person that has been
lawfully established. The date of issue of the business license is the date of establishment of the for-profit legal
person.


   Article 79 A for-profit legal person that is established by law shall lawfully develop its Articles of Association.


   Article 80 A for-profit legal person shall set up its governing body.


The governing body shall perform the duties of amending the Articles of Association of the legal person, voting for or
change the members of the executive body or supervising body, and other duties according to the Articles of
Association of the legal person.
   Article 81 A for-profit legal person shall establish its executive body.


The executive body may exercise the power to convene meetings of the governing body of the legal person,
determine the business plan and investment plan of the legal person, determine the setting of the internal
management body of the legal person, and other powers prescribed by the Articles of Association of the legal person.


If the executive body is the board of directors or the executive directors, the Chairman of the Board of Directors, the
executive directors or the managers shall be appointed as legal representative according to the Articles of
Association of the legal person; if no board of directors or executive directors exist, the person chiefly in charge
provided by the Articles of Association of the legal person shall be the executive body and legal representative.


   Article 82 If a for-profit legal person has established its board of supervisors, board of supervisors and other
supervising bodies, the supervising bodies shall supervise the performance of the duties of the legal person by the
members of the executive body, the senior executives, and other duties provided by the Articles of Association of the
legal person.


   Article 83 The investors of a for-profit legal person shall not misuse the investors' rights to harm the interests of the
legal person or other investors. Abuse of the investors' rights that have caused losses to the legal person or other
investors shall be held liable for civil liabilities.


The investors of a for-profit legal person shall not abuse the legal person's independent status and the investors'
limited liability to damage the creditors' interests. Abuse of the independent status of the legal person and the limited
liability of the investors to evade the debt which has seriously damaged the interests of the creditors of the legal
person shall be held jointly and severally liable for the liabilities of the legal person.
   Article 84 The controlling shareholders, actual controllers, directors, supervisors, and senior management
personnel of a for-profit legal person shall not harm the interests of the legal person by using the affiliated
relationships thereof. Compensation liability shall be assumed if losses are caused to the legal person by using the
affiliated relationships.
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   Article 85 If the meeting convening procedures and voting approaches of the resolution making by the governing
body or the executive body of a legal person for profit has violated laws, administrative regulations, or the Articles of
Association of the legal person, or the content of the resolution has violated the Articles of Association of the legal
person, the investors of the legal person for profit may request a people's court to revoke that resolution; however,
the civil legal relationship formed by such resolutions between the legal person and the counterparties in good faith
shall not be affected.


   Article 86 A for-profit legal person who engages in business activities shall abide by business ethics, maintain
transaction security, accept government and social supervision, and assume social responsibility.


Section 3 Non-profit Legal Persons


   Article 87 Legal persons established for the purpose of public welfare or other non-profit purposes, which do not
distribute earned profit to the investors, founders or members, are non-profit legal persons.


The non-profit legal persons include institutions, social groups, foundations, and social service agencies.
   Article 88 The institutions which satisfy the conditions of legal persons, and have been established according to
the law in order to meet the needs of economic and social development and to provide public service, shall obtain the
licence as legal persons of institutions; if the law does not require application for legal registration, such institutions
shall obtain the licence as legal persons of institutions since the date of establishment.


   Article 89 Where a corporation establishes a board of administration, such board of administration shall, unless
otherwise provided by the law, be the decision-making body. The legal representatives of institutions shall be formed
in accordance with the provisions of laws, administrative regulations or the Articles of Association of the legal
persons.


   Article 90 Social groups that satisfy the conditions of legal persons, which have been established by lawful
registration for the purpose of public welfare or common interests of members and other non-profit purposes based
on the common wishes of members shall obtain the licence as legal persons of social groups; if the law does not
require application for legal registration, such social groups shall obtain the licence as legal persons of social groups
since the date of establishment.


   Article 91 The established legal persons of social groups shall lawfully develop the Articles of Association of the
legal persons.


The legal persons of social groups shall establish the authorities such as the general meetings of members or the
members' representative meetings.


The legal persons of social groups shall establish the board of administrators or the executive bodies. The head of
the board of administrators, the head of the executive bodies or other responsible persons shall be appointed as the
legal representatives according to the Articles of Association of the legal persons.


   Article 92 The foundations and social service agencies etc. registered by law for the purpose of public welfare and
donation of properties shall obtain the legal personality of donors.


Venues for religious activities established by law which satisfy the conditions as legal persons may apply for
registration of legal persons and obtain the legal personality of donors. If the provisions of the laws and administrative
regulations have other provisions on the venues of religious activities, such provisions shall be abided by.
   Article 93 The established legal persons of donors shall lawfully develop the Articles of Association of the legal
persons。


The legal persons of donors shall establish the board of administrators, democratic management organisations and
other decision making bodies, and shall set up executive bodies. The head of the board of the administrators shall be
appointed of legal representatives according to the Articles of Association of the legal persons.


The legal persons of donors shall establish the board of supervisors and other supervising bodies.


   Article 94 Donors have the rights to inquire into the legal persons of donors for the use and management of
donated property and to give advice and suggestions; the legal persons of donors shall respond promptly and
truthfully.


If the decision-making procedures of resolutions made by the decision-making bodies of the legal persons of donors,
the executive bodies or the legal representatives violate laws, administrative regulations and the Articles of
Association of the legal persons, or the content of the decision has violated the Articles of Association of the legal
persons, the donors, the interested persons or the authorities may request the People's Court to revoke those
resolutions; however, the civil relationships formed between the legal persons of donors and counterparties in good
faith shall not be affected.
   Article 95 The non-profit legal persons established for the purpose of public interests shall not distribute the
remaining properties to the investors, founders or members at the time of termination. The remaining properties shall
be used for public interests according to the provisions of the Articles of Association of the legal persons or the
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resolutions of the authorities; if it is impossible to dispose of such properties according to the Articles of Association
of the legal persons or the resolutions of the authorities, the competent authorities shall guide the transfer of such
properties to legal persons of same or similar purposes which shall be disclosed to the society.


Section 4 Special Legal Persons


   Article 96 The governmental legal persons, the legal persons of rural collective economic organisations, and the
legal persons of basic-level People's self-governing organisations are the special legal persons.


   Article 97 The governmental bodies with independent funds and the statutory bodies that bear administrative
functions shall have the legal personality of governmental bodies from the date of their establishment, and may
engage in the civil activities required for the performance of their functions.


   Article 98 Where the legal persons of governmental bodies are revoked, the legal persons shall terminate, and the
civil rights and obligations thereof shall be enjoyed and borne by the successors of governmental bodies. If there is
no successor legal person, the legal persons of the governmental bodies that have made the revocation decision
shall enjoy and bear such rights and obligations.


   Article 99 The rural collective economic organisations shall obtain the legal personality according to law.


If laws and administrative regulations have provisions on the rural collective economic organisations, such provisions
shall be abided by.
   Article 100 City and rural cooperative economic organisations shall obtain legal personalities in accordance with
the law.


If laws and administrative regulations have provisions on the city and rural cooperative economic organisations, such
provisions shall be abided by.
   Article 101 The residents' committee and the villagers' committee which have the legal personalities as the basic-
level People's self-governing organisations may engage in civil activities needed for performing their duties.


If rural collective economic organisations are not established, the villagers' committee may perform the duties of the
village collective economic organisation according to law.
Chapter IV Non-incorporated organisations


   Article 102 The non-incorporated organisations are organisations that have no legal personality but may lawfully
engage in civil activities under their own names according to law.


The non-incorporated organisations include individual-owned enterprises, partnerships, and professional services
without legal personality.
   Article 103 The non-incorporated organisations shall register according to law.


For the establishment of non-incorporated organisations, if laws and administrative regulations provide that approval
from relevant authorities is needed, such provisions shall be followed.
   Article 104 If the property of the non-incorporated organisations is insufficient to pay off the debts, the investors or
the founders shall bear unlimited liability, unless otherwise provided by the law.


   Article 105 Non-incorporated organisations may determine one or more people to represent the organisation for
civil activities.


   Article 106 Under one of the following cases, non-incorporated organisations are dissolved:


(1) The existence period provided by the Articles of Association has expired, or other dissolution causes have
occurred;


(2) The investors or the founders have decided to dissolve;


(3) Other circumstances prescribed by law.


   Article 107 The dissolved non-incorporated organisations shall conduct liquidation according to law.


   Article 108 The non-incorporated organisations shall apply the provisions of Section 1 of Chapter 3 of this law in
additions to this Chapter.


Chapter V Civil Rights


   Article 109 Natural persons' personal freedom and personal dignity shall be protected by law.


   Article 110 Natural persons enjoy the right to life, physical rights, health rights, name rights, portrait rights,
reputation, right of honour, privacy, marriage autonomy and other rights.


Legal persons and non-incorporated organisations enjoy the rights to name, reputation, honour and other rights.
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   Article 111 Natural persons' personal information shall be protected by law. Any organisations and individuals who
need to obtain personal information of others shall obtain the information according to law and shall ensure the
information safety. It is not allowed to illegally collect, use, process or transfer the personal information of others. It is
illegal to buy and sell, supply or publish the personal information of others.


   Article 112 The personal rights of natural persons arising from marriage or family relations shall be protected by
law.


   Article 113 The property rights of the civil subjects are equally protected by law.


   Article 114 The civil subjects shall enjoy property rights according to law.


Property rights are the exclusive rights to directly dominate a specific object, including ownership, right to use and
security interests.
   Article 115 Property includes real property and chattels. Where the law provides that the rights are the object of
the property rights, such provisions shall be abided by.


   Article 116 The type and content of the property rights shall be provided by law.


   Article 117 For the needs of the public interests, in accordance with the provisions of the law and procedures for
expropriation and requisition of real estate or movable property, fair and reasonable compensation shall be given.


   Article 118 The civil subjects enjoy the creditor's rights according to law.


Creditor's rights are the right of the obligee to request a particular obligor to conduct or not to conduct a certain act
because of a contract, tort, negotiorum gestio, unjust enrichment, and other provisions of the law.
   Article 119 A contract established in accordance with the law is legally binding on the parties.


   Article 120 Where the civil rights and interests are infringed, the person whose rights are infringed has the right to
request the infringer to bear tort liability.


   Article 121 When there are no statutory or agreed obligations, for any management in order to avoid the damage
to interests of others, the person who conduct such management shall have the right to request the beneficiary to
repay the necessary expenses.


   Article 122 For any unjust enrichment without legal basis, the persons who suffer loss have the right to request the
return of improper benefits.


   Article 123 Civil subjects enjoy intellectual property rights according to law.


Intellectual property rights are the exclusive rights of the persons on the following objects according to law:


(1) Works;


(2) Invention, utility model and design;


(3) Trademark;


(4) Geographical indications;


(5) Trade secrets;


(6) Integrated circuit layout design;


(7) New plant varieties;


(8) Other objects prescribed by law.


   Article 124 Natural persons enjoy the inheritance rights.


The lawful personal properties of natural persons may be lawfully inherited.
   Article 125 The civil subjects enjoy the equity and other investment rights according to law.


   Article 126 The civil subjects enjoy other civil rights and interests as prescribed by law.


   Article 127 The provisions on the protection of data or network virtual properties shall be abided by.


   Article 128 The special provisions on the protection of civil rights of minors, the elderly, the disabled, women, and
consumers shall be abided by.


   Article 129 Civil rights may be acquired on the basis of civil legal acts, de facto acts, acts prescribed by law or
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other means provided by law.


   Article 130 The civil subjects shall exercise civil rights according to their own will and others shall not interfere
therewith.


   Article 131 When the civil subjects exercise their rights, they shall fulfil the obligations stipulated by law and
agreed by the parties.


   Article 132 The civil subjects shall not abuse the civil rights and damage the national interests, the social public
interests or the legitimate rights and interests of others.


Chapter VI Civil Juristic Acts


Section 1 General Stipulations


   Article 133 Civil juristic acts are the acts of a civil subject through the establishment, alteration and termination of
civil legal relations through expression of intention.


   Article 134 Civil juristic acts can be based on the expression of intention of both parties or all parties, or based on
unilateral expression of intention.


The resolutions made by legal persons or non-incorporated organisations in accordance with the law, the provisions
of the proceedings and voting procedures shall be valid.
   Article 135 Civil juristic acts may be in written form, oral form or other forms; special forms may be adopted if
provided by laws and administrative regulations or agreed by the.


   Article 136 Civil juristic acts take effect at the time of its establishment, except as otherwise provided by law or
otherwise agreed by the parties.


The persons of civil conduct shall not alter or dispense the civil juristic acts without the provision of the law or without
the consent of the other party.
Section 2 Expression of Intention


   Article 137 The expression of intention, which is made by dialogue, takes effect when the person knows the
content.


The expression of intention, which is made by non-dialogue, takes effect when it reaches the relative person. The
expression of intention in the form of a data message in the form of non-dialogue, which specifies that a particular
system to receive the data message, shall take effect when it enters the particular system; if the specific system is
not specified, it shall take effect when the relative person knows or should know that the data message enters into its
system. The parties shall follow the agreement that have been agreed otherwise on the time of effect of the
expression of intention in the form of a data message.
   Article 138 The expression of intention without counterparties shall enter into force at the time of completion of the
expression, unless otherwise provided by law.


   Article 139 The expression of intention made in the form of an announcement shall enter into force at the time of
issue of the announcement.


   Article 140 The persons of civil conduct may make an expression of intention by express or implied ways.


Silence can only be regarded as expression of intention, when it is provided by law or agreed by the parties, or it has
met the trading habits between the parties.
   Article 141 The persons of civil conduct may withdraw the expression of intention. The notice of withdrawal of the
expression of intention shall arrive at the relative persons before the expression of intention arrives at the relative
person or with the expression of intention.


   Article 142 The interpretation and the definition of the expression of intention without counterparties shall be
determined on the use of the words, in combination with the relevant terms, the nature and purpose of the conduct,
the habits and the principle of good faith.


The interpretation of the expression of intention without counterparties shall not be restricted by the used words and
sentences; the relevant clauses, the nature and purpose of the conduct, the habits and the principle of good faith
shall be considered in combination to determine the genuine meaning of the persons of the civil conduct.
Section 3 Validity of Civil Juristic Acts


   Article 143 The civil juristic acts with the following conditions are valid:


(1) The persons of the civil conduct have a corresponding capacity for civil conduct;


(2) The expression of intention is true;
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(3) Not violating the mandatory provisions of laws and administrative regulations, and not violating the public order
and social customs.


   Article 144 The civil juristic acts by persons of no capacity for civil conduct are invalid.


   Article 145 The civil juristic acts with the nature of pure profit by the persons of limited capacity for civil conduct, or
the Civil Juristic Acts  that are compatible with the age, intelligence and mental health of such persons, shall be
valid; other Civil Juristic Acts  shall be valid upon the consent or confirmation of the legal agent.


The counterparties may urge the legal agent to confirm the conducts within 1 month from the date of receipt of the
notice. If the legal agent does not make any expression, it shall be deemed as rejection of confirmation. Before the
civil juristic acts have been confirmed, the counterparties of good faith have the right for revocation. The revocation
shall be made by notice.
   Article 146 The civil juristic acts by persons of civil conduct and counterparties under fake expression of intention
are invalid.


The validity of civil juristic acts concealed by fake expression of intention shall be dealt with according to relevant
legal provisions.
   Article 147 The persons of civil conduct have the right to request the People's Court or arbitration organisations to
revoke the civil juristic acts based on major misunderstandings.


   Article 148 The parties infringed by fraud have the rights to request the People's Court or arbitration organisations
to revoke the Civil Juristic Acts  that have been perpetrated by means of fraud and against the true meanings of the
counterparties.


   Article 149 The persons infringed by fraud which has been implemented by third parties and has caused the civil
juristic acts of the counterparties, in which the counterparties know or should have known such fraud, have the right
to request a people's court or arbitration organisations to revoke the civil juristic acts.


   Article 150 If a party or third parties who, by means of coercion, have caused the other party to carry out the civil
juristic acts in violation of their true meaning, the persons under coercion have the rights to request a people's court
or the arbitration organisations to revoke them.


   Article 151 The injured party has the right to request a people's court or the arbitration organisations to revoke the
conducts, if one party uses the state of danger or lack of judgment of the other party resulting in the unfairness in the
establishment of the civil juristic acts.


   Article 152 Under any of the following circumstances, the right of revocation is eliminated:


(1) The party concerned has not exercised the right of revocation within 1 year from the date of knowing or ought to
have known the grounds for revocation; the party concerned in the major misunderstanding has not exercised the
right of revocation within 3 months from the date of knowing or ought to have known the grounds for revocation;


(2) The parties have not exercised the right of revocation within 1 year from the date of termination of the coercion;


(3) The parties expressly waive the right of revocation after they know the grounds thereof.


If the parties have not exercised the right of revocation within 5 years from the date of the civil juristic acts, the right of
revocation shall be eliminated.
   Article 153 The civil juristic acts that violate the mandatory provisions of laws and administrative regulations are
invalid, except that the mandatory provisions do not result in the invalidity of the civil juristic acts.


The civil juristic acts that violate public order and social customs are invalid.
   Article 154 The civil juristic acts conducted by malicious collusion between the persons of civil conduct and the
counterparties which damage the legitimate rights and interests of others are invalid.


   Article 155 The invalid or revoked civil juristic acts are not legally binding from the beginning.


   Article 156 If part of civil juristic acts is invalid, and the effect of other part is unaffected, the other part shall still be
valid.


   Article 157 If the civil juristic acts are invalid, revoked or are confirmed to have no effect, the properties obtained
due to such conducts by the persons of civil conduct shall be returned; if it cannot be returned or is not necessary to
be returned, it shall be compensated. The faulty party shall compensate the other party for the loss suffered; if both
the parties have fault, they shall bear the corresponding responsibility respectively. If the law otherwise provides, the
provisions shall be abided by.


Section 4 Conditions and Duration of Civil Juristic Acts


   Article 158 The civil juristic acts may be conditional, unless their nature does not allow conditions. The civil juristic
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acts with conditions take effect when the conditions are met. The civil juristic acts with termination conditions shall
terminate when the conditions are met.


   Article 159 Where the parties improperly prevent the conditions to be met, it is deemed that the conditions have
been met; where the parties improperly contribute to the satisfaction of conditions, it is deemed that the conditions
have not been met.


   Article 160 The civil juristic acts may be subject to a period of time, unless their nature does not allow limit of time.
The civil juristic acts with duration to take effect shall take effect from that time. The civil juristic acts with duration of
termination shall terminate at the end of such duration.


Chapter VII Agency


Section 1 General Stipulations


   Article 161 The civil subjects perform the civil juristic acts through agents. The civil juristic acts that shall be
performed in person according to law, agreement of parties or the nature of the civil juristic acts shall be carried out in
person and shall not be carried out through agency.


   Article 162 The civil juristic acts carried out by the agent in the name of the principal and within the authority shall
be valid on the principal.


   Article 163 Agents include the Entrusted Agency and the Statutory Agency.


The entrusted agent shall exercise the agency right in accordance with the entrustment of the principal. The legal
agent shall exercise the agency right in accordance with the law.
   Article 164 If the agent fails to perform or fails to fully perform his duties and causes damage to the principal, he
shall bear civil liability.


If the agents and counterparties conduct malicious collusion, which caused damage to the legitimate rights and
interests of the principle, the agents and counterparties shall bear joint and several liability.
Section 2 Entrusted Agency


   Article 165 When written form is used in authorisation for Entrusted Agency, the letter of authorisation shall cover
the agent's name, authorised matters, authority and period, which shall be signed or affixed a seal by the agent.


   Article 166 Where a number of agents are authorised for the same matter, they shall jointly exercise the power of
agency, unless otherwise agreed by the parties.


   Article 167 If the agent has not objected against the agency, when he knows or ought to know that the authorised
matter is illegal, or if the agent knows or should know that the agent's act is unlawful, the principal and the agent shall
bear joint and several liability.


   Article 168 The agent shall not carry out the civil juristic acts with himself in the name of the principal, unless the
principal have consented or confirmed such conducts.


The agent shall not carry out the civil juristic acts between the principal and other principals he represents in the
name of the principal, unless the all the principals have consented or confirmed such conducts.
   Article 169 If the agent needs to entrust third parties as agents, it shall obtain the consent or confirmation of the
principal. The agent shall only be liable for the appointment of third parties and the instruction to third parties.


If such transfer is not consented or confirmed by the principal, the agent shall be liable for the conducts of the third
parties, unless the transfer of agency is made by the agent under emergency for the purpose of safeguarding the
interests of the principal.
   Article 170 The civil juristic acts implemented in the name of the legal persons or the non-incorporated
organisations by the personnel who complete the tasks of the legal persons or the non-incorporated organisations,
shall have the effect on the legal person or the non-incorporated organisations.


The limitation on the authority of personnel who complete the tasks for the legal persons or the non-incorporated
organisations shall not confront the counterparties in good faith.
   Article 171 The agency conducts carried out without authority, beyond authority or after the termination of agency,
without being approved by the agent, are invalid.


The counterparties can urge the principals to confirm the conducts within 1 month of the date of receipt of the notice.
The principals who have not made expressions are deemed as having refused the confirmation. Before the conducts
of the persons of civil conduct have been confirmed, the counterparties in good faith have the rights to revoke the
conducts. The revocation shall be made by notice.


If such conducts are not recognised, the counterparties in good faith have the right to request persons of civil conduct
to pay their debts or to make compensations to the extent of their damages, but the scope of the compensation shall
not exceed the obtained benefits at the time of confirmation by the principals.
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If the counterparties know or should have known that persons of civil conduct have no authority of agency, the
counterparties and persons of civil conduct shall be liable according to their own fault. be


   Article 172 If the persons of civil conduct carry out agency without authority, beyond authority or after the
termination of agency, and the counterparties have the reasons to believe that the persons of civil conduct have the
authority, the conducts shall be valid.


Section 3 Termination of Agency


   Article 173 In one of the following cases, the Entrusted Agency terminates:


(1) The duration of agency has expired or the entrusted matters are completed;


(2) The principals have cancelled the entrustment or agent resigns from the entrustment;


(3) The agent has lost the capacity for civil conduct;


(4) The agent or the principal have died;


(5) The legal persons or the non-legal-persons as agents or the principals have terminated.


   Article 174 After the death of the principals, under any of the following circumstances, the entrusted agency
conducts shall be valid:


(1) The agent does not know and should not have known the death of the principals;


(2) The successors of the principals have confirmed the conducts;


(3) The authorisation has clearly provided that the authority shall terminate when the entrusted matters have been
completed;


(4) The agency conducts have started before the death of the principals and are continued for the benefits of the
successors of the principals.


When the legal persons and non-incorporated organisations as the agents have terminated, the provisions of the
preceding paragraph shall be applied.
   Article 175 In any of the following circumstances, the statutory agency shall terminate:


(1) The principals have obtained or recovered full capacity for civil conduct;


(2) The agents have lost capacity for civil conduct;


(3) The agents or the principals have died;


(4) Other circumstances prescribed by law.


Chapter VIII Civil Liability


   Article 176 Civil subjects shall perform civil obligations and assume civil liability according to the provisions of the
law and the agreement of the parties.


   Article 177 When two or more people assume liabilities according to the law by proportions, if it is possible to
determine the proportion thereof, they shall bear the corresponding responsibility; if it is impossible to determine it,
they shall bear the responsibility equally.


   Article 178 If two or more persons are jointly and severally liable, the right holders shall have the right to request
part or all of the liable persons to bear the liability.


The share of the responsibility of the joint-and-several liability shall be determined according to the proportion of the
respective responsibilities; if it is difficult to determine the proportion of the responsibility, liability shall be borne
equally. If the actual responsibility of the joint liable persons have assumed more than their share of responsibility,
they have the right to recover from the other persons of the joint and several liability.


The joint and several liability shall be provided by law or agreed by the parties.


   Article 179 The methods of assuming Civil Liability include:


(1) Stop the infringement;


(2) Exclude the hindrance;
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(3) Eliminate the danger;


(4) Return the property;


(5) Restitution;


(6) Repair, remake or replace;


(7) Continue to perform;


(8) Compensate for losses;


(9) Pay liquidated damages;


(10) Eliminate the impact or restore the reputation;


(11) Apologise.


The methods to assume Civil Liability provided for in this Article may be applied alone or may be combined.
   Article 180 No Civil Liability is borne in case of failure to perform civil duties due to force majeure, unless otherwise
provided by law.


Force majeure means unforeseeable, unavoidable and unconquerable objective situations.
   Article 181 Damage due to proper defence has no Civil Liability.


If the defences are beyond the necessary limits and have caused undue damage, the defenders shall take
appropriate Civil Liability.
   Article 182 In case of damage caused by avoidance of emergency, Civil Liability shall be borne by the persons
who have caused the danger.


If the danger has been caused by natural reasons, the persons of emergency avoidance do not assume Civil Liability
and may give appropriate compensation.


If the measures for emergency avoidance are improper, or have exceeded the necessary limit, which have caused
undue damage, the persons of emergency avoidance shall assume appropriate Civil Liability.


   Article 183 In the event of damage to the civil rights and interests of oneself due to protection of others' rights, the
infringer shall bear Civil Liability, and the beneficiary may give appropriate compensation. Where there is no infringer,
the infringer escapes or is unable to assume Civil Liability, the beneficiary shall give appropriate compensation if the
victim requests compensation.


   Article 184 If the rescuer voluntarily carries out emergency relief which has caused damages to the persons in
danger, the rescuer shall not bear Civil Liability.


   Article 185 If the name, portrait, reputation and honour of heroic martyrs have been infringed and public interests
are damaged, Civil Liability shall be assumed.


   Article 186 If the personal rights and property rights of one party have been infringed due to the breach of contract
of the other party, the injured party has the right to choose to claim the liability for breach of contract or tort liability.


   Article 187 When the civil subjects bear civil liability, administrative liability and criminal liability for the same act,
the assumption of administrative liability or criminal liability shall not affect the assumption of civil liability; if the
properties of the civil subjects are insufficient to make the payment, civil liability shall be assumed in priority.


Chapter IX Limitation of Action


   Article 188 The limitation of action of an application to a people's court for protection of civil rights are three years,
unless otherwise provided by law.


Limitations are calculated from the date on which the right holder knows or ought to be aware of the damage to the
rights and the obligor, unless otherwise provided by law.


If it has been more than 20 years since the date of the damage, the People's Court shall not give protection; in
exceptional circumstances, the People's Court may extend the limitations in accordance with the application of the
right holders.


   Article 189 Where the parties agree on the instalment of paying debt, the Limitations shall be calculated from the
date of expiry of the last instalment.


   Article 190 The limitation of claim by a person of no capacity for civil conduct or of limited capacity for civil conduct
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against his/her legal agent shall be calculated from the date of termination of such statutory agency.


   Article 191 The limitation of claim for damages for sexual assault by a minor are calculated from the date on which
the victim reaches 18 years old.


   Article 192 When a limitation of action has expired, the obligor may file a defence of non-performance.


After the expiry of the limitation, if the obligor agrees to perform duties, he shall not raise defence due to the expiry of
limitation; if the obligor voluntarily performs the duties, he shall not require return of the payment.
   Article 193 A people's court shall not voluntarily apply the provisions of Limitations.


   Article 194 During the last six months of a limitation, if the claim cannot be exercised due to the following
obstacles, the limitation shall be suspended:


(1) Force majeure;


(2) Persons of no capacity for civil conduct or persons of limited capacity for civil conduct have no legal agent, or the
legal agent has died, lost capacity for civil conduct or lost the authority for agency;


(3) After the succession begins, the successors or the estate administrators have not been determined;


(4) The right holder is controlled by the obligor or others;


(5) Other obstacles which have caused the right holder to fail in making claims.


The Limitations shall expire since the elimination of the causes of the suspension of Limitations.
   Article 195 If, in one of the following cases, a limitation of action is interrupted; the limitation of action shall be
recalculated since the interruption and the termination of relevant procedures:


(1) The right holder requests performance to the obligor;


(2) The obligor agrees to fulfil its obligations;


(3) The right holder issues proceedings or applies for arbitration;


(4) Other circumstances equal to issue of litigation or application for arbitration.


   Article 196 The provisions for limitations do not apply to the following claims:


(1) Request to stop the infringement, remove the obstacles, or eliminate the danger;


(2) The right holder requests returning of property for real estate and registered chattels;


(3) Request payment of alimony, support money or maintenance;


(4) Other claims for which Limitations are not applicable.


   Article 197 The period, calculation method, and causes for suspension or interruption of Limitations shall be
provided by law; the agreement of the parties is invalid.


The prior waiver of the benefits of Limitations by concerned parties is invalid.
   Article 198 Where the law provides for the limitations of arbitration, such provisions shall be abided by;


   Article 199 The duration of rights such as revocation rights or dissolution rights provided by law or agreed by the
parties shall be calculated from the date on which the right holder knows or ought to know the right, unless otherwise
provided by law; the provisions of suspension, interruption and extension of Limitations shall not be applied. At the
expiry of the duration, the revocation and dissolution rights shall be eliminated.


Chapter X Calculation of Duration


   Article 200 The period referred to by the Civil Law is calculated according to the calendar year, month, day and
hour.


   Article 201 When the period is calculated according to the year, month and day, the beginning date is not included
in the calculation; the period shall be calculated from the next day.


When the period is calculated according to the hour, the calculation shall be made from the time provided by the law
or agreed by the parties.
   Article 202 When the period is calculated according to the year and month, the corresponding date of the expiry
month is the last day of the limitations; if there is no corresponding date, the last day of the month shall be the last
day.
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   Article 203 If the last day of limitations falls on an official holiday, the day after the holiday shall be taken as the last
day.


The last day shall end at 24:00 hours. If business hours are applicable, the last day shall end at closing time.
   Article 204 The calculation of limitations shall follow the provisions of this Law, unless otherwise provided by law or
agreed by the parties.


Chapter XI Supplementary Provisions


   Article 205 In the Civil Law, the terms "not less than", "not more than", "within" and "expire" shall include the given
figure; the terms "under", "exceed" and "beyond" shall not include the given figure.


   Article 206 This Law shall come into force on October 1, 2017.


扫一扫，手机阅读更方便
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EXHIBIT E 







Before the 


Federal Communications Commission 


May 27, 2018 


Declaration of Jihong Chen and Jianwei Fang 


I. Introduction of the Declarants 


1. I, Jihong Chen, am a practicing lawyer and partner of Zhong Lun Law Firm located in 


Beijing, PRC. Founded in 1993, Zhong Lun is one of the largest law firms in China, 


providing a complete spectrum of legal services. Zhong Lun, with over 260 partners and 


over 1200 professionals working in sixteen offices in China and around the world, is 


capable of providing high-quality legal services in China and many other jurisdictions.  


2. I have been practicing law, especially technology, media and telecommunication (“TMT”) 


and intellectual property (“IP”) laws since 1996. I have expertise in cyber security, data 


protection, domain name dispute resolution, intellectual property protection, IP licensing, 


anti-unfair competition, IT and high-tech related legal matters. I received my bachelor’s 


degree from Xi’an Jiaotong University in 1993 and my master’s degree from Tsinghua 


University in 1996. I studied United States law at Chicago-Kent College of Law and 


received an LL.M. degree there.  


3. In 2011, I was selected as one of the “50 Best Chinese Lawyers” by Corporate INTL 


Magazines. I was selected as the “National IP Expert” by the State Intellectual Property 


Office in 2012. Moreover, I was awarded the “Ten Best IP Lawyers” title by Beijing Bar 


Association, “Best 15 IP Lawyers in China” title by ALB (Asia Law and Business) and 


“Telecommunications Law - Lawyer of the Year in China” title by Corporate INTL in 2013, 


2015 and 2016 respectively.  
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4. I make this declaration together with Mr. Jianwei Fang. Mr. Fang is also a practicing lawyer 


and partner of Zhong Lun Law Firm. He received his Bachelor of Law degree from the 


East China University of Politics & Law in 2003, Juris Doctor and Master of Laws degrees 


from Columbia University in the United States in 2010 and 2007, respectively. He is a 


member of both the New York State Bar Association and Chinese Bar Association and 


have been in active private practice in China and the US a total of more than 8 years. Before 


practicing law, he has also served as a judge in Zhejiang Province in China. Mr. Fang 


specializes in dispute resolution, corporate compliance and government regulations, and 


has many publications on topics of state secrets protection, national security laws, export 


control, and other compliance matters. 


5. Mr. Fang and I make this declaration based on our personal knowledge, professional 


experience, and education. If called to testify as witnesses, we could and will testify 


competently to the matters referred to below. We are compensated for our time in preparing 


this declaration but our compensation in no way depends on the opinions we offer. 


II. Questions Addressed 


6. In this report, we are asked to address based on our legal expertise the following two 


questions: 


a) Whether under Chinese law, telecommunication equipment manufacturers such as 


Huawei are obligated to cooperate with any request by the Chinese government to use 


their systems or access them for malicious purposes (including any malicious purposes 


from the perspective of the United States) under the guise of state security, which is 


addressed in a 2012 investigation report by the U.S. House Permanent Special Committee 


on Intelligence (HPSCI) quoting Article 11 of the old State Security Law of the PRC; and 
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b) whether Chinese laws authorize the Chinese government to order manufacturers to hack 


into products they make to spy on or disable communications, as reported, e.g., by the 


Wall Street Journal on May 2, 2018, in U.S. Weighs Curbs on Chinese Telecom Firms. 


III. Summary of Answers to the Questions 


7. Under Article 13 of the Counterespionage Law (Article 11 of the old State Security Law), 


telecommunication equipment manufacturers such as Huawei are not obligated to 


cooperate with any request by the Chinese government to use their systems or access them 


for malicious purposes under the guise of state security because: 


1) Article 13 of the Counterespionage Law applies only for the purpose of carrying out 


counterespionage activities, which are clearly defined by the law; 


2) the targets subject to check under Article 13 of the Counterespionage Law are relevant 


organizations and individuals for the purpose of counterespionage, not a 


telecommunication equipment manufacturer such as Huawei, let alone an overseas 


subsidiary of Huawei outside of Chinese law’s jurisdiction;  


3) the term “check” means to verify whether state security is endangered, or more 


specifically, whether the equipment or facilities reveal or leak any national secrets or 


otherwise endanger the national security of the PRC, and Article 13 does not empower 


state security authorities to plant software backdoors, eavesdropping devices or 


spyware, or compel third parties to do so; and 


4) state security authorities are bound by a series of rules set out in procedural laws in 


performing their duty. 
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8. Under Article 18 of the Anti-Terrorism Law, the Chinese government is not authorized to 


order telecommunication equipment manufacturers to hack into products they make to spy 


on or disable communications because: 


1) the scope of application of Article 18 of the Anti-Terrorism Law is direct and explicit, 


and relevant Chinese government authorities must strictly abide by the scope of 


application of the Anti-Terrorism Law and must not exceed it when enforcing the law; 


2) only telecom service providers and internet service providers of PRC have the 


obligations to provide technical support and assistance. Huawei’s overseas 


subsidiaries do not provide such services and accordingly are not subject to this Article, 


and where Huawei China is acting as an equipment manufacturer, it also is NOT 


obligated to provide technical support and assistance such as technical interfaces and 


decryption to the public security authorities and national security authorities under this 


Article; 


3) telecom operators and internet service providers only have the obligation to support 


and assist public security authorities and national security authorities to “prevent and 


investigate terrorist activities”, and the law doesn’t grant these authorities a statutory 


mandate to plant backdoors, eavesdropping devices or spyware in equipment produced 


by telecommunication equipment manufacturers; and  


4) national security authorities and public security authorities are bound by a series of 


rules set out in procedural laws in performing their duty. 


9. Under Article 28 of the Cyber Security Law, the Chinese government is not authorized to 


compel telecommunication equipment manufacturers to hack into products they make to 


spy on or disable communications because: 
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1) the purpose of the Cyber Security Law is to ensure China's cyber security, not to 


threaten or endanger the security of any other country's networks, and law enforcement 


authorities are restricted by this legislative purpose when performing the duties 


entrusted to them by the law; 


2) due to the territorial scope of jurisdiction, the subjects under Article 28 do not include 


any overseas subsidiaries of Chinese enterprises, and thus, does not include overseas 


subsidiaries of Huawei. 


3) only network operators of PRC have the obligations to provide technical support and 


assistance. In China, Huawei is not a network operator when it engages in the 


development, production, and sale of telecommunication equipment and thus is not 


obligated under the law to provide technical support and assistance under Article 28 


in connection with these activities. 


4) Network operators should provide technical support and assistance for law 


enforcement authorities to perform their legal functions according to the law in order 


to safeguard national security and criminal investigation activities as provided in the 


Cyber Security Law. No Chinese laws empower national security authorities and 


public security authorities to compel telecommunication equipment manufacturers to 


plant backdoors, eavesdropping devices, or spyware devices in equipment they 


produce, and Huawei has no legal obligation to do so; and 


5) national security authorities and public security authorities are bound by a series of 


strict rules set out in procedural laws in performing their duties. 


10. Under Articles 7 and 14 of the National Intelligence Law, the Chinese government is not 


authorized to compel telecommunication equipment manufacturers to hack into products 


they make to spy on or disable communications because: 
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1) The law contains a safeguard that discharges individuals and organizations from 


providing support, assistance and cooperation to the national intelligence agencies that 


would contradict their legitimate rights and interests, let alone where doing so would 


violate the laws of another country. 


2) Huawei’s subsidiaries and employees outside of China are not subject to the territorial 


jurisdiction of the National Intelligence Law, and thus have no obligation to provide 


support, assistance and cooperation to the national intelligence agencies.  


3) The obligations of Huawei under the National Intelligence Law are the same as and not 


more than that of other organizations or citizens residing in China, including Chinese 


subsidiaries of foreign companies. 


4) All requirements for relevant agencies, organizations and citizens to provide support, 


assistance and cooperation to the national intelligence agencies must be in accordance 


with the law, and there is no law requiring a telecommunication equipment manufacturer 


to spy on or disable communications, including planting backdoors, eavesdropping 


devices, or spyware in its equipment without knowledge of its customer.  


5) The conduct of the state intelligence agency and its staff is subject to legal restrictions, 


and potential abusive conduct, including infringement of legitimate rights and interests of 


citizens and organizations, would be subject to investigation and punishment in 


accordance with the law. 


IV. Answers and Discussion 


11. We assume that these questions are related to China’s state security legislation 


implemented in recent years. In this report, we examine the Counterespionage Law of the 


PRC (“Counterespionage Law”) which was based on the old State Security Law that was 



https://hk.lexiscn.com/law/content.php?eng=0&provider_id=1&origin_id=2472348&isEnglish=Y&crid=f6812692-c752-4e03-af4c-0186e9369ba2&prid=5d5e6d3c-d75e-4007-ba0a-09b227faf109
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particularly mentioned in the 2012 HPSCI investigation report, and was enacted and came 


into effect on November 1, 2014; the Anti-Terrorism Law of the PRC (“Anti-Terrorism 


Law”) which was enacted on December 27, 2015 and came into effect on January 1, 2016; 


the Cyber Security Law of the PRC (“Cyber Security Law”) which was enacted on 


November 7, 2016 and came into effect on June 1, 2017; and the National Intelligence Law 


of the PRC which was enacted on June 27, 2017 and came into effect on June 27, 2017. As 


noted below, the former State Security Law was superseded by the current 


Counterespionage Law. 


12. In our opinion, the concerns reflected in the above questions do not conform with our 


understanding and knowledge of the Chinese law. We analyze the first question under the 


Counterespionage Law, particularly Article 13; and we analyze the second question under 


the Anti-Terrorism Law, particularly Article 18; the Cyber Security Law, particularly 


Article 28; and the National Intelligence Law, particularly Articles 7 and 14. 


Discussion and Analysis


a) Question 1 - whether under Chinese law, telecommunication equipment 


manufacturers such as Huawei are obligated to cooperate with any request by the 


Chinese government to use their systems or access of them for malicious purposes 


under the guise of state security. 


1.  Counterespionage Law


13. In discussing the Counterespionage Law, in order to analyze the above question more 


specifically, we focus on the following aspects of the law: conditions and restrictions for 


the application, and requirement and restriction on enforcement procedures. Based upon 


our examination of these aspects of the Counterespionage Law, we are of the opinion that 


under Chinese law, telecommunication equipment manufacturers such as Huawei are NOT 
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obligated to cooperate with any request by the Chinese government to use their systems or 


access them for malicious purposes under the guise of state security. 


14. The following is the text of the Article in the Counterespionage Law that is the counterpart 


of the Article in the former State Security Law that appears to have raised concerns in the 


HPSCI Report:1


Article 13 As may be needed for counter-espionage work, State security 


organs may inspect and verify the electronic communication tools, 


apparatuses and other equipment and facilities of relevant organizations 


and individuals in accordance with applicable provisions. Where 


circumstances endangering State security are uncovered during such 


inspection and verification, State security organs shall order the relevant 


organizations and individuals to make rectification, and may seal up or 


impound relevant electronic communication tools, apparatuses and other 


equipment and facilities if the said organizations and individuals refuse to 


rectify or still fail to meet applicable requirements after rectification.  


State security organs shall promptly lift the seizure or detention on the 


equipment and facilities that are sealed up or impounded in accordance 


with the preceding Paragraph once the circumstances endangering State 


security are eliminated. 


2. Conditions and Restrictions for the Application of Article 13 of the 


Counterespionage Law (former Article 11 of the old State Security Law) 


15. The Standing Committee of the People’s Congress of China amended the old State Security 


Law in 2014 and changed its name to the Counterespionage Law. The former Article 11 of 


the old State Security Law was amended and became the new Article 13 of the 


Counterespionage Law.  


1  All quotations from Chinese statutes in this Declaration are based on the English translations of the 
statutes found on the Westlaw database, except the Constitution from  
http://www.npc.gov.cn/englishnpc/Constitution/2007-11/15/content_1372964.htm. 
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16. Compared to Article 11 of the previous State Security Law (which provided that as needed 


to protect state security, the state security authorities were authorized to check electro-


communication devices and equipment and any other equipment and facilities of 


organizations and individuals), Article 13 of the Counterespionage Law clarifies that its 


application shall be restricted to the needs for “counterespionage work” and that the entities 


subject to check shall be “relevant” organizations and individuals, rather than any 


organizations and individuals.  


17. First, Article 13 of the Counterespionage Law clarifies that its application shall be 


restricted to the needs for counterespionage work. In order to clarify the scope of 


counterespionage work and avoid ambiguities over enforcement matters and misuse of 


enforcement authorities, Article 38 of the Counterespionage Law provides a detailed list to 


define acts of espionage which shall be prevented, stopped and punished, including: “(1) 


Activities endangering the State security of the People's Republic of China that are carried 


out by espionage organizations and their agents, or by others after being incited or funded 


by espionage organizations and their agents, or by domestic or overseas institutions, 


organizations or individuals in collusion with espionage organizations and their agents; (2) 


Acts of joining espionage organizations or accepting the tasks assigned by espionage 


organizations and their agents; (3) Activities of stealing, spying out, buying or illegally 


providing State secrets or intelligence, or instigating, luring or bribing staff members of 


State organs to commit treason that are carried out by overseas institutions, organizations 


or individuals other than espionage organizations and their agents, or by others after being 


incited or funded by such overseas institutions, organizations or individuals, or by domestic 


institutions, organizations or individuals in collusion with such overseas institutions, 


organizations or individuals; (4) Acts of directing enemies to attack targets; and (5) Other 


activities of espionage.”  Therefore, when state security authorities check the electro-


communication devices and equipment of citizens and organizations, the law enforcement 


authorities shall have explicit counterespionage purposes, and clear and specific goals or 
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targets of counterespionage, such as the need to handle a specific case, rather than uncertain 


and general goals to protect state security. Therefore, we believe that state security 


authorities are not authorized to demand that Huawei plant backdoors, eavesdropping 


devices or spyware into the equipment it manufactures, and correspondingly that Huawei 


is not obligated to cooperate with such a demand.  


18. Second, the new clause clarifies the parties subject to the check as “related” organizations 


and individuals for the purpose of counterespionage work”, which usually means relevant 


organizations and individuals who own, hold or use electronic communication tools, 


devices, and other equipment or facilities, not any organizations or individuals unrelated 


thereto, nor telecommunication equipment manufacturers such as Huawei. Huawei is not a 


party identified as subject to the state security check.   


19. The “relevant organizations and individuals” subject to the “check” include Chinese 


institutions, organizations, and individuals; and institutions or organizations established by 


parties from foreign countries or regions, including Chinese-funded enterprises, China-


foreign joint ventures and cooperative enterprises, and solely foreign invested enterprises. 


“Individuals” include citizens of China and foreign nations and stateless persons within 


Chinese territory. Companies established and managed by Huawei and their subsidiaries, 


distributors and agency partners outside Chinese territory are not subject to the check. 


20. As to the “check”, it means to test in order to verify. Its purpose is to verify whether there 


is any situation in which state security is endangered, which usually depends on whether 


the equipment or facilities contain any content which reveals or leaks any secrets and/or 


endangers the national security of China. The clause in the Counterespionage Law clearly 


stipulates that the authority of state security authorities is restricted to “checking” the 


electronic communication devices and equipment and any other equipment and facilities 


of relevant organizations and individuals and does NOT allow state security authorities 
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themselves to plant backdoors, eavesdropping devices or spyware or to demand other 


parties to do so. 


21. Based on our understanding of Article 13 of Counterespionage Law (former Article 11 of 


the State Security Law), we are of the opinion that the scope and conditions of application 


of Article 13 are clear. First, the purpose of the check must be the need for counter 


espionage work, and Article 38 defines acts of espionage clearly. The need for 


counterespionage work is a specific aim, not a general or uncertain purpose such as state 


security. Second, the parties subject to the check are “relevant” organizations and 


individuals of China, not all organizations or individuals. The parties subject to the check 


are organizations and individuals related to counterespionage work, and not a 


telecommunication equipment manufacturer such as Huawei, let alone an overseas 


subsidiary or organization belonging to Huawei. The Counterespionage Law only 


authorizes state security authorities to check and verify electronic communication devices 


and equipment and any other equipment and facilities and does not allow state security 


authorities themselves to compel other parties to plant backdoors, eavesdropping devices 


or spyware. 


3. Requirement and Restriction on Enforcement Procedures 


22. State security authorities and public security authorities are required to comply with 


statutory procedures when exercising their authorizations stipulated by the 


Counterespionage Law. In addition to general procedural rules stipulated by Criminal 


Procedure Law, the Counterespionage Law sets out further specific provisions in regard to 


acting beyond authorization and abuse of power. Once acting beyond authorizations and 


abusing power, state security authorities and their agency official will be subject to 


corresponding legal liabilities, including criminal liabilities. For example, with regard to 


any equipment or facility that is sealed up or seized pursuant to this Law, the national 


security authorities shall terminate the seal-up or seizure in a timely manner after the 
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circumstance of endangering national security is removed. (Article 13 of Counterespionage 


Law.) When performing their duties, state security authorities and their agency officials 


shall act in strict compliance with laws, and shall not act beyond their authorizations, abuse 


power, or infringe legal rights and interests entitled to organizations and individuals. Where 


an agency official of a state security authorities abuses his or her authorization, neglects 


his or her duty, or commits irregularities by practicing favoritism, which constitutes a crime, 


or where he or she commits false imprisonment, extorts a confession by torture, collects 


evidence through violence, leaks a state secret, trade secret or personal privacy information 


in violation of the provisions or commits other such acts, which constitutes a crime, he or 


she shall be subject to criminal liability in accordance with laws (Article 37 of 


Counterespionage Law). The legislative purpose of these provisions is to clarify the state 


security authorities’ and their personnel’s scope of authority and to avoid enforcement 


beyond authority, and misuse of power in the name of counterespionage, so as to protect 


the lawful interests of other organizations and individuals.  


23. In case the state security authorities or public security authorities misuse their powers to 


compel telecommunication equipment manufacturers to plant backdoors, eavesdropping 


devices or spyware, relevant organizations or individuals may seek judicial relief under the 


Administrative Procedure Law or other laws. For example, Article 12 of the Chinese 


Administrative Procedure Law provides that when citizens, legal persons or other 


organizations believe that administrative authorities ask them to perform duties in 


contravention of the law, they have the right to initiate litigation at people’s courts. Article 


44 of the Chinese Administrative Procedure Law provides that the court may conduct 


judicial review to revoke the decision of the authorities.  


4. Summary of Our Understanding 


24. In summary, our analysis and understanding of the relevant provisions of 


Counterespionage Law is as follows:  
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1) Article 13 of the Counterespionage Law shall be applied to carrying out counterespionage 


activities. Article 38 of the Counterespionage Law gives a clear definition of the act of 


espionage. Therefore, the scope of application of Article 13 of the Counterespionage Law 


is clear. 


2) The parties subject to the check under Article 13 of the Counterespionage Law are “relevant” 


organizations and individuals of China, not all organizations or individuals. The parties 


subject to the check are organizations and individuals related to counterespionage work, 


and not a specific telecommunication equipment manufacturer such as Huawei, let alone 


an overseas subsidiary of Huawei, which are not subject to this Article.  


3) The purpose of the “check” under Article 13 Counterespionage Law is to verify whether 


there is any situation in which state security is endangered, which usually depends on 


whether the equipment or facilities contain any content which reveals or leaks any secrets 


and/or endangers the national security of China. This Article does not allow state security 


authorities themselves to plant backdoors, eavesdropping devices or spyware or to compel 


other parties to do so. 


4) State security authorities are subject to a series of rules set out in procedural laws such as 


Criminal Procedure Law when exercising their authorities. If the state security authorities 


or public security authorities misuse their powers, relevant organizations or individuals 


may also seek judicial relief under the Administrative Procedure Law and other laws and 


have the right to initiate litigation at courts for judicial review to revoke the unlawful 


administrative decisions. 


b) Question 2 - whether Chinese laws authorize the Chinese government to order 


manufacturers to hack into products they make to spy on or disable communications.


A. Anti-Terrorism Law 
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25. In discussing the Anti-Terrorism Law, in order to analyze the above question more 


specifically, we focus on the following aspects of the law: scope of application, territorial 


scope of application, the subject of legal obligations, the scope of legal obligations, and 


procedural requirements and limitations on law enforcement. After examining these 


aspects of the Anti-Terrorism Law, we conclude that the law does not stipulate or imply 


that the Chinese government may order manufacturers to hack into products they make to 


spy on or disable communications. 


26. The article in the Anti-Terrorism Law that may raise concerns states as follows: 


Article 18 Telecommunications business operators and Internet service 


providers shall provide technical interfaces, decryption and other technical 


support and assistance for public security organs and State security organs 


to prevent and investigate terrorist activities in accordance with the law.  


1. Scope of Application 


27. The scope of application of the Anti-Terrorism Law is direct and explicit, namely 


counterterrorism. As stated in Article 2 of the Anti-Terrorism Law, “The State shall oppose 


all forms of terrorism, ban terrorist organizations pursuant to the law, and investigate the 


legal liabilities of whoever organizes, plots, prepares to commit or commits terrorist 


activities, advocates terrorism, incites others to commit terrorist activities, organizes, leads 


or joins terrorist organizations, or assists terrorist activities pursuant to the law.”  


28. Article 3 of the Anti-Terrorism Law clearly defines “terrorism”, “terrorist activities”, 


“terrorists”, and “terrorist incidents”. For instance, “terrorist activities” refers to the 


following conduct: 


(1) Organizing, plotting, preparing to carry out, or carrying out activities 


that will cause or are intended to cause grave social harm, such as 


casualties, major property damage, destruction of public facilities, chaos in 


public order, etc.;  
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(2) Advocating terrorism, inciting others to carry out terrorist activities, 


illegally possessing items that advocate terrorism, or compelling others to 


wear or bear clothes or emblems that advocate terrorism in public places; 


(3) Organizing, leading or joining terrorist organizations; 


(4) Providing information, funds, supplies, labor, technology, venues or 


other forms of support, assistance or facilitation for terrorist organizations 


or terrorists, or for carrying out terrorist activities or conducting training 


on terrorist activities; and 


(5) Other terrorist activities.  


29. Although Article 3 of the Anti-Terrorism Law does not exhaust the list of "terrorist 


activities", which may raise concerns about the abuse of power by the Chinese government, 


we are of the opinion that the concern does not exist. The “Anti-Terrorism Law” contains 


Chapter II, “Determination of Terrorist Organizations and Terrorists”. According to Article 


12 Chapter II, “[t]he national leading anti-terrorism work agency shall determine terrorist 


organizations and terrorists pursuant to Article 3 herein.” Further, Article 15 states 


“[o]rganizations or personnel that are determined as terrorist organizations or terrorists may 


apply for review through the administrative office of the national leading anti-terrorism 


work agency if they have objections to such decisions.” It can be seen that through 


procedures such as publication and review procedures the Anti-Terrorism Law limits the 


law enforcement powers of the relevant authorities of the Chinese government to determine 


terrorist organizations and individuals so that they will not abuse the law enforcement 


power in the name of counterterrorism.  


30. As to the identification of terrorist organizations and their personnel, the terrorist 


organizations and people that the Ministry of Public Security of China has published 


include the East Turkistan Islamic Movement, East Turkic Liberation Organization, World 
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Uighur Congress, and East Turkistan Information Center, as well as their members.2 In 


the unlikely event that the scope of the requests from enforcement authorities for technical 


assistance or support exceeds the scope publicly announced, the telecommunication 


operators and internet service providers may raise objections and ask the enforcement 


authorities to clarify and explain. 


31. The clear definition of the above concepts in the law will help relevant authorities 


accurately grasp the nature and scope of terrorism and terrorist activities and take effective 


measures to prevent, combat and respond to them. It will also help the judicial authorities 


accurately apply relevant laws in criminal proceedings and severely punish terrorist crimes. 


It will further help regulate the counterterrorist work of the relevant authorities, promote 


the correct understanding of relevant legal systems, and ensure the unification of law 


enforcement. 


32. From this, it can be seen that the Anti-Terrorism Law clearly defines the circumstances and 


scenarios to which it applies, and clearly defines “terrorism”, “terrorist activities”, 


“terrorist organizations”, “terrorists” and “terrorist incidents”. Therefore, the “Anti-


Terrorism Law” strictly limits and defines its scope of application. The relevant authorities 


of Chinese government must strictly comply with the applicable scope in the process of 


law enforcement and must not exceed the legal authorization. 


2. Territorial Scope of Application 


33. Unless clearly specified in the legislation, Chinese law generally does not have 


extraterritorial jurisdiction. Article 11 of the Anti-Terrorism Law provides an exception: 


“The People's Republic of China shall exercise criminal jurisdiction to investigate, 


2 The Ministry of Public Security of the PRC has released for three times the lists of terrorist organizations 
and individuals. See http://www.gov.cn/test/2005-06/28/content_10520.htm, 
http://www.mps.gov.cn/n2253534/n2253535/n2253537/c4122069/content.html, and 
http://www.mps.gov.cn/n2253534/n2253535/n2253537/c4141567/content.html respectively. 
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pursuant to the law, the criminal liabilities of whoever commits outside the territory of the 


People's Republic of China crimes of terrorist activities against the State, citizens or 


institutions of the People's Republic of China, or crimes of terrorist activities that are 


stipulated in the international treaties concluded or acceded to by the People's Republic of 


China.” Huawei, its operating companies and their sales and agency partners are legally-


operated companies established in the United States and will not commit the terrorist 


crimes mentioned in Article 11 of the Anti-Terrorism Law. Therefore, the overseas 


companies established by Huawei and their sales and agency partners are not within the 


jurisdiction of this law because they are not the targets of the extraterritorial jurisdiction of 


the Chinese government.  


3. The Subject of Legal Obligations 


34. Only China's telecom operators and internet service providers are obliged to provide 


technical support and assistance to public security authorities and national security 


authorities. 


35. Article 18 of the Anti-Terrorism Law stipulates: “[t]elecommunications business operators 


and internet service providers shall provide technical interfaces, decryption and other 


technical support and assistance for public security organs and State security organs to 


prevent and investigate terrorist activities in accordance with the law.” 


36. The “telecommunications business operators” and “internet service providers” mentioned 


here are sometimes collectively referred to as telecommunication service providers. 


Among them, the telecommunication business operator refers to the basic telecom service 


provider and the access provider. Basic telecom service providers refer to operators of 


telecom infrastructure, such as China Mobile, China Unicom, China Telecom, etc.; access 


service providers provide network users with access to network services from user 


terminals to the network, such as various broadband service operators. Internet service 
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providers refer to providers who provide users with content services such as news, 


information, data, audio and video, and communication platform, such well-known Internet 


companies as Tencent, Sina, and Sohu, which are typical internet service providers.  


37. Unlike “telecommunications business operators” and “internet service providers”, Huawei 


is not subject to this law where it acts as a manufacturer and seller of telecommunication 


equipment. Therefore, it has no obligation in this role to provide technical support and 


assistance such as technical interfaces and decryption for public security authorities and 


national security authorities.3


38. Second, the entity with the obligation to provide technical support and assistance is limited 


to Chinese telecommunication operators and internet service providers, excluding overseas 


companies. The overseas organizations of telecommunication equipment manufacturers 


(including companies established and operated by telecommunication equipment 


manufacturers such as Huawei overseas, and their sales and agency partners) are not 


obligated under the Anti-Terrorism Law.  


39. Based on the above, we believe that under the Anti-Terrorism Law, the main subject for 


providing technical support and assistance to the public security authorities and national 


security authorities are Chinese telecommunications business operators and internet 


service providers. Chinese telecommunication equipment manufacturers and overseas 


companies of Huawei are not subject to obligations under the Anti-Terrorism Law and they 


are not obliged to provide technical support and assistance to public security authorities 


and national security authorities. 


3  Huawei has certain subsidiaries that offer services over the Internet to Chinese customers, and therefore 
are subject to this law as Internet service providers, but only with respect to those services, which are offered 
exclusively in China. 
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4. The Scope of Legal Obligations 


40. The scope of the obligations set forth in Article 18 of the Anti-Terrorism Law is limited to 


the provision of technical support and assistance in the “prevention and investigation of 


terrorist activities”. 


41. As mentioned above, Article 3 of the Anti-Terrorism Law has a clear definition of “terrorist 


activities”, and operators of telecommunications services and internet service providers 


will only be obliged to provide support and assist for the purpose of “prevent[ing] and 


investigat[ing] terrorist activities” by public security authorities and national security 


authorities. “Preventing and investigating terrorist activities” is a clear and specific 


statutory mandate for state security authorities and public security authorities when dealing 


with the prevention and investigation of terrorist activities. The limits of support and 


assistance should be determined by the objectives of the specific case. The relevant 


authorities cannot ask citizens and organizations to provide support and assistance beyond 


the objectives of the case. Therefore, we believe that national security authorities and 


public security authorities do not have the statutory powers to require a manufacturer to 


plant backdoors, eavesdropping devices, or spyware in equipment it produces, and Huawei 


is not obligated to comply with any such request. 


42. As to whether this provision authorizes a request for enterprises to plant backdoors – a 


concern expressed in the U.S. media – Mr. LI Shouwei, deputy director of the criminal law 


office of the legislative work commission of the Standing Committee of the People’s 


Congress clarified at the press conference on Dec. 27, 2015, after the 12th Session of the 


Meeting of the Standing Committee of the People’s Congress: as for the serious concerns 


expressed by the Americans over the Counter-terrorism Law of China, the relevant 


provisions conform to the actual counterterrorism work and are generally in line with the 


corresponding provisions or the world’s major countries. From the evaluations of the 


provisions, they will not affect the normal operation of the relevant businesses, and the 
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situations of using the provisions to plant backdoors or encroach on enterprise intellectual 


properties… do not exist. This clarification was also published on the website of the State 


Council Information Office as a commitment from the Chinese legislators to the world (See 


http://www.scio.gov.cn/zhzc/8/4/Document/1460340/1460340.htm.) 


5. Procedural Requirements and Limitations of Law Enforcement 


43. National security authorities and public security authorities are required to conform to 


statutory procedures in the exercise of the statutory duties conferred by the Anti-Terrorism 


Law. In addition to the general procedural provisions of the “Criminal Procedure Law of 


the PRC” for criminal cases, the Anti-Terrorism Law also stipulates special provisions on 


the investigation procedures. For example, a public security authority investigating any 


suspected terrorist activity may, with the approval of the person in charge of the public 


security authority at or above the county level, inquire about the deposits, remittance, bonds, 


stocks, fund shares and other property of suspects, and may take seizure, detention and 


freeze measures. The time period for seizure, detention and freeze shall not exceed two 


months, and if the circumstances are complicated, the period may be extended by one 


month with the approval of the person in charge of the public security authority at the next 


higher level (Article 52); a public security authority investigating any suspected terrorist 


activity may, with the approval of the person in charge of the public security authority at 


or above the county level, order the suspect of terrorist activities to observe the listed 


restrictive measures based on the degree of danger. (Article 53); where the public security 


authority finds upon investigation any criminal fact or criminal suspect, it shall place the 


case on file for investigation in accordance with the provisions of Criminal Procedure Law. 


If the public security authority fails to place the case on file for investigation before the 


expiry of the relevant time period prescribed in this Chapter, it shall remove the relevant 


measures (Article 54). 



http://www.scio.gov.cn/zhzc/8/4/Document/1460340/1460340.htm
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44. If it is found upon investigation that the articles or funds sealed up, seized, frozen, detained 


or captured according to the Law are unrelated to terrorism, relevant measures shall be 


lifted in a timely manner and such articles or funds shall be returned (Article 95). 


45. Relevant entities or individuals who object to the decisions made in accordance with the 


Law with regard to imposing administrative penalties or compulsory administrative 


measures may apply for administrative reconsideration, or bring an administrative lawsuit 


according to the law (Article 96). 


46. If national security authorities and public security authorities abuse their power, i.e. 


requiring telecommunication equipment manufacturers to plant backdoors, eavesdropping 


or spyware in equipment, the organizations and individuals concerned may also seek 


judicial relief in accordance with the Administrative Procedure Law. For example, as 


stipulated in article 12 of Administrative Procedure Law of the PRC, citizens, legal persons 


and other organizations shall have the right to bring a lawsuit to the people's court if they 


believe that the administrative authorities have violated the law. 


47. Therefore, under the Anti-Terrorism Law, state security authorities and public security 


authorities must comply with strict statutory procedures when performing their statutory 


duties and must not enforce the law beyond the legal procedures. 


6. Summary of Our Understandings 


48. In summary, our analysis and understanding concerning the Anti-Terrorism Law is as 


follows: 


1) The scope of application of the Anti-Terrorism Law is direct and explicit, that is, the fight 


against terrorism. In the Anti-Terrorism Law, terms such as "Terrorism," "Terrorism 


Activities," "Terrorist Organizations," "Terrorist," and "Terrorism Incidents" have been 


clearly defined.  In the process of law enforcement, relevant Chinese government 
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authorities must strictly abide by the scope of application of the Anti-Terrorism Law and 


must not exceed the scope of the law to enforce the law. 


2) China has limited extraterritorial jurisdiction only when an actor commits terrorist 


activities against Chinese nationals, citizens or institutions, or commits terrorist activities 


stipulated in the international treaties concluded or participated in by China. Companies 


that are legally engaged in equipment manufacturing and sales are not the objects of 


extraterritorial jurisdiction of the Chinese government and therefore have no legal 


assistance obligation. 


3) Only telecom service providers and internet service providers of the PRC have obligations 


to provide technical support and assistance under Article 18. Huawei’s overseas 


subsidiaries are not subject to this Article and Huawei China in its role as a 


telecommunication equipment manufacturer also is NOT obligated to provide technical 


support and assistance such as technical interfaces and decryption to the public security 


authorities and national security authorities under this Article; 


4) Telecom operators and internet service providers only have the obligation to support and 


assist public security authorities and national security authorities for the purpose of 


preventing and investigating “terrorist activities”. For the purpose of terrorist activities, 


national security authorities and public security authorities do not have the statutory 


mandate to plant backdoors, eavesdropping or spyware in equipment produced by 


telecommunication equipment manufacturers. Huawei also has no obligation to cooperate 


with such requirements. 


5) In terms of law enforcement procedures, in addition to the general procedural provisions 


in Criminal Procedure Law, the Anti-Terrorism Law further stipulates investigation 


procedures to prevent relevant authorities from enforcing the law beyond the statutory 


investigation procedures. If national security authorities and public security authorities 
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abuse their power, the organizations and individuals concerned may also seek judicial relief 


in accordance with the Administrative Procedure Law and have the right to initiate 


litigation at courts for judicial review to revoke the unlawful administrative decisions. 


B. Cyber Security Law 


49. In discussing the Cyber Security Law, in order to analyze the above question more 


specifically, we focus on the following aspects of the law: scope of Application, territorial 


scope of application, the subject of legal obligations, the scope of legal obligations, and 


procedural requirements and limitations of law enforcement. Based on our examination of 


these aspects of the Cyber Security Law, we conclude that the law does not stipulate in any 


place that the Chinese government may order manufacturers to hack into products they 


make to spy on or disable communications.  


50. The Article in the Cyber Security Law that may raise concerns provides as follows: 


Article 28 Network operators shall provide technical support and 


assistance to the public security organs and the State security organs in the 


activities of protecting national security and investigating crimes in 


accordance with the law. 


1. Scope of Application 


51. The Cyber Security Law is the basic law of China's cyberspace administration. According 


to Articles 2 and 4 of the Cyber Security Law, the state has formulated and continuously 


improved its cyber security strategy, clearly defined the basic requirements and major 


objectives for ensuring cyber security, and proposed cyber security policies, tasks and 


measures in protection of critical information infrastructure. This Law applies to the 


construction, operation, maintenance, and use of networks within the PRC, as well as the 


supervision and management of cyber security. 
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52. In conjunction with Articles 2 and 4 of this Law, we believe that the Cyber Security Law 


specifically targets cyber security of the PRC as the object of regulation from the 


perspective of regulatory purposes and legislative rationale and aims to establish 


regulations to achieve cyber security. Therefore, in terms of its purpose, it directly serves 


the protection of cyber security of the PRC. The regulations in the law should be limited to 


this purpose and apply thereto and cannot be applied so as to overreach beyond this purpose. 


The legislative purpose of the Cyber Security Law is to protect China’s cyber security, not 


to threaten or harm the cyber security of any other country. 


2. Territorial Scope of Application 


53. Unless there are specified exceptions in the legislation, Chinese law generally does not 


have jurisdiction over extraterritorial matters and extraterritorial entities.  


54. The Cyber Security Law provides an exception in Article 75, which provides that foreign 


institutions, organizations, and individuals who are engaged in attacks, intrusions, 


interference, destruction, and other activities that endanger the critical information 


infrastructure of the PRC and that have caused serious consequences will be subject to legal 


responsibilities in accordance with the law. The public security authorities and relevant 


authorities of the State Council may also decide to freeze the assets or impose other 


necessary sanctions against such an institution, organization or individual.  However, 


because overseas organizations (including companies established and operated by 


telecommunication equipment manufacturers such as Huawei overseas, and their sales and 


agency partners) of telecommunication equipment manufacturers which are legally 


operated are unlikely to attack, intrude, interfere with and destroy the Critical Information 


Infrastructure (CII) of China, they are not extraterritorial law enforcement targets specified 


in Article 75 of the Cyber Security Law. 


3. Subjects of Legal Obligations 
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55. Only Chinese network operators are obliged to provide technical support and assistance to 


public security authorities and national security authorities according to Article 28 of the 


Cyber Security Law. 


56. First, according to the definition of network operators in Article 76(3) of the Cyber Security 


Law, “network operators” refers to the owners, managers, and network service providers 


of the networks.  


57. In addition, Article 9 stipulates that when carrying out business operation and service 


activities, network operators must comply with laws and administrative regulations, respect 


social ethics, abide by business ethics, be honest and trustworthy, perform cyber security 


protection obligations, accept supervision from the government and society, and assume 


social responsibilities. This means that the obligors under aforesaid Article 28 must be 


network operators that carry out business operations and service activities to the public.  


58. All network operators, whether they are state-owned enterprises, private enterprises, or 


foreign-funded enterprises, must comply with this obligation if they operate as a network 


operation service provider and conduct service activities to the public. An internal office 


network of a company does not fall within this definition.  


59. When Huawei, as a manufacturer of telecommunication equipment, engages in R&D and 


production and sale of telecommunication equipment, it is not a network operator and 


therefore is not subject to Article 28 of the Cyber Security Law.4


60. In addition, the main body of application of the Cyber Security Law is the network operator 


of the PRC.  Considering the scope of application of Article 2 of the Cyber Security Law 


which emphasizes China’s territory, only citizens and organizations of the PRC have the 


responsibility and obligation to safeguard national security, and as such, only Chinese 


4  See fn. 2, above. 
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network operators have the obligation to provide technical support and assistance for public 


security authorities and national security authorities.  


61. Chinese telecommunication equipment manufacturers and their overseas organizations 


(including manufacturers such as Huawei, which are established and operated overseas, 


and their sales and agency partners) are not obliged to provide technical support and 


assistance to public security authorities and national security authorities. 


62. Based on the above, we conclude that under the Cyber Security Law, the major legal 


obligations for providing technical support and assistance to the public security authorities 


and national security authorities apply to the network operators within the territory of the 


PRC. Telecommunication equipment manufacturers such as Huawei's Chinese companies 


and overseas companies which are engaged in the R&D, production, and service of 


telecommunication equipment are not the subjects of obligations under the Cyber Security 


Law.  They are not obliged to provide technical support and assistance to public security 


authorities and national security authorities. 


4. Scope of Legal Obligations  


63. The scope of the obligations stipulated in Article 28 of the Cyber Security Law is limited 


to the provision of technical support and assistance when the public security authorities 


and state security authorities seek such support and assistance “in the activities of 


protecting national security and investigating crimes in accordance with the law.” 


64. National security authorities and public security authorities have clearly established 


statutory functions and powers when handling specific criminal activities for national 


security and investigation.   
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65. National security authorities and public security authorities do not have any statutory 


powers to plant backdoors, eavesdropping devices, or spyware in equipment manufactured 


by Huawei, and Huawei has no obligation to cooperate with any such government request. 


5. Procedural Requirement and Limitation on Law Enforcement 


66. National security authorities and public security authorities are subject to statutory 


procedures when they exercise the statutory duties conferred by the "Cyber Security 


Law." In addition to the general provisions in procedural laws such as "Criminal Procedure 


Law", the Cyber Security Law also makes special procedural provisions. For example, 


information obtained by relevant authorities in fulfilling their duties of protecting cyber 


security can only be used for the purpose of maintaining cyber security, and must not be 


used for other purposes (Article 30). If relevant authorities are in violation of the provisions 


of Article 30 of this Law and use the information obtained in performing their duties of 


cyber security protection for other purposes, the directly responsible person in charge and 


other directly responsible personnel shall be punished according to law. If the staff of the 


relevant authorities neglects their duties, abuses their power, or engages in malpractice for 


personal gains, which activities don’t reach the threshold of crimes, they shall be subject 


to sanctions (Article 73). If they violate the provisions of this Law and cause other people 


to suffer damage, they shall bear civil liability according to law. In case of violation of this 


Law, if it constitutes a violation of public security management practices, public security 


management punishment shall be imposed according to law; if a crime is committed, 


criminal responsibility shall be investigated according to law (Article 74). The purpose of 


these provisions in the Cyber Security Law is to restrict the relevant law enforcement 


authorities, including national security authorities and public security authorities, from 


deviating from that which is directly necessary in the course of law enforcement and from 


abusing their powers conferred by the laws. 
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67. If national security authorities and public security authorities abuse their power, i.e. 


requiring telecommunication equipment manufacturers to plant backdoors, eavesdropping 


or spyware in equipment, the organizations and individuals concerned may also seek 


judicial relief in accordance with the Administrative Procedure Law. For example, as 


stipulated in article 12 of Administrative Procedure Law, citizens, legal persons and other 


organizations shall have the right to bring a lawsuit to the people's court if they believe that 


the administrative authorities have violated the law. 


6. Summary of Our Understandings 


68. In summary, our analysis and conclusions regarding the Cyber Security Law are as follows: 


1) The purpose of the Cyber Security Law is to protect China's cyber security, not to threaten 


or endanger the security of any other country's networks. Law enforcement authorities 


should be strictly limited by this legislative purpose when performing the duties entrusted 


to them by law. 


2) The overseas organizations (including the companies established and operated by 


telecommunication equipment manufacturers such as Huawei overseas, and their sales and 


agency partners) of legally operated telecommunication equipment manufacturers are 


unlikely to attack, intrude, interfere with and destroy the critical information infrastructure 


of China, and therefore they are not extraterritorial enforcement targets as defined in 


Article 75 of the Cyber Security Law. 


3) From the territorial scope of jurisdiction, the subjects under Article 28 do not include any 


overseas subsidiaries of Chinese enterprises, and thus, do not include overseas subsidiaries 


of Huawei. 


4) The legal obligations of the Cyber Security Law apply only to network operators who 


conduct business and service activities in China. Where Huawei is engaged in the 
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development, production and sales of telecommunications equipment, and services to 


customers as a telecommunications equipment manufacturer, it is not subject to the legal 


obligations of Article 28. 


5) Network operators should provide technical support and assistance for law enforcement 


authorities to perform their legal functions according to the law in order to safeguard 


national security and criminal investigation activities as provided in the Cyber Security 


Law. We believe that no Chinese laws authorizing national security authorities and public 


security authorities to require telecommunication equipment manufacturers to plant 


backdoors, eavesdropping, or spyware devices in equipment they produce, and that Huawei 


has no legal obligation to comply with any such government request. 


6) In terms of enforcement procedures, national security authorities and public security 


authorities should abide by the general provisions of the procedural laws such as "Criminal 


Procedure Law" in the exercise of the statutory duties conferred by the "Cyber Security 


Law."  Articles 30, 73, and 74 of the Law also have specific provisions on this part. It is 


clear that the purpose and scope of information obtained by law enforcement can only be 


used to protect the security of the network. Once the right is violated or the law enforcement 


power is abused, it will face corresponding legal responsibilities, including criminal 


responsibility. If citizens, legal persons and other organizations believe administrative 


authorities abuse their power, they may also fill suits in accordance with the Administrative 


Procedure Law and have the right to initiate litigation at courts for judicial review to revoke 


the unlawful administrative decisions. 


C. National Intelligence Law 


69. In discussing the National Intelligence Law, in order to analyze the above question more 


specifically, we focus on the following aspects of the law: scope of application, territorial 


scope of application, the subject of legal obligations, the scope of legal obligations, and 
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procedural requirements and limitations of law enforcement. After we examine these 


aspects of the National Intelligence Law, we conclude that the law does not anywhere 


authorize the Chinese government to order manufacturers to hack into products they make 


to spy on or disable communications. 


70. The Articles in the National Intelligence Law that may raise concerns provide as follows: 


Article 7 Any organization or citizen shall, in accordance with the law, 


support, assist and cooperate with national intelligence work, and keep 


confidential the secrets of national intelligence work that come to its or 


his/her knowledge. 


The State shall protect individuals and organizations that support, assist 


and cooperate with national intelligence work. 


Article 14 A National Intelligence Work Agency may, when carrying out 


intelligence work pursuant to the law, require relevant organs, 


organizations and citizens to provide necessary support, assistance and 


cooperation.


1. Scope of Application 


71. The National Intelligence Law has several provisions setting the boundaries of its scope 


with respect to organizations’ and citizens’ legal obligations. Specifically, Article 8 


provides that national intelligence work “shall…respect[] and safeguard[] human rights, 


and safeguard[] the legitimate rights and interests of individuals and organizations.” 


Likewise, Article 19 provides that “[a] National Intelligence Work Agency and its staff 


members shall not….infringe upon the legitimate rights and interests of citizens and 


organizations.” Should the national intelligence agencies and their staff infringe on the 


legitimate rights and interests of citizens and organizations, Article 31 provides that such 


actions are to be disciplined by the law, including subject to criminal prosecution.  


72. Planting backdoors, eavesdropping devices or spyware in its equipment is obviously 


contrary to a telecommunication equipment manufacturer’s business interests, and such 
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acts may lead to punishment by foreign laws. Therefore, the National Intelligence Law 


does not authorize the national intelligence agencies to compel a telecommunication 


equipment manufacturer to plant backdoors, eavesdropping devices or spyware, as such an 


act would infringe the manufacturer’s legitimate rights and interests. 


2. Territorial scope of application 


73. Unless there are specified exceptions in the legislation, Chinese law generally does not 


have jurisdiction over extraterritorial matters and extraterritorial entities.  


74. The only provision in the National Intelligence Law concerning extraterritorial scope is 


Article 10. However, Article 10 only defines the function of the national intelligence 


agencies, and doesn’t relate to any requests that would be made to other organizations or 


citizens, or their obligations. Therefore, Huawei’s U.S. subsidiaries, as well as other 


subsidiaries outside of China, are not subject to the jurisdiction of the National Intelligence 


Law. 


3. The subject of legal obligations 


75. As stated above, foreign subsidiaries of a Chinese company are not subject to legal 


obligation created by the National Intelligence Law. 


76. However, a Chinese subsidiary of a non-Chinese company, that resides in China, is subject 


to the National Intelligence Law, and bears the obligations created by the law. 


77. There is no difference between an organization owned by Chinese shareholders (such as 


Huawei), and an organization owned by non-Chinese shareholders (such as a subsidiary of 


a foreign manufacturer in China), in terms of their obligations under the National 


Intelligence Law, which simply does not distinguish based on the ownership of 


organizations in Articles 7 and 14. 
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4. The scope of legal obligations 


78. Article 7 and Article 14 explicitly provide that requests for cooperation from the national 


intelligence agencies and support, assistance and cooperation by organizations and citizens 


shall be “in accordance with the law”. In the Chinese Civil Law system, this means the 


scope of such requirement must be codified into law before becoming a legal obligation 


for organizations and citizens. However, there’s no Chinese law whatsoever authorizing 


the state intelligence agencies to require a telecommunication equipment manufacturer to 


plant backdoors, eavesdropping devices or spyware in its equipment that would be used to 


spy on or disable the communications of its customers. 


79. Article 40 of the Constitution of the PRC provides the standard for lawful inspection and 


protection of communication freedom and secrecy as follows:  


Article 40 Freedom and privacy of correspondence of citizens of the 


People’s Republic of China are protected by law. No organization or 


individual may, on any ground, infringe upon citizens’ freedom and privacy 


of correspondence, except in cases where, to meet the needs of State security 


or of criminal investigation, public security or procuratorial organs are 


permitted to censor correspondence in accordance with the procedures 


prescribed by law.5


80. Requiring a telecommunication equipment manufacturer to plant backdoors, 


eavesdropping devices, or spyware that would be used to spy on or disable communications 


of its customers would directly contradict the purpose of lawful censorship as provided by 


the Constitution of China.


5 See http://www.npc.gov.cn/englishnpc/Constitution/2007-11/15/content_1372964.htm. 
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5. Procedural requirements and limitations of law enforcement  


81. The National Intelligence Law provides stringent procedural requirements and restrictions 


on intelligence activities.  


82. In terms of protecting the organizations’ and citizens’ legitimate rights and interests, 


Article 31 provides that if the national intelligence agencies or their staff infringes 


organizations’ and citizens’ legitimate rights and interests, among other abuses, they “shall 


be given disciplinary sanctions pursuant to the law”, if any criminal offense is constituted, 


they “shall be investigated for criminal liabilities pursuant to the law”. ;  


83. Also, Article 27 of the National Intelligence Law provides individuals and organizations 


the right to report or accuse a state intelligence agency and its staff for exceeding their 


powers, abusing their power, and other violations of law and discipline. A mechanism is 


also provided by Article 27 to protect the individual and organization by reporting agency 


misconduct. If intelligence agency staff tried to force a telecommunication equipment 


manufacturer to plant backdoors in its product, violating its legitimate rights and interests, 


the manufacturer could not only refuse to do so, but could also report the misconduct of 


the staff for disciplinary action, or even prosecution for a crime as applicable. 


6. Summary of Our Understandings 


84. In summary, our analysis and conclusions regarding the National Intelligence Law are as 


follows: 


1) The law protects individuals and organizations from being compelled to provide necessary 


support, assistance and cooperation to the national intelligence agencies that would 


contradict their legitimate rights and interests, let alone that violates laws of another 


country. 
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2) Huawei’s subsidiaries and employees outside of China are not subject to the territorial 


jurisdiction of the National Intelligence Law, and thus have no obligation to provide 


support, assistance and cooperation to the national intelligence agencies.  


3) The obligation of Huawei under the National Intelligence Law is the same as that of other 


organizations or citizens residing in China, including Chinese subsidiaries of foreign 


companies. 


4) All requirements for relevant agencies, organizations and citizens to provide support, 


assistance and cooperation to the national intelligence agencies must be in accordance with 


the law, and there is no such law requiring a telecommunication equipment manufacturer 


to spy on or disable communications, including planting backdoors, eavesdropping 


devices or spyware in equipment unknown to its customer.  


5) The conduct of state intelligence agency and its staff is subject to restrictions of the law, 


and potential abusive conduct, including infringement of legitimate rights and interests of 


citizens and organizations, would be subject to investigation and punishment in 


accordance with the law. 


V. Conclusion 


85. In examining the Counterespionage Law, we do not see any legal basis supporting 


the allegation in the 2012 HPSCI investigation report, quoting Article 11 of the old State Security 


Law, that telecommunication devices manufacturers such as Huawei are obligated to cooperate 


with any request by the Chinese government to use their systems or access them for malicious 


purposes under the guise of state security.  
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86. Likewise, in examining the Anti-Terrorism Law, Cyber Security Law and National 


Intelligence Law, we do not think Chinese laws authorize the Chinese government to order 


manufacturers to hack into products they make to spy on or disable communications. 







I declare that the foregoing is true and correct under penalty of perjury of the laws of the United 


States of America. 


Executed on May , 2018. 


Jianwei Fang 
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I. Qualifications 


1. My name is Allan L. Shampine.  I am an Executive Vice-President of Compass Lexecon, 


an economic consulting firm.  I received a B.S. in Economics and Systems Analysis summa cum 


laude from Southern Methodist University in 1991, an M.A. in Economics from the University 


of Chicago in 1993, and a Ph.D. in Economics from the University of Chicago in 1996.  I have 


been with Compass Lexecon since 1996.   


2. I specialize in applied microeconomic analysis with a particular focus on technological 


innovation.  I am the editor of the book Down to the Wire: Studies in the Diffusion and 


Regulation of Telecommunications Technologies, a contributor to the Telecom Antitrust 


Handbook, and have published a variety of articles and book chapters on the economics of 


telecommunications and network industries, as well as patents, technology diffusion and antitrust 


issues.  I am an editor of the American Bar Association journal Antitrust Source.   


3. I have worked on telecommunications matters throughout my career, and have submitted 


testimony concerning the regulation of telecommunication and broadband networks in multiple 


countries.  I have previously provided economic evidence to the United States Federal 


Communications Commission, International Trade Commission, state public utility 


commissions, Federal Maritime Commission, United States district courts, European 


Commission, Korean Fair Trade Commission, Chinese National Development & Reform 


Commission, Info-Communications Development Authority of Singapore, and the Australian 


Competition & Consumer Commission.  A copy of my curriculum vitae is included as Appendix 


A. 
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II. Overview and summary of conclusions 


4. In its recent Notice of Proposed Rulemaking (“NPRM”), the Federal Communications 


Commission (“Commission”) has asked for comments on its proposal to “prohibit, going 


forward, the use of USF funds to purchase equipment or services from any communications 


equipment or service providers identified as posing a national security risk to communications 


networks or the communications supply chain.”1  The Commission has sought comment on the 


costs and benefits of the proposed rule.  I have been asked by counsel for Huawei to discuss the 


potential economic costs of the proposed rule and the likely impact on competition.  In doing so, 


I focus on the following questions raised by the Commission2: 


 “What are the potential costs associated with our proposed rule to USF recipients, the 


Fund, end users, consumers, the public safety and law enforcement community, the 


Commission, or other federal agencies?” 


 “How do covered companies’ equipment and services perform relative to equipment and 


services of companies unaffected by the proposed rule?  What is the cost difference to 


USF recipients between equipment and services that may be covered by the proposed rule 


and those that are not?” 


5. In this declaration I assume that the effect of the Commission’s rulemaking would be to 


effectively exclude Huawei and ZTE from competing in the U.S. market for telecommunications 


infrastructure equipment.  I do not offer any opinion on the national security aspects of the 


NPRM.   


6. I begin by noting that the potential benefits of additional competitors in a market are not 


limited to just introducing lower priced products.  Indeed, the presence of additional competition 


can result in all firms lowering prices, improving quality and seeking to innovate in order to 


                                                            


1. Federal Communications Commission, In the Matter of Protecting Against National 
Security Threats to the Communications Supply Chain Through FCC Programs, FCC 18-
42, WC Docket No. 18-89, April 18, 2018, https://www.fcc.gov/document/fcc-proposes-
protect-national-security-through-fcc-programs-0, (“NPRM”), ¶ 2.     


2. NPRM, ¶ 34.    
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attract customers.  This can be the case even when an entrants’ list prices are no lower, or even 


higher, than those of incumbent firms.  Thus, a narrow focus on the list prices of potentially 


excluded firms can miss the broader benefits created for consumers from increased competition.   


7. Regulators have noted that worldwide there are a relatively small number of large 


telecommunications infrastructure providers, which include Huawei and ZTE elsewhere in the 


world.  While Huawei has had relatively little presence within the United States in recent years, 


during periods when it has been able to bid on proposals, its presence has been reported to result 


in increased competition and lower prices for carriers.  It is my general understanding from press 


reports and other public sources that Huawei’s presence in the United States has been restricted 


by the concerns of some within the government about potential national security risks.  I 


understand that the rule proposed in the NPRM would further restrict Huawei’s activities in this 


country by effectively prohibiting many entities in the telecommunications and information 


services sectors from dealing with Huawei.  Eliminating these restrictions and allowing Huawei 


an opportunity to compete in the provision of telecommunications infrastructure equipment in 


the United States could reduce the concentration of the industry, increase competition, reduce 


prices, and encourage increased deployment by carriers.  Given the upcoming 5G deployments 


and the benefits of improved telecommunications for the economy as a whole, the benefits to 


consumers of increased competition for infrastructure equipment could be substantial.  


Conversely, excluding Huawei from the market would deprive consumers of the benefits of entry 


or increased competition from its presence.  The Commission should consider carefully the costs 


of excluding significant competitors from participating in a highly concentrated market.   
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III. Huawei is an innovative and significant competitor 


8. Huawei has a history of significant investment in research and development.  Over the 


past decade it has invested roughly $62 billion in research and development, including $34 


billion between 2012 and 2016 and $14 billion in 2017.3  To put these figures into context, 


between 2012 and 2016 Nokia is reported to have spent roughly $17 billion on research and 


development and Ericsson spent roughly $23 billion.  While Huawei and Nokia have been 


increasing their expenditures, Ericsson is decreasing.  In the last several years, Huawei spent 


more than Ericsson and Nokia combined.  See Table 1 below. 


Table 1: Research & Development Investment  
($ Millions) 4 


Year Ericsson Nokia Huawei 


    
2012 $      4,852 $      3,961 $         4,283 
2013 $      4,932 $      2,616 $         4,417 
2014 $      5,315 $      2,591 $         5,881 
2015 $      4,134 $      2,359 $         8,583 
2016 $      3,702 $      5,428 $      11,000 


    
 


9. Huawei is one of the largest vendors of radio access network (“RAN”) equipment 


worldwide and, in particular, in Europe.  The European Commission reports that in 2014, 


                                                            


3. Huawei Investment & Holding Co, Ltd. 2017 Annual Report, http://www-
file.huawei.com/-/media/CORPORATE/PDF/annual-
report/annual_report2017_en.pdf?la=en, p. 50, reporting 2017 research and development 
expenditures of CNY89,690,000,000 and expenditures over the last decade of 
CNY394,000,000,000.  Values above use exchange rate of 6.38 CNY per dollar, per 
Bloomberg, as of May 15, 2018.  https://www.bloomberg.com/quote/USDCNY:CUR.  
Jamie Davies, “Ericsson is losing the R&D game and that needs to change,” 
telecoms.com, June 5, 2017, http://telecoms.com/482479/ericsson-is-losing-the-rd-game-
and-that-needs-to-change/.   


4. Jamie Davies, “Ericsson is losing the R&D game and that needs to change,” 
telecoms.com, June 5, 2017, http://telecoms.com/482479/ericsson-is-losing-the-rd-game-
and-that-needs-to-change/.  
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Huawei had between a 20% and 30% share of RAN equipment sales globally and between 30% 


and 40% in Europe.5  That remains true today.  According to market research firm Dell’Oro, 


Huawei had 32% of global RAN sales as of 4Q 2017, followed by Ericsson with 30% and Nokia 


with 25%.6  In 2017, the industry consulting firm GlobalData ranked Huawei’s Mobile Access 


solutions as “Very Strong” or “Leader” in all seven of the ranked aspects in its Competitive 


Index.  In particular, GlobalData ranked Huawei’s 2G, 3G and LTE RAN product portfolios as 


“Leaders” in the market, citing “a broad radio unit portfolio and spectrum support” and 


“advanced antenna solutions.”7 


10. Huawei and Ericsson built the first commercial LTE networks in the world in 2009 (for 


TeliaSonera in Norway and Sweden, respectively).8  To date, Huawei has supplied over half of 


the 4G and 4.5G networks globally, and has Memorandums of Understanding to trial 5G 


equipment with many carriers, including BT in the United Kingdom, Bell Canada in Canada, 


Deutsche Telekom in Germany, Orange in France, and Vodafone.9  Huawei has also previously 


been called upon to modernize networks in, for example, European countries.  For example, 


Huawei was engaged in 2013 by the Danish telecommunications company TDC to modernize 


and manage its mobile network, including deployment of LTE, and completed that upgrade in 


                                                            


5. European Commission, Case No COMP/M.7632 – Nokia / Alcatel-Lucent, Regulation 
(EC) No 139/2004 Merger Procedure, Article 6(1)(b) Non-Opposition, July 24, 2015, 
document number 32015M7632, 
http://ec.europa.eu/competition/mergers/cases/decisions/m7632_788_2.pdf, (“EC 
Nokia/Alcatel Decision”), ¶ 82. 


6. Eric Auchard & Sijia Jiang, “China’s Huawei set to lead global charge to 5G networks,” 
Reuters, February 23, 2018, https://www.reuters.com/article/us-telecoms-5g-
china/chinas-huawei-set-to-lead-global-charge-to-5g-networks-idUSKCN1G70MV. 


7. Ed Gubbins, “Huawei – Mobile Access,” GlobalData, November 15, 2017. 


8. TeleGeography, “TeliaSonera launches world’s first commercial LTE networks in 
Sweden and Norway,” December 19, 2009, 
https://www.telegeography.com/products/commsupdate/articles/2009/12/14/teliasonera-
launches-worlds-first-commercial-lte-networks-in-sweden-and-norway/.  


9. Eric Auchard & Sijia Jiang, “China’s Huawei set to lead global charge to 5G networks,” 
Reuters, February 23, 2018, https://www.reuters.com/article/us-telecoms-5g-
china/chinas-huawei-set-to-lead-global-charge-to-5g-networks-idUSKCN1G70MV. 
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2015.10  TDC then engaged Huawei to upgrade its landline hybrid fiber-coaxial cable network to 


support 1Gbps download speeds.11  Similarly, Bouygues Telecom in France, citing “past 


common success” working with Huawei, is deploying its first 5G network trial in Bordeaux with 


Huawei.12  I also understand that with its recent announcement of 5G base station and 5G 


modem chipsets, Huawei is set to become the first company in the world offering both 


infrastructure and terminal technologies for 5G.13  The European Commission specifically called 


out Huawei as a “credible alternative” for customers for 4G and 5G equipment when evaluating 


the Alcatel-Lucent/Nokia merger.14    


11. The fact that Huawei has little presence in the U.S. today does not imply that additional 


competition from Huawei would be without benefit.  A small sales share does not by itself 


indicate a firm lacks competitive significance.  Firms with small sales shares can nonetheless 


provide important competitive constraints, particularly in bidding markets where there are 


relatively few, large contracts being awarded.  However, Huawei’s relatively large sales shares 


globally are evidence that it is a credible alternative supplier for U.S. telecommunications 


                                                            


10. TeleGeography, “Huawei completes modernisation of TDC network,” June 3, 2015, 
https://www.telegeography.com/products/commsupdate/articles/2015/06/03/huawei-
completes-modernisation-of-tdc-network/.  TDC was originally the government-owned 
incumbent operator in Denmark, but the last state-owned shares were sold in 1998.  
Anders Henten, “Telecoms in Denmark: Investment, Performance and Regulation,” in 
Stimulating Investment in Network Development: Roles for Regulators, A.K. Mahan and 
W.H. Melody (eds.), World Dialogue on Regulation for Network Economics, 2005, p. 
330. 


11. TeleGeography, “Huawei to upgrade TDC’s HFC network to 1Gbps,” January 28, 2016, 
https://www.telegeography.com/products/commsupdate/articles/2016/01/28/huawei-to-
upgrade-tdcs-hfc-network-to-1gbps/. 


12. TeleGeography, “Bouygues, Huawei to trial 5G in Bordeaux,” February 28, 2018, 
https://www.telegeography.com/products/commsupdate/articles/2018/02/28/bouygues-
huawei-to-trial-5g-in-bordeaux/. 


13. Light Reading, “Huawei Unveils 5G-Ready Base Station, New Massive MIMO AAU,” 
November 20, 2017, https://www.lightreading.com/mobile/5g/huawei-unveils-5g-ready-
base-station-new-massive-mimo-aau/d/d-id/738338.  Arjun Kharpal, “Mobile World 
Congress – Huawei unveils its first 5G chip in a challenge to Qualcomm and Intel,” 
CNBC, February 25, 2018, https://www.cnbc.com/2018/02/25/huawei-unveils-5g-
chipset-at-mobile-world-congress.html.    


14. EC Nokia/Alcatel Decision, ¶ 85. 
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carriers, as many carriers globally have shown a preference for Huawei’s equipment over 


alternatives offered by other firms.   
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IV. Allowing Huawei to compete more freely in the United States could create 


significant consumer benefits 


12. Antitrust economics is devoted to studying certain of the types of questions posed in the 


NPRM – in particular, what are the likely competitive effects of reducing the number of 


competitors for telecommunications infrastructure equipment in the United States, or, given 


Huawei’s limited role in recent years in the U.S., preventing entry by new competitors.  For 


example, a merger between two competing firms can eliminate one of the firms as an 


independent competitor.  That can potentially reduce the overall competitiveness of the market in 


which the firms compete, resulting in higher prices, reduced innovation, lower quality, or other 


harms to consumers.  The U.S. Department of Justice and Federal Trade Commission Horizontal 


Merger Guidelines state that when there are only a few, large competitors (i.e., a market is highly 


concentrated) then the elimination of a competitor is, in fact, presumed to increase market power 


of the remaining firms, resulting in higher prices or other harm to consumers.15  Mergers are 


nonetheless often permitted by regulators because of the expectation that they will produce 


offsetting benefits.  Here, however, we are discussing the effective exclusion of one or more 


competitors by regulatory fiat without any offsetting merger efficiencies.  Any expected benefits 


related to national security should be weighed against the harm to consumers from eliminating 


one or more competitors from the market for telecommunications infrastructure in the United 


States.  


A. There are only a few large telecommunications infrastructure suppliers 
competing in the United States 


 


13. As of 2015, market research firm Infonetics reported U.S. wireless infrastructure sales 


shares of 33% for Ericsson, 27% for Alcatel-Lucent, 20% for Nokia and 11% for Samsung.16  


Subsequently, Alcatel-Lucent and Nokia merged, which yields shares of 47% for the merged 


                                                            


15. U.S. Department of Justice and the Federal Trade Commission, Horizontal Merger 
Guidelines, August 19, 2010, https://www.justice.gov/atr/horizontal-merger-guidelines-
08192010, §§1, 2.1, 5.3, 6.   


16. Simon Zekaria, “Merger of Nokia with Alcatel-Lucent Could Put Pressure on Prices,” 
Dow Jones Institutional News, April 14, 2015. 
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Nokia, 33% for Ericsson, and 11% for Samsung – three firms becoming responsible for 91% of 


sales.   


14. The Horizontal Merger Guidelines classify how concentrated markets are based on the 


Herfindahl-Hirschman Index (“HHI”), which is simply the sum of the squared shares of the firms 


involved.  This can run from close to zero (a large number of firms with very small shares) to 


10,000 (a monopolist).  A market with an HHI above 2,500 is considered “Highly Concentrated” 


by the Department of Justice and Federal Trade Commission.  The HHI for wireless 


infrastructure sales in the United States after the Alcatel-Lucent/Nokia merger would be above 


3,400.17 


15. The level of concentration for sales of RAN equipment remains high today.  Using 


estimates from the IHS market research firm, the successor to Infonetics, the HHI for North 


America for RAN equipment for 2Q 2017 was greater than 5,000.18   


B. Entry by Huawei could significantly reduce market concentration 


16. Worldwide, mobile infrastructure sales are substantially less concentrated than in the 


United States, largely due to the presence of Huawei and ZTE.  For example, the market research 


firm IHS reports mobile infrastructure shares in 2017 of 28% for Huawei, 27% for Ericsson, 


23% for Nokia, 13% for ZTE, and 3% for Samsung.19  These shares correspond to an HHI of 


                                                            


17. 47^2 + 33^2 + 11^2 = 3,419.  I treat the remaining 9% of sales as comprised of 1% firms, 
yielding a total HHI of 3,419 + 9 = 3,428.  If they were made by a single firm, the HHI 
could be as high as 3,500.  The Chinese Ministry of Commerce and the European 
Commission both examined RAN products as a product market when evaluating the 
Alcatel-Lucent/Nokia transaction.  PaRR, “MOFCOM conditionally clears Alcatel/Nokia 
deal with behavioral remedies (full translation),” October 19, 2015, §3.1.A.  EC 
Nokia/Alcatel Decision, §§4.2.1, 5.2.2.1. 


18. Using either data for 2G, 3G, 4G mobile infrastructure equipment overall or 2G, 3G RAN 
equipment revenues.  IHS Markit Mobile Infrastructure Market Tracker, August 28, 
2017. 


19. Stephane Teral, “Global mobile infrastructure market down 14 percent from a year ago,” 
IHS, March 13, 2018, https://technology.ihs.com/600864/global-mobile-infrastructure-
market-down-14-percent-from-a-year-ago.  
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below 2,300, substantially lower than that calculated above for North America.20  Similarly, the 


European Commission in evaluating the Alcatel-Lucent/Nokia transaction reported market 


shares for overall RAN equipment in Europe of 30-40% for the merged Nokia, 30-40% for 


Ericsson, 30-40% for Huawei, and 0-5% for both ZTE and Samsung.21  Assuming 30% each for 


Nokia, Ericsson and Huawei, and 5% each for ZTE and Samsung yields an HHI of 2,750, again 


substantially lower than that calculated above for North America.22 


17. With respect to the Alcatel-Lucent/Nokia merger, the European Commission apparently 


viewed the merger as going from six credible alternatives to five, noting that post-merger, 


Ericsson, Huawei, ZTE and Samsung would remain as credible alternatives for customers of 


RAN equipment.23  China’s Ministry of Commerce (“MOFCOM”) applied similar logic, noting 


that for 4G LTE RAN equipment, for example, Huawei, ZTE and Ericsson “are all strong rivals, 


among which the first two companies’ respective market shares are larger than that of Nokia 


post-merger, so the competition dynamics will be maintained.”24  The U.S. Department of Justice 


did not provide any public analysis of the transaction. 


18. I note that permitting a merger does not mean the regulators concluded there were no 


competitive effects – rather, it means that the benefits were deemed to outweigh any potential 


loss of competition.  That is, regulators weigh potential benefits from a proposed merger against 


the potential costs of losing a competitor.  In the Alcatel-Lucent/Nokia merger, for example, the 


merging firms had been experiencing “wrenching restructuring” and “years of losses” at Alcatel-


Lucent,25 and one stated goal of the merger was to become a stronger competitor to Ericsson and 


                                                            


20. 28^2 + 27^2 + 23^2 + 13^2 + 3^2 + 6 = 2,226.  As before, I assume the 6% of “Other” 
sales are made by 1% firms.  If the 6% of sales were made by a single firm, the HHI 
could be as high as 2,256. 


21. EC Nokia/Alcatel Decision, ¶ 82.  


22. 30^2 + 30^2 + 30^2 + 5^2 + 5^2 = 2,750.   


23. EC Nokia/Alcatel Decision, ¶ 85.  


24. PaRR, “MOFCOM conditionally clears Alcatel/Nokia deal with behavioral remedies (full 
translation),” October 19, 2015. 


25. Kevin Kelleher, “Why Nokia’s Blockbuster Merger Turned Into Such a Mess,” Time, 
April 20, 2015, http://time.com/3828400/nokia-alcatel-lucent/.   


 







11 
 


Huawei.26  The European Commission noted, for example, that customers indicated the 


transaction would strengthen the merging firms “and guarantee viable competition going forward 


in the RAN equipment marketplace.”27   


19. Generally speaking, new entry does not involve a similar weighing as it introduces a new 


competitor rather than eliminating an existing one, so entry can be expected to benefit 


consumers.  Any consumer that purchases from the entrant will have indicated that they are 


better off, having demonstrably chosen the entrants’ products over the incumbents, and other 


consumers are also likely to benefit as the incumbents compete to retain the consumers’ 


business.  Thus, the addition of two significant competitors to a concentrated market can 


significantly enhance competition.  Indeed, given a highly concentrated market, a merger 


involving an increase in HHI of more than 200 points is presumed by the Department of Justice 


and Federal Trade Commission to be likely to enhance market power.28  Conversely, given the 


shares discussed above, a new entrant gaining even a 5% share could reduce concentration in 


North America by more than 400 points.29 


20. As just mentioned, it is not necessary for Huawei to gain significant sales in order to 


benefit consumers in the United States.  As the European Commission has noted, given large 


contracts, firms can provide competitive benefits even if they have low actual shares of sales, 


simply because they provide credible alternatives and participate in the bidding process.30  


Anecdotally, prior to the 2012 House report on Huawei and ZTE, Huawei’s presence in the 


                                                            


26. Chad Thomas and Ville Heiskanen, “Nokia CEO Stung by Failed Mergers Speeds 
Alcatel Integration,” Bloomberg News, September 14, 2016, 
https://www.bloomberg.com/news/articles/2016-09-14/nokia-ceo-stung-by-failed-
mergers-speeds-alcatel-integration.    


27. EC Nokia/Alcatel Decision, ¶ 101. 


28. U.S. Department of Justice and the Federal Trade Commission, Horizontal Merger 
Guidelines, August 19, 2010, https://www.justice.gov/atr/horizontal-merger-guidelines-
08192010, § 5.3.   


29. See note 17, supra.  Taking 5% from the 47% firm and assigning it to a new entrant 
would reduce the HHI from 3,428 to 3,008.  42^2 + 33^2 + 11^2 + 5^2 + 9 = 3,008. 


30. EC Nokia/Alcatel Decision, ¶¶ 18, 87, 96. 
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bidding process provided competitive pressure that helped U.S. carriers obtain better terms from 


Ericsson and Alcatel-Lucent.31     


Over the last few years, U.S. mobile industry has undergone a big 
transformation, building its next generation of LTE mobile networks. … Huawei 
bid on all of those contracts, but except for a WiMAX deal with Clearwire and a 
few minor networks with regional providers, it failed to win any of them.  Every 
analyst and industry insider I’ve talked to, however, said that Huawei’s presence 
was felt during those negotiations.  Established vendors were forced to underbid 
Huawei or risk losing key contracts.  A deal with a nationwide U.S. operator is a 
marquee deal, involving billions of dollars and tens of thousands of cellsites. To 
lose a nationwide U.S. contract to Huawei would be a major black eye for an 
Ericsson. 


21. The Chief Technical Officer of the Canadian carrier Telus recently made the same point, 


stating that “One of the great things about Huawei being in the market is they have dropped 


prices by 15% at least. … They forced the Ericssons and Nokias to follow suit.”32  Such a result 


would not be surprising in a highly concentrated industry.  That is, given a small number of 


credible alternatives for carriers to purchase telecommunications infrastructure from, the addition 


of one or more new credible alternatives can be expected to improve competition.  Conversely, 


excluding one or more of a small number of credible alternatives from a market can be expected 


to reduce competition – as noted above, there is a presumption in the Horizontal Merger 


Guidelines that such effects will occur in a concentrated market. 


22. News reports indicate that carriers are attempting to address concentration in 


infrastructure vendors by combining equipment from multiple vendors within a single 


deployment, even though there are costs and inefficiencies associated with that strategy.  


Industry analyst GlobalData reports that carriers have created groups “aimed at disaggregating 


the elements of the RAN to foster more flexible network architectures and a more competitive 


                                                            


31. Kevin Fitchard, “Why the US needs Huawei more than Huawei needs the US,” GigaOm, 
May 31, 2013, https://gigaom.com/2013/05/31/why-the-us-needs-huawei-more-than-
huawei-needs-the-us/.   


32. Iain Morris, “Telus CTO: NFV Burden May Cripple Telcos,” LightReading, May 14, 
2018, https://www.lightreading.com/carrier-sdn/nfv-(network-functions-
virtualization)/telus-cto-nfv-burden-may-cripple-telcos/d/d-id/743076. 
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RAN vendor ecosystem. … The creation of these groups is in part a reaction by operators to a 


consolidated RAN vendor landscape that wields too much concentrated power following the 


combination of Nokia and Alcatel-Lucent.”33  As noted by GlobalData, “It’s also not surprising 


to see U.S. operators as key instigators in this movement, given that – with meaningful access to 


Huawei and ZTE blocked for political reasons – they face the fewest options for RAN gear.  A 


sign of how serious U.S. operators are on this topic came in the form of Samsung’s 


announcement during the show that it had won its first contract to provide Verizon with LTE 


microcell baseband and radio units. … With the Samsung deployment, Verizon is demonstrating 


that pairing one vendor’s BBU with another vendor’s RU is possible but not that it is quick and 


easy…  This hurdle would be even higher in virtual RAN networks because different vendors 


may not have the same division of functions between baseband and radio.”34  Of course, a more 


efficient way to provide U.S. carriers with more options to address concentration is to provide 


them with “meaningful access” to Huawei and ZTE equipment, such as carriers in Europe and 


Canada take advantage of. 


23. Although large national carriers such as AT&T and Verizon could benefit from increased 


competition in mobile infrastructure, Huawei has also been serving dozens of small and rural 


carriers who could lose access to its equipment and services as a result of this proceeding.35  The 


Wall Street Journal reports that “many regional American providers of wireless, TV and internet 


services have flocked to Huawei, attracted by what they say are Huawei’s cheaper prices, quality 


products and attentive customer service.”36  For example, Huawei upgraded Union Wireless’s 


                                                            


33. Ed Gubbins, “MWC18: The Radio Access Network Roundup – As 5G Dawns, 
Integrating Massive MIMO & Breaking Up the RAN,” GlobalData, March 7, 2018. 


34. Ed Gubbins, “MWC18: The Radio Access Network Roundup – As 5G Dawns, 
Integrating Massive MIMO & Breaking Up the RAN,” GlobalData, March 7, 2018. 


35. Phil Goldstein, “Huawei exec: We treat Tier 3 U.S. carriers like they’re the ‘belle of the 
ball,’” FierceWireless, March 27, 2015, https://www.fiercewireless.com/wireless/huawei-
exec-we-treat-tier-3-u-s-carriers-like-they-re-belle-ball.   


36. Drew Fitzgerald and Stu Woo, “In U.S. Brawl With Huawei, Rural Cable Firms Are an 
Unlikely Loser,” The Wall Street Journal, March 27, 2018, 
https://www.wsj.com/articles/caught-between-two-superpowers-the-small-town-cable-
guy-1522152000.  
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Rocky Mountain based territory to LTE.  Union Wireless reported that Huawei’s “smooth 


upgrade, upgraded service offering and Huawei support [were] key to Union’s success.”37 


  


                                                            


37. RCR Wireless News, “Case study: Huawei enables rural carriers to compete,” September 
22, 2016, https://www.rcrwireless.com/20160922/carriers/case-study-huawei-enables-
rural-carriers-compete.  
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V. Increased competition in telecommunications infrastructure would benefit the U.S. 


economy 


24. In the United States, AT&T, Verizon, T-Mobile and Sprint have collectively reported 


2018 capital spending of more than $50 billion.38  Increased competition to provide equipment 


can provide many benefits to these firms and to U.S. consumers generally, including lower 


prices, higher quality and greater innovation.  Indeed, basic economics teaches that increased 


competition to supply inputs such as telecommunications infrastructure will increase investment 


in such infrastructure.39 


25. The benefits to the broader economy of increased investment in telecommunications 


infrastructure can be enormous.  The GSM Association, for example, has estimated that the 


direct economic contribution of the mobile ecosystem to GDP globally for 2017 was roughly 


$1.1 trillion, and the indirect impact was roughly $2 trillion, contributing, in total, roughly 4.5% 


of global GDP.40  The Commission’s own National Broadband Plan notes that “Like electricity a 


century ago, broadband is a foundation for economic growth, job creation, global 


competitiveness and a better way of life.  It is enabling entire new industries and unlocking vast 


new possibilities for existing ones.”  However, the Plan also notes that “broadband in America is 


not all it needs to be,” and discusses ways to improve investment, including reforming “current 


universal service mechanisms to support deployment of broadband…”41  The Commission 


should take note of the potential impact on infrastructure costs of excluding significant 


competitors from the U.S. market through the universal service mechanism.  The Wall Street 


                                                            


38. Mike Dano, “No more penny pinching: Wireless carriers’ capex to surge in 2018,” Fierce 
Wireless, February 20, 2018, https://www.fiercewireless.com/wireless/no-more-penny-
pinching-wireless-carriers-capex-to-surge-2018. 


39. That is, demand curves are assumed to slope downwards, so if increased competition 
reduces quality-adjusted prices for infrastructure equipment, carriers will purchase more 
of it. 


40. GSM Association, “The Mobile Economy 2018,” 
https://www.gsma.com/mobileeconomy/wp-content/uploads/2018/05/The-Mobile-
Economy-2018.pdf, pp. 27-28. 


41. Federal Communications Commission, “Connecting America: The National Broadband 
Plan,” March 17, 2010, https://www.fcc.gov/general/national-broadband-plan, p. xi. 
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Journal, for example, reports that Huawei “has been actively courting small-town internet 


companies that wanted to replace old-fashioned landlines with high-speed internet connections—


no small feat in a country where most rural residents are stuck with dial-up speeds. … Many of 


these customers now worry the new heat over Huawei in Washington may rob them of what has 


so far been an important alternative to Western suppliers.  Others worry that if Huawei exits the 


U.S. completely, it will leave them without the customer and technical support they need to 


maintain the Huawei hardware they already own.”42 


26. Economists have also studied the impact of faster or slower deployment of 


telecommunications technologies.  For example, Robert Crandall and Charles Jackson have 


evaluated the impact on the U.S. economy of faster roll-out of broadband access, including both 


wireless and landline, and concluded that the benefits are enormous. 


Although it will take many years, the widespread adoption of broadband access 
service will bring enormous economic benefits to our economy.  No doubt many 
of the impacts cannot be foreseen.  But some benefits can. … A faster rollout of 
high-speed access services gives us these benefits earlier.  Under optimistic – but 
still reasonable – scenarios the net present value of a faster rollout of high-speed 
access could be as high as $700 billion, and a mid-range estimate of the value of 
faster rollout is $500 billion.43 


27. The general proposition that delaying the introduction of new goods or services can be 


very costly to consumers and the economy is well accepted in economics.  Jerry Hausman has 


analyzed the impact of FCC regulatory delays on the introduction of cellular service in the first 


place, stating that the FCC did not adequately consider the costs to consumers in its proceedings. 


The consumer welfare cost of holding up the introduction of a new good is much 
larger than the effects of higher prices or other regulatory effects on demand…  
Looked at another way, the introduction of cellular has created significant value 
for consumers.  Thus, new telecommunications services can improve consumer 


                                                            


42. Drew Fitzgerald and Stu Woo, “In U.S. Brawl With Huawei, Rural Cable Firms Are an 
Unlikely Loser,” The Wall Street Journal, March 27, 2018, 
https://www.wsj.com/articles/caught-between-two-superpowers-the-small-town-cable-
guy-1522152000.  


43. Robert Crandall and Charles Jackson, “The $500 Billion Opportunity,” in Down to the 
Wire: Studies in the Diffusion and Regulation of Telecommunications Technologies, 
Allan Shampine (ed.), Nova Science Publishers, 2003, p. 184. 
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welfare by very large amounts.  Regulatory delay can therefore have potentially 
large negative effects on the U.S. economy.   


Again the possible question arises of why the FCC created such a large amount of 
harm to U.S. consumers and the U.S. economy.  The FCC was confronted with a 
very difficult decision with respect to cellular.  Delaying a difficult decision 
appears to be the FCC’s chosen response.  Losses in consumer welfare arising 
from the regulatory delay did not appear to be involved in the FCC’s regulatory 
approach.  Indeed, if cellular service had not begun in other countries, which 
helped create pressure for the FCC to finally come to a decision, it is quite likely 
that the advent of cellular telephone service would have delayed for an even 
greater period in the U.S.44 


28. Given the prospect of massive 5G investment and deployment over the next few years, 


additional competition in the provision of 5G infrastructure equipment could be of particular 


benefit to both U.S. carriers and U.S. consumers.  The Commission should consider carefully the 


costs of excluding significant global competitors from the U.S. market, global competitors that 


have helped build, and are continuing to supply, telecommunications carriers throughout the rest 


of the world, including throughout Canada and Europe.   


 


I declare under penalty of perjury that the foregoing is true and correct.  Executed on May 30, 


2018. 


 
______________________________________ 
Allan Shampine 


   


                                                            


44. Jerry Hausman, “Mobile Telephone,” in Handbook of Telecommunications Economics, 
Vol. 1, Martin Cave, Sumit Majumdar and Ingo Vogelsang (eds.), North-Holland, 2002, 
p. 591. 
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Declaration of Bryant Tow on FCC-18-42A1: Notice of Proposed 


Rulemaking: Protecting Against National Security Threats to the 


Communications Supply Chain Through FCC Programs: WC Docket 18-89 


1. My name is Bryant Tow. I am over 18 years of age and competent to testify. 


2. For over 25 years I have held responsibilities as an entrepreneur and senior executive in 
all aspects of risk management including thought leadership in the area of cyber security, 
award winning development of security solutions, managing large global cyber and 
physical security teams. I have served on the DHS Sector Coordinating Council, ISSA, ISACA 
and InfraGard National Members Alliance board member and VP. I have been recognized 
as a Distinguished Fellow by the Ponemon Institute and have published several books and 
articles on cyber security topics and has received several awards for my contributions to 
the industry.  


3. Citing National Security, the Federal Communications Commission (the Commission or 
FCC), at its open meeting on April 17, 2018, adopted a  Notice of Proposed 
Rulemaking (“NPRM” or “the Notice”), FCC-18-42A1, to consider a rule which would 
prohibit Universal Service Fund (“USF”) support from being used to purchase or obtain 
any equipment or services produced or provided by a company posing a national security 
threat to the integrity of communications networks or the communications supply chain.   


4. I have been retained as a consultant by counsel to offer my expert opinion on whether 
the NPRM, if adopted, would be likely to achieve its stated goal of improving national 
security. For the reasons outlined below, I conclude that any benefits to national security 
would be marginal, and likely insignificant. In particular, the NPRM focuses only on the 
final seller of equipment and services, and fails to address threats arising from suppliers 
of components incorporated into the final products, many of which originate from China. 
It also fails to ignore potential threats arising after the production of equipment, at 
subsequent stages of the supply chain. It only considers the identity of the manufacturer, 
not the nature of the equipment, and therefore does not differentiate based on the level 
of risk posed by a specific purchase. And it does not take into account the level of threat, 
since recipients of USF support are not the likely targets of any hypothetical cyberattack 
initiated by a hostile government or other actor. 


5. The NPRM seeks comments on the proposed rule, including its potential scope and 
various implementation issues. This includes questions around how any FCC ban on the 
integration of equipment provided by the various companies into subsidized U.S. 
networks might work.  


6. Additionally, there are scope questions on how to identify companies that pose a national 
security threat to communication networks or the communication supply chain.  The 
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NPRM asks whether the Commission should establish the criteria for identifying a covered 
company, and if so, how should it be determined.   


7. The FCC has no stated expertise in risk ranking any company or nation state on the level 
of national security risks.  The FCC would have to rely upon another federal agency to 
maintain the list of communications equipment or service providers that raise national 
security concerns regarding the integrity of communications networks or the 
communication supply chain.   


8. Given the Commission’s lack of familiarity with supply chain control and issue awareness, 
it is perhaps not surprising that the Notice focuses on interdicting named companies 
rather than focusing on the complexity of addressing supply chain risks, such as the fact 
that components made by multiple companies in multiple countries are usually 
embedded within the products of other entities.  


9. It is clear that the NPRM has relied on the previously voiced concerns of US intelligence 
agencies and lawmakers that specific companies such as Huawei and ZTE could help 
countries such as China compromise the security of networks in the United States. 
Although these claims have, so far, been based on no public evidence, the NPRM implies 
that both Huawei and ZTE would likely be blacklisted entities. Although years of espionage 
fears have left both companies with a minuscule presence in the current domestic market, 
this appears to be nothing more that the FCC trying to weed them out entirely as carriers 
march toward 5G and the next generation of wireless networks. It should be noted no 
substantial proof of espionage by China or Huawei has ever been established from these 
accusations and the House intelligence committee report released at the time did not 
offer much in terms of substance either.1


National security implications of imported technology incomplete  


10. The Rule, while well intended, misses several other more likely attack vectors and ignores 
the complexity of the supply chain.  For example, memory, chipsets and semiconductors 
products from several manufacturers are included in nearly every consumer, corporate, 
critical infrastructure and even military device. There are a multitude of products which 
have been operating under already high security “Orange” and “Red Book” compliance 
requirements for a number of years without national security implications.  Many of these 
manufacturers operate in Taiwan and produce components in China.  A few examples: 


a. Apacer is headquartered in Taiwan and has offices in Shanghai, Peoples Republic 
of China. It manufactures cloud computing servers, transportation processors, 
embedded and IPC, defense, gaming and healthcare components used throughout 
the US.  Their chips state compliance with MIL-STD-810G(SSD) &MIL-STD-


1 https://intelligence.house.gov/sites/intelligence.house.gov/files/documents/huawei-
zte%20investigative%20report%20(final).pdf
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202G(DRAM) as well as MIL erase standards including DoD 5220.22-M, NSA 
Manual 130-2, USA AF AFFSSI 5020, USA Army 380-19, USA Navy NAVSO P-5239-
26IREC(IRIG) 106 and NSA 9-1.  Additionally, they produce Car Area Network 
“CAN” Bus Cards that control a vehicles central nervous system.    


b. Asus is a Taiwanese multinational computer and phone hardware and electronics 
company headquartered in Beitou District, Taipei, Taiwan. Its products include 
desktops, laptops, netbooks, mobile phones, networking equipment, monitors, 
WIFI routers, projectors, motherboards, graphics cards, optical storage, 
multimedia products, peripherals, wearables, servers, workstations, and tablet 
PCs. The company is also an original equipment manufacturer (OEM).  One of their 
manufacturing facilities is located in Suzhou, Chongqing, PRC.   


11. Additionally, it should be noted the attack vectors extend well beyond a few routers, 
switches and phones.   Chinese firms are not only responsible for final assembly and 
shipping products abroad, they also form a large portion of the overall supply chain of 
manufacturing electronic components used in nearly every electronic device 
manufactured globally.  That includes not just smartphones and mobile devices, but also 
the Internet of Things (IoT), major appliances, medical devices, automobiles, aerospace, 
etc. Infiltration through these goods could reach much higher value targets with more 
precision and broader reach than merely the devices purchased through the USF.  Yet the 
FCC’s proposal does not consider any of this in proposing to single out Huawei and ZTE, 
apparently for no other reason than their Chinese origin.  


Logistical and supply chain risks not considered 


12. Banning products only based on the source country of the final manufacturer does not 
consider other logistics and supply chain risks.   In the FCC’s proposed rule as written, only 
final production is considered.  Potential threats could be introduced at: consolidation, 
border crossings, storage & distribution and last mile transport.  As illustrated below, 
multiple organizations across the globe have numerous regulation methods and 
standards for identifying, assessing, measuring and managing potential threats to the 
logistics movement of goods across the supply chain including air, land and maritime 
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transportation.  Yet the FCC in its proposed Rule has only chosen to address a portion of 
the production phase of the supply chain.  


Impact on national security by USF supported organizations 


13. Even if the FCC proposal did materially reduce supply chain vulnerabilities (and it does 
not), its effectiveness in protecting national security would be debatable at best.  Most 
recipients of USF support are small, rural carriers; school districts; public libraries; and 
rural health care providers. These are not the high-value targets that a foreign 
government or its agents would be likely to target with a cyberattack or disruption of 
supply.  While there has been no published evidence of back doors or other compromises, 
if one should be discovered at a USF supported organization, “National Security” does not 
immediately come to mind as a potential risk. 
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Broad nature of risk ranking by ‘Company’ 


14. The rule as stated would prohibit any USF funds from being used to purchase ‘any’ 
product from a company listed as a national security risk.   Associating the level of risk at 
the company level does not consider the implication of the product(s) for potential 
purchase.  Some products from these companies could potentially be of a nature that 
could not possibly pose a technology or other national threat.  But the FCC makes no 
effort to evaluate or distinguish among potential risks based on the nature of the products 
purchased.  


Past U.S. measures against Chinese based suppliers have had a negative impact on overall 


competition in the U.S. Telecom Equipment Market 


15. The U.S. telecom equipment market is worth $30 billion a year. As the U.S. government 
has previously taken various measures to block Huawei and ZTE, the U.S. market is now 
dominated by two Nordic telecoms giants, Ericsson and Nokia, in contrast to the global 
market where Huawei and ZTE both have a strong presence.  


16. According to market research firm Dell’oro, less than one percent of mobile and fixed-line 
devices in the U.S. now comes from Huawei. The FCC decision means that Huawei will 
likely lose even their small share of the U.S. telecom equipment market. 


17. Huawei has continuously been met with obstacles since it entered the U.S. market a 
decade ago. These past actions have had a significant negative impact of the overall 
competition in the U.S. telecommunication market. The additional measures imposed by 
the NPRM will increase risk and place further stress on the U.S. market, likely leading to 
fewer choices, higher prices, the risk of future market shortages and the potential loss of 
the U.S. advantage around future technology advances. 


Conclusion  


18. The NPRM includes new punitive measures that appear to be designed to weed Chinese 
companies entirely out of the US market as carriers march toward 5G and the next 
generation of wireless networks.  


19. As the NPRM is currently written, there are concerns around the accuracy with which 
national security threats are identified, around definitions and the scope of its 
application, what equipment and services would be covered and the feasibility of its 
implementation. Accordingly, the Commission appears to have had to resort to focusing 
on interdicting named companies versus performing a more reasonable threat 



http://news.morningstar.com/all/dow-jones/the-economy/201804203902/american-hustle-ztes-surprise-us-success-now-under-threat.aspx
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assessment and evaluation to determine the real threats and vulnerabilities in order to 
reduce risk.  


20. Accordingly, the potential benefits of the proposed rule, in terms of reducing risk to the 
national security, will be marginal at best, and therefore insignificant. 


I declare under penalty of perjury that the foregoing is true and correct. 


Executed on May 31, 2018. 


Bryant Tow 





